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ABSTRACT 
Today, developing in information and communications technology has provided an opportunity 

for banks to provide electronic services to the customers in remote areas .These advances in 

technology by electronic banking system in addition to having many benefits for customers also, 
it has some risks, which one of these risks is operational risk. The present research is one of the 

factors which affecting the rank on the electronic banking of operational risk of Isfahan’s Sepah 

Bank. The necessary information in the present study were collected by using a questionnaire 
and the population of this research are experts of Isfahan’s Sepah Bank. Sampling is simple 

random and the number is one hundred .Information analysis is based on using test and was 

performed by multiple regression in SPSS and LISREL software package. According to the 
model presented in this study, operational risk as the dependent variable and the accuracy of the 

data, internal controls, technological infrastructure, accessing to the system, security and the 

level of education, and education as the independent variables, they are considered as an 
affective factors on the operational risks of electronic banking. The results show that the factors 

like; security, technological infrastructure and internal controls are affecting on the operational 

risks of electronic banking but the accuracy of data ,accessing to the systems, the level of 
education and training have no effect on the operational risks of electronic banking. At the end of 

research, some recommendations for managing and reducing operational risks are presented in 

electronic banking systems. 
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INTODUCTION 

 

 The rapid development of information and communications technology over the past two decades has faced 

the world with wonderful changes. Creating new concepts such as e-commerce, internet, electronic, money and 

even electronic government, it’s opened new ways of development to humanity. Banks also offer electronic 

banking services that they have reached the position so some experts believed that it will be difficult without e-

commerce. By developing internet at the worldwide and due to easy access, this information in electronic 

banking is used increasingly. Human development in the field of electronic banking services and the 

development of new techniques was with the appearing of personal computer in sending and receiving data. As 

the result, it was important the security in the bank network. In fact, most of the customers, so that they have 

lack of familiarity with using technology and system they were worry about losing financial resources and 

credits. today beside the wonderful developing and increasing rapid and accuracy in operational banking based 

on the internet is increased the possible problems and invariable mistakes and the future of electronic banking is 

conflict between facilities and adventures so that the subject of risk in electronic banking and the way of 

management is important. (Beygzadeh Nademi, 2009).  

 At the present, developing in the internet, as the canal of products and banking services for banks and it also 

provides a new opportunities but this ascending process besides having advantages and benefits, also it has some 

jeopardize which one of them is electronic banking services. According to the studies, operational risk is one of 

the most popular risks in electronic services and it has been affecting by several factors. In this research we try 

to realize affective factors on operational risk of banks electronic services and they suggest some procedures for 

decreasing it. 

Theory and development of research hypotheses 

Affective factors on operational risks of electronic banking 
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Accuracy of data: 

 The collection of profit procedures for the purpose of to protect the integrity, the accuracy of the data in 

recorded information and transactions referred to as electronic banking (Akbari.2012). Banks should support the 

accuracy of data in the transaction, documents, and information of electronic banking, so that the data is not 

modified without the approval. Banks should take procedures to correct the reliable transactions, documents and 

information on electronic banking on the internet or internal databases or to ensure by a third person service 

providers. In this respect the transaction or register and records must be done for accessing or modifying 

documents that it should be resistant against changes and to prevent from illegal implementation (Shrafatnzhad, 

2009). So we can proposed the first hypothesize of the study in the below form: 

H1. The accuracy of data has a significant impact on operational risk of electronic Banking. 

 

Internal controls: 

 A set of independent control to find defects and reduce the risk of electronic banking services (Akbari, 

2012). Internal controls is an important part of managing in an organization. The part which includes programs, 

methods and procedures used by the organization for achieving the micro and macro purposes.The purpose of 

internal controls and verification is improving the financial management which leads to allocating of resources 

and corruption. The establishment and continuation of a strong internal control system of the organization, it’s 

provide the effective management of the organization. Managers are well aware that lack of an effective internal 

control system, it leads to very difficult maintain profitability and to minimize unexpected events. 

H2.Internal controls has a significant impact on operational risks of electronic banking. 

 

IT infrastructure: 

 It includes hardware, software, database and communications so as to carry out the task in providing via 

internet, in order to support the other forms of electronic transaction of data via the internet or any other network 

which is used to send and receive messages (akbari, 2012). 

 One of the most important key infrastructure for electronic banking is creating applications. Capabilities 

and potential applications require accurate analysis and understanding the needs and constraints in order to 

improve the operational process. Although success in designing an application, it’s required to analysis and to 

improve operational processes. Otherwise success in an application’s program requires the ability of software in 

the production of application program (Bidabad, AllahyariFard .2005). In other words, electronic banking is the 

use of hardware and software based on the telecommunication network for interchanging of financial 

information in electronic form and it’s not necessary the physical presence of the customer in the bank. 

 

IT Risk: 

 It represents the It infrastructure to support the process of operational risk management. The infrastructure 

focused on the simple data from under “microsoft office” to collecting lost data up to complex web applications 

and database. It requirements is determined by the size and complexity of financial institutions and technical 

facilities (Rasulzadeh E and his colleagues, 2010). In this regard, we can say: 

H3: It infrastructure has a significant impact on the banking operational risk. 

 

Access to the system: 

 A set of methods used for the reliability control, access to systems, applications and databases in electronic 

banking (Akbari .2012). In particular e-commerce which is done in the virtual space, providing the security of 

electronic data is complex and difficult. By using security services, the reliability is created for people who 

access to e-commerce system and the data is restricted to authorized persons and according to the security 

policies of the website seller. For example if you don’t protect from your personal information and credit card 

number during transmission, it may be manipulated by unauthorized agents. (Turabi, Zamani 2005). In this 

regard, it can be argued: 

H4: access to the systems has a significant impact on electronic banking system in operational risk. 

 

Security: 

 A set of systems, applications and internal controls designed to protect the validity Privacy of data and 

operational process (akbari.2012).Trust means belief, that states can assure the seller and there is no abuses from 

buyer. Trust is important factor in electronic banking. For trust, privacy and security have a major role in the 

validity of electronic banking (Yousafzai, 2003). Today lack of security and trust is the most important concern 

of users in using electronic banking. For the internet users which used internet, trust is very important. Trust is 

created if the person believed that the other person also benefits from it. Trust especially in the field of security 

and privacy are important in services online. The significance of this issue in financial services for the cause of 

higher risk is more. In fact, trust is the main reason in the lack of using financial services in electronic (Flavian, 

2006). In order to evaluate the impact of security we can be following the hypothesis: 
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H5: security has a significant impact in electronic banking. 

 

Level of Education: 

 Factors influencing in electronic banking can be search in cultural factors, and educational of customers. 

Whatever the level of education of customers is high they are more willing using It services. Electronic banking 

referred to as internet banking and it requires familiarity with internet and computer. People who educated from 

university are more familiar with internet and computer. 

 Policies and strategies alone will not be able to accept e-commerce in the world-wide. Using e-commerce is 

possible when people and organizations are at the good level of awareness and trust. People’s responses to the 

new technologies is un-desirable for the reason of insufficient and ineffective education. Primary training is 

important to increase the efficiency of your computer because people who are novice at using computer don’t 

have knowledge about using the system. Thus education as a factor affects the individual computer (Alame, 

Zare, 2005). In order to evaluate the effect of education we can be proposed the following hypothesis:  

H6: level of education and training has a significant impact on electronic banking. 

In the following conceptual model the relationships between assumptions can be better seen: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: The conceptual model (Akbari.2002). 

 

A review of previous research: 

 Ali Nejad and his colleagues in (2012) published an article “the obstacles of development in electronic 

banking of Iran”. They clarify this obstacles in 4 branches:  

- Professional and technical obstacles 

- Legal and social barriers 

- Strategic obstacles 

- Financial obstacles 

 According to the observed results these factors like strategic, social and legal and technical factors are 

barriers in electronic banking but financial and economical have no place in this category .In fact we conclude 

the financial positions in banks are appropriate. 

 Taqavifard and his colleagues (2012) by developing hypothesis like Technology Acceptance Model and 

Theory of Planned Behavior and the factor of trust, they survey the affective factors by using IT and internet on 

the Iran’s Mellat bank. The results show that variables like trust, ease of use and benefit has a highly effect In 

behavior of people in other words directly these factors has an important role in using banking services. Attitude 

and subjective norm has a direct and positive impact on using internet banking. Trust as one of the primary 

factors influence on the individual’s intention and plans to carry out a specific treatment. Akbari (2012) in the 

identification and comparison of factors which affecting on the operational risks of electronic banking from the 

view of clients and employees Kermansha’s Meli bank, they examined parameters like : the accuracy of data , 

internal Controls , technology infrastructure , access to the system and security. As the result whole of the 

factors are important in electronic banking and from the perspective of customers and employees, security is the 

most important factor at the operational risk of electronic banking. 

 Svata Fleischman presented an article with the title “information system and information technology in 

banking industry” .From their perspective, according to the importance of information system and technology, 

not only weakness in risk management lead to loss of financial and the failure of certain institution, threating of 

customer deposit but also it has a negative impact on the global economy and financial. Generally, the 

Accuracy of data 

Internal control 

IT infrastructure Operational risks of electronic banking 

Accessing to system 

Security 

Level of education 
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supervisors and senior management have failed in their responsibilities to implement and control the risks in the 

system. The overall goal of this research was to improve risk management, for this purpose they emphasized 

risk management, standards, regulation related to the risk management in the banking industry also, highlighting 

the risk of information systems and information technology. Dexiang, Dash (2010) presented an article with the 

title “evaluating performance and analysis of risk in online banking services”. 

 The purpose of this research is to analyze the performance and risk analysis of large banks in the US and 

England. From their perspective, internet banking attracted different shareholders of banks, participant and 

regulators in financial services. Now internet banking is very important in banking industry. According to the 

studied it determined that most of the large banks have a good performance based on the analysis of DEA. 

These factors introduced daily like loyalty risk , total deposits, cost, personnel and equipment. According to the 

researches it realized that employees contribute to the banks income. Also different models of DEA can be 

clarified based on the internet model and cost-oriented. The research results of SOKOLOV (2008)in measuring 

operational risk of electronic banking in Stonia shows that security control , controls periodically with key 

responsibilities and limitation of unauthorized access to the electronic banking data which are the most 

important factors affecting on the operational risk of electronic banking. Lifenet al (2008) have provided an 

article with the title “conceptual risk and accepting of internet banking services of Chinese consumers”. In this 

research, 8 dimensions of risk by using 24 individual risk variables were investigated by using Likert scale of 4 

points. Among 900 questionnaire were distributed, 836 were returned which determined that 14% of consumers 

don’t use the internet of bank but 58% use it. The results show that the conceptual risk have the quality of 

explaining about the use of internet banking services to Chinese consumers. Also it was found that the 

dimensions of security, performance, privacy and financial risks are an important aspect in this field.  

 

Research Methodology: 

Type of research: 

 This research from the view of functional – scientific method is descriptive of the Field branch. In this 

study, library and literature methods and field methods like questionnaire used for evaluation and we can say 

that this study is based on the nature and field branch, so this is a descriptive study. Since this study investigate 

the factors affecting on operational risk of electronic banking is a descriptive research.  

 

Population and Sample: 

 Random sampling is based on the rank and clarifying. So the population size is known and limited and it 

includes employees of BA, MA and doctor’s degrees in the branches of Isfehan’s Sepah bank. Therefore, the 

sample size by Morgan estimated about 130 numbers which 100 questionnaire were returned. According to the 

available information 77% of respondents were male and 23% were female, that about 44% are at the age of 26-

35, 37% at the age of 36 to 45 and 23% are at the age of 46 to 55 and most of the respondents about 81% have 

BA education and 18% MA and 1% doctors. 

 

Methods and tools of analysis data: 

 In this research describing the demographic data by using descriptive statistics, frequency table, circle and 

bar graph and the data was analyzed by using the SPSS18 software. By using LISREL8.72 software which is 

one of the most popular software for the implementation of these models and by it we can examine the 

relationship between variables and factors which is emphasized by confirmatory factor and structural technique 

also it assess the correlation between variables directly or indirectly. For realizing factors that affecting the 

operational risk of electronic banking 2 models were used like correlation coefficient test and regression model. 

This study was done in branches of Isfehan’s Sepah bank in 1392-1393. 

 

Validity and Reliability: 

 In this study to estimate the reliability we used the internal consistency method. The most important 

indicator of internal consistency is Cronbach’s Alpha test which demonstrating a single feature of a test. 

Evaluating the reliability of the study through 30 questionnaire that completed by experts of Isfehan’s Sepah 

bankand then reliability of the questionnaire was measured by Cronbach’s Alpha. 

 

Research results: 

Confirmatory factor analysis for the factors affecting on the  

Operational risk of electronic banking in Sepah’s bank  
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Fig. 2: Factor analysis model based on estimated coefficients standard. 

 

 Figure 2 In the model factor analysis presented the estimated standardized coefficients. As you can see, 

most factors standard have large quantity.Only logical consistency factor of financial and demonstrative 

electronic banking that affect on the accuracy of data (x1 to f1) is a bit small but it is significant. 

 

Estimated Correlation Coefficient: 

 In order to determine and calculate the correlation between dependent and independent variables we used to 

test the Spearman correlation coefficient. In this test, the null hypothesis shows lack of correlation (correlation 

equal tozero) and assuming a correlation (correlation zero) so the results presented in table 6.   

  
Table 1: The correlation between dependent and independent variable research. 

Independent variable Statistical criteria Operational risk(dependent variable) 

Accuracy of data Correlation coefficient 

Significant level 

437 /0-  

(0.000) 

Internal controls Correlation coefficient 

Significant level 

513 /0-  

(0.000) 

IT infrastructure Correlation coefficient 

Significant level 

524 /0-  

(0.000) 

Accessing to system Correlation coefficient 

Significant level 

346 /0-  

(0.000) 

security Correlation coefficient 

Significant level 

610 /0-  

(0.000) 

Level of education Correlation coefficient 

Significant level 

506 /0-  

(0.000) 
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 Results of Table 1 shows that all communication between the binary dependent And independent variable 

are significant at 0/01 error .Significantly binary relations are reverse and by increasing independent variable, 

operational risk reduced like accuracy of data, internal controls, IT infrastructure, accessing to system, level of 

education and training. In this regard, the relationship between accessing to system and operational risk are 

weak but other relationship are middle. 

 

Regression model and research hypotheses: 

 
Table 2: The results of regression analysis (dependent variable: Operational risk). 

Independent variable The regression 

coefficient 

t Level of significant Linear Hypotheses results 

Intercept 10/97 13/97 0/000 - - 

Accuracy of data 264/0- 1/43- 0/155 1/67 Refuse hypotheses 1 

Internal controls 451/0- -2/49 0/014 1/63 Accept hypotheses 2 

IT infrastructure 509/0- -4/07 0/000 1/81 Accept hypotheses 3 

Accessing to system 115/0- -1/02 0/313 1/35 Refuse hypotheses 4 

Security 668/0- -3/16 0/002 1/82 Accept hypotheses 5 

Level of education 06/0- -0/39 0/696 2/06 Refuse hypotheses 6 

Statistics F(21/34) and level of significant(0/000) Coefficient of determination(R2)-0/579 

Statistics K-S (0/952)and level of significant (0/325) Watson statistic (1/98) 

 

 In the Table 2, according to the statistics F (21/34) and level of significant (0/000) and also level of 

significant is lower than 5% error , we can say , regression model is significant between dependent and 

independent variable of operational risk. According to the T statistic and level of significant, variables like 

“internal controls” and “It infrastructures” and “security” with intercept have lower than 5% error, so their 

meaning is emphasized in regression model. These variables are affecting on the operational risk at the same 

time. Variables coefficient “accuracy of data “ , “level of education ”, and “accessing to the system” are not 

lower than 5%, so these variables are not emphasized in regression model, in other words they are not affecting 

on the operational risk at the same time . The amount of coefficient determination state that 57/9% variables are 

dependent to operational risk of independent variable and this state in regression model. 

(Security) 0/668- (IT infrastructures) 0/509-(internal controls) 0/451-10/97= operational risk 

 

Conclusion: 

 According to the results of tests , if we want to consider affecting factors as binary on the operational risk, 

based on the results of table 6, whole factors like accuracy of data, internal controls ,technological  

infrastructures,  accessing to the system, security, and level of education are affecting on operational risk of 

electronic banking but if we want to consider factors simultaneously on operational risk, according to the 

results, we earned of table 7 we notice that factors like: security, technological infrastructure and internal 

controls affecting on the operational risk of electronic banking and it emphasized hypotheses 2,3,5 but factors 

like: accuracy of data, accessing to the system and level of education and training don’t effect on the operational 

risk of electronic banking and it refused hypotheses 1, 4, and 6. 
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