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ABSTRACT 
In this century, which has been named the Century of Internet and Information and human 
lives in the global village; there is talk that the international responsibility of the members 
of the language in the village; the phenomenon of increasing cyber-attacks in cyberspace, it 
is one of the issues of concern in modern international law. In cases where war and cyber-
attacks targeting critical infrastructure states and it leads to massive losses of life and 
property, can be seen as an example of a cyber-war attack and the international law of 
armed hostilities. Governments also need to have a correct understanding of this concept 
and they have to pay for it in their policies and planning. Although there is no doubt in the 
absence of an effective legal system and legal sources rich in terms of international 
responsibility in cyberspace and this is one of the problems raised in this thesis; but what 
makes the author's struggles it is an attempt to borrow one from the other systems in the 
legal rules of international law and measure their similarity with cyberspace. 
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INTRODUCTION 

 

International responsibility of states in cyber warfare, the element that distinguishes the society from its 

members, it is the public interest against the interests of the people as a priority. Therefore, if there is an 

international community, it needs to be of mutual interest and a set of values, principles and practices shared 

among all the members. The emergence of concepts such as the global common good, peace and international 

security, protection of human dignity, common heritage of mankind and the environment, they have a story of a 

bed with the spirit world, as it calls for a new legal order (Haddadi, 2011).  

Human mutual benefits and common sense to the problems and difficulties that the endangering of human 

life it has led to profound changes in the concepts and principles of the international system, particularly in the 

context of the international responsibility of governments. Human beings are the creatures that live socially 

based on their social and environmental consciousness of animals contrary. The first and most basic social 

institution of the family, as it is an expression of a conscious and natural accumulation. Family is a vast 

community of human beings and implement and evaluate human speech has always been what small institutions 

such as the family and in other social institutions.  

There has been a reaction against the behavior and speech, as well as family and community in the small 

core community so that the execution of orders and left the area, it was good and the ugly and bad behavior, 

inevitably led to a punitive response as a violation of social norms and values, it was in a deviation and those 

who were elected to the axis deviations truth in fact, they were doing was making a practice that hurt the 

community and the damage and losses may be entered on the individual or that the harm to the community at 

large and it was natural for these acts, and carried out in different ways reactions and this was a manifestation of 

the responsibility that would result in the shadow of power, natural, and social rights. Ethnic groups, tribes and 

other groups in the primary and higher level governments are committed in their relationships with each other.  

There are a bunch of rules and what constitutes the difference between past and future according to the 

theorists and authors' rights and obligations, it is more appropriate, better legal rules governing the relations of 

people in the realm of civil rights as well as the rules of International law abiding relationships with each 

other.Based on the rules and principles set by previous such customary or written in all periods of human 

society, it is more or less and it is normal over time and it has evolved and developed according to the 

requirements and necessities of life and the degree of civilization and international relations.  
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Responsibility, it is also a legal point of view and punishment and there is an obligation to compensate for 

losses in primitive and modern societies, something that today is said to be responsible, in fact, it is the 

evolution of customs, traditions, written and unwritten practices in human societies as the international 

community with respect to the materials present, needs and requirements of developing and developed at the 

present time. 

 

The definition of international responsibility: 

International responsibility, it is a legal entity, as to which, a country that is attributable to acts contrary to 

international law, it should compensate the victim of the damage to the country they operate in accordance with 

international law. International responsibility when realized that one State against another State in violation of 

its commitment. Any illegal act of international governments, it involves their international responsibilities. 

According to Professor Run away, so that international responsibility is a legal entity, whereby if you have 

committed an act contrary to international law, it must compensate for damage (Shirpoor, 2010).  

International responsibility, it is as an international legal entity and it is the obligation to compensate for 

moral and material damage, sustained by function in international law. This damage may be caused by an illegal 

act or to refrain from action contrary to international law. Different views were expressed about the basis and 

origin of international responsibility. 

- Theory of Risk or objective responsibility 

- Theory of foult or mental responsibility 

 

MATERIALS AND METHODS 

 

1. Theory of Risk or objective responsibility: 

In accordance with this principle, any violation and the notion of a rule of international law (customary and 

treaty), it will lead to international responsibility of the State and it must compensate for the damage, this 

responsibility involves whether or not to create the wrong element (ZiaeeBigdeli, 2005).  

In fact, it is sufficient that acts committed by the state against the provisions and international obligations 

has a clear responsibility, and it is not the fault condition and whether or not the government's fault. This theory 

has been formed under the influence of technological advances and the risks of their actions. 

 

2. Theory of foult or mental responsibility: 

According to this theory, because of the need for compensation, it is the fault of the injury suffered. In fact, 

the liability is subject to error or negligence committed the only flaw international commitment, it will not lead 

to liability (Mostaghimi and Tarom series, 1998). Thus fault is a major element of responsibility. 

 

3. The notion of responsibility for acts not prohibited: 

In contrast to classical theories about the error and risk as you must be a breach of international obligation 

and compensation, in the new theory, repair damages and compensation is a primary obligation and it is not 

subject to the fulfillment of the act. The only damage it enough to establish liability on the part of a country 

although permitted behavior or action taken in terms of international law. Predisposing factors in the 

development of this theory include compliance with the new requirements, permitted activities and 

environmental factors. "People in the exercise of their legal rights should not be injurious to the rights and 

interests of others.  

It is one of the principles of legal certainty today, it is accepted in almost all national legal systems 

(Bahrami Ahmadi, 1998). The necessity of this principle relates to the requirements of social life (Katouzian, 

1983). Necessity in the development of this theory, it is a necessity as well as the creation of national legal 

systems in international law. State social and relative order it, can only be realized in such a way that members 

of the community of states to exercise their rights so it would not be injurious to others. 

 

RESULTS AND DISCUSSION 

 

State responsibility and countermeasures: 

Countermeasures have a close link with the topic of international responsibility, especially based on 

responsibility. Decentralized legal system, such as international law, governments historically do to 

countermeasures (formerly retaliation) as a response to government on the pretext that the government has 

committed a violation of international obligations and the resort to unilateral action and it is shirk from fulfilling 

its commitments to the wrongdoer.  

These actions act in the iconic shape as enforcement and it is a tool to forced the guilty parties to stop 

wrongdoing, compensation and possibly an apology. In other words, principally through reciprocity, is right to 

sacrifice the internationally wrongful act it continues to refuse to implement their international obligations 
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against the offender under certain conditions he is no liability in this respect. Countermeasures are carried out 

only by the injured and to force the government to comply with its obligations stop the internationally wrongful 

act if its continuity and reparation of the injured.  

The purpose of countermeasures, not punish wrongful behavior but a tool to achieve compliance with the 

obligations of responsible government and it is indicative of limited purpose and special features on 

countermeasures. 

 

The exist of wrongful act: 

The fundamental prerequisite for any lawful countermeasure, it is an international wrongful act as it leads to 

losses in the state that attempt to countermeasures. International Court of Justice has pointed out clearly in the 

case of Gabcikovo-Nagymaros Project to this point: To be acceptable countermeasures, it must meet a series of 

conditions. In the first place, this should be done in response to an international wrongful act of another state 

earlier and aims to be just the same state (Gabcikovo-Nagymaros Project, 1997). 

 

Wrongful act done against a state: 

The second essential element of countermeasures is that they should be taken against a government that has 

committed a wrongful act of an international and it did not abide by its obligations to stop the action and 

compensation under the second part of the present. 

 

Reciprocity is proportional to the wrongful act: 

Countermeasures must be commensurate with the losses and they are discussed with regard to the 

international wrongful act and rights. Proportionality, it is a benchmark for action to make countermeasures and 

disproportionate because it can lead to public office as it has attempted to do so. Fitness accepted on one 

condition, that the adoption of countermeasures as recognized in State practice, doctrine and jurisprudence 

widely. 

 

State responsibility for cyber war: 

As noted above, based on a legal principle, any wrongful act or violation of obligations, it is the 

responsibility of the compensation involved. In general, basic conditions must be provided to design the rules of 

international responsibility. First, the breach of an international obligation; second, wrongful act attributable to a 

State and the lack of liability clause shall and third, the design of international responsibility, wrongful act or 

omission of an act that, they know the government alleged violation of the international obligation. Thus, if the 

action is carried out by the institutions and organs of a state or agents or persons on behalf of the government, it 

is considered as an act of state. But the challenge is, it is the attribution in cyberspace. In fact, although it is 

difficult to distinguish the origin or place of attack for professionals but the fact can not be under attack, the 

government attributed the attack to the source; acts of private parties to government because they will not be 

assigned until it is proven.  

Given that a cyber-attack could be a violation of international law it can be argued that cyber attacks a 

military attack by the absence of the previously mentioned and invoked the right of self-defense (Article 51 of 

the UN Charter). In short, the common law, states are required in their country to prevent armed attacks against 

the government in power. Therefore, the government is able to prevent such attacks, in case of failure to fulfill 

the obligation, it would be the responsibility under international law. 

It appears that the international responsibility comes from the failure to prevent wrongful acts of non-state 

actors different from assigning it to government action. So two wrongful could be responsible for the work: 

responsibility in the commission so that it emanates from a behavioral commitment and it is the responsibility of 

the non-stop so that the obligation arises from the behavior of others. However, acting in self-defense is subject 

to obtaining an armed attack otherwise, according to a general principle of international responsibility, 

governments can do in the face of violations of international countermeasures subject to certain conditions and 

therefore to prevent the offending Tajari and prevent the continuation of the wrongful act.  

United States Department of Defense stated that state-sponsored attacks is unclear, generally, it does not 

justify the action of self-defense in the territory of another state. The victim can notify the state of the presence 

of such nationals and it can apply to cooperation in stopping actions. It is not clear to what extent the 

international community sees as attacks on computer network attacks or use of force and thus it is difficult to 

predict that how to apply doctrines of self-defense and retaliation in such situations. This interpretation is 

ultimately to circumstances such attacks. The documents indicate the involvement of Russia, the cyber attack on 

Estonia. Regardless of the involvement of Russia, the attack did not result in much of an armed conflict because 

international humanitarian law is applicable. 

However, it should not be assumed that there is no responsibility for cyber-attacks. The proof of assignment 

in the attack on Russia, violation of the provisions of the International Telecommunication Union will be 

achieved and Estonia can demand compensation. Estonia may also suggest vicarious liability of Internet 
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companies if it is determined that these companies were informed of the action against the law. Similarly, the 

fact that Estonia is a coastal country, it can resort to the treaty referring to the banning of offensive interference 

in a coastal nation security or public order prescribed in the Law of the Sea Treaty.  

Cyber aggressors are violation of their international legal obligations and common so that they have sent 

malicious code through the coastal marine cables. Undoubtedly, some malicious code has been sent to Estonia 

by sea cables. Finally, mutual legal assistance and extradition treaties Estonia may resort as a last resort to the 

International Criminal Court to bring those responsible to justice to the victims. After the attack seemed has 

received to be an armed conflict, an international security system in the fall so that it applies to international 

humanitarian law and human rights.  

Plan 2000 to the International Convention on cyber crime and terrorism developed at Stanford University. It 

expresses the need to achieve a comprehensive treaty as follows cyber criminals pulled disadvantage of entry 

into force of the law and government policies and make them dangers to all states so that it is beyond the ability 

of one-sided or two-sided to respond. Speed and complexity of technological cyber actions, it shows the need to 

take regulatory process and agreed to cooperate in the investigation and response to threats and attacks (A 

Proposal for an International Convention on Cyber Crime and Terrorism, Stanford University, August  2000).  

Article 12 of the draft Stanford, it proposes the establishment of an international body to protect the 

information. NATO cyber defense center store should be an organizational model for the creation of such an 

institution so that it can be called as "the Emergency Response Centre for Cyber World". Government action 

plan has exceptions Stanford and it refers only to the act of individuals or groups. Because of regulation in 

cyberspace, first of all must be considered theoretical considerations. 

There are two types of options: first, the international community must hold that cyberspace is an arena so 

that people can exercise their sovereignty in accordance with the doctrine of "influence". Second, the 

international community must recognize that cyberspace as the "information commons" so that no country can 

claim to have jurisdiction. 

 

1. Regulation of cyberspace through the principle of "influence": 

In international law and international relations, the main rule is a fundamental but in IT, there is basically 

such a principle. The principle of "influence" in international law, it involves action regulation that affects the 

territory of a country. This principle is expressed in the foreign relations of the United States in this way: 

"International law recognizes that an item the state has a regulation for actions taken beyond its own land if the 

measure has a substantial impact on the territory or is such a goal". But cyberspace is not a typical field so that 

countries can impose such a control.  

Some believe that cyberspace is an international joint like other common areas. Traditional areas of public 

commons are the depths of the seas, Antarctica and outer space. The sole exceptions are the Westphalian system 

of governance, the military, which has long dominated international relations. According to the principle of 

common heritage of mankind, the rule is based on common humanity. 

 

2. Joint regulation by the principle of "common heritage of mankind": 

"Cyber" in Greek means "ruler"; "Cyberspace" is composed of two linked ideas and control of space. This 

"space" there is a realm of the unknown capture while the country can claim to control and utilization because 

unlike the physical world, cyberspace is an abstract reality of ideas, information and logic circuits. However, in 

terms of physical, hardware competencies rooted in governance the information contained in this hardware and 

operating systems among them, it is not such.  

Even if it could be made to an information sharing sovereignty over parts of the negotiations, there are still 

difficult to assign a foreign country in a cyber-attack as defined under paragraph 4 of Article 2 of the Charter of 

the United Nations force is limited to a specific territory: violation of territorial integrity intact implies a threat 

to a situation, the country was unified, simple, and integration. Cyberspace does not match with the traditional 

interpretationso that the rule violation is established in a state to fly its airspace, this violation is verified by 

cyber-attack through a communications network administration.  

Joint theory, it is reminiscent of the concept of "new climate" in the Janherz so that countries recognize 

their common interest in its ruling. As cyberspace tested traditional notions of sovereignty, redefining the 

concept of information warfare requires that "use of force" and "armed attack" contained in the Charter of the 

United Nations. 

 

Conclusion: 

Cyberspace, it has created a lot of threats and opportunities facing human societies as most obvious 

manifestation of the age of communication and information as well as all human achievements. This area is 

faced with global public interest and private users and also noted that the government is increasingly to provide 

public services such as e-government and even the military. Overall, violent actions of armed conflict and 

operations as it happen in the context of relations between the countries (two or more countries). Cyber warfare 
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can be defined as deliberate attack on enemy intelligence infrastructure through the use of techniques hacking 

computers while fully prevents the enemy from doing the same.  

The classic definition of war and cyber warfare can be concluded that the cyber-warfare challenges include: 

description of an armed attack on the magnitude of it, described the attacks as an armed attack, the realm of 

conflict and battle, international responsibility of states to cyber-attacks carried out through their territory, ways 

to overcome or defend against cyber warfare is done through their territory, coping strategies or defense against 

cyber war and ways to compensate victims. In cyberspace, the assignment of the main problems in relying on 

Responsibility of States to deal with cyber-attacks or attacks against countries that do support it.  

Horizon Technology cyber war is necessary in the world need quick fixes vacuum and legal deficiencies in 

this area so that it reflects the increasing tendency of governments to the different applications. Obviously, the 

aim of every legal system, it is to organize and systematize the relations of society and any matter related to the 

rights of the function in a society, it is subject to legal regulations. Hence, dynamic and efficient legal system, 

rules and legal norms are interpreted or amended in accordance with the latest cases in the community. 

In general, solutions and objective and subjective criteria, they interpreted the law of force and the law of 

armed conflict. Until their coverage of serious cyber-attacks as cyber-attacks on nuclear power facilities, if that 

are attributable to a State should be to deal with them according to the law of force and that violates the law of 

armed conflict. 

However, regulations may provide grounds for various interpretations and even interpretation states. 

International cyber liability cyber intruders connect hostile acts and punish them, reducing misperceptions and 

miscalculations, and develop a framework of rules and expectations about the behavior of states are limiting 

cyber-warfare and other harmful practices in cyberspace, it should be on the agenda. Another point is how to 

deal with the enemies of his military government in the field of cybersecurity to ensure the stability of the 

international environment. Because of the need for coordinated government actions in cyberspace with 

internationally accepted principles and norms and adopt coordinated strategies to deal with this type of criminal 

acts of the executive and legislative, international convention suggested. While others have advocated changing 

the law in war so that it is possible to provide a proactive defense against these attacks, even without taking it to 

a government assignment.  

Some legal scholars have accepted the principle of common military response against non-state groups. It 

seems that the main problem is not the lack of legislation in the field of cyber law but there are complexities in 

obtaining and determining the facts and of the subject matter as a precondition to determine them in applying 

legal principles and legal judgment. For example, some provisions and documents related to the activities of the 

outer, aviation and disarmament they rely on cyber warfare. However, should not be denied the administrative 

problems in the classical rules of international law with respect to this emerging phenomenon.  

In the case of cyber-attacks, due to the secret nature of cyber-attacks, it is better to set standards in this 

regard and it applied the Tadic case. In other words, there is not any need to establish effective control of the 

state over a cyber-attack, it is generally sufficient control. Because it is easy for governments hide their 

operations, information warfare, according to the criteria laid down in the case of Nicaragua. One consequence 

of the lack of international responsibility for governments in cyberspace, it is the failure of international efforts 

to strengthen cybersecurity.  

Therefore, efficient and effective legal framework, such as the criminalization and anticipate specific 

provisions in the cyber domain, coordination of national regulations and international cooperation through the 

conclusion of bilateral or multilateral agreements and even regional to deal with crime or cyber-attacks, and 

follow-up mechanisms to prevent fraud or cyber-attacks, infrastructure technology to detect and deal with fraud 

or cyber-attacks they are necessary in the current national and international law. 
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