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ABSTRACT 
BACKGROUND: Evolution presented with up to date swift development of multimedia technology, the internet and cell phones 
exploit the Internet as a vulnerable connection. This urged the need of information concealment into multimedia while 
transferring the embedded information to the destination undetected. OBJECTIVE: This research  precede a system that takes the 
advantages of currently available graphics card hardware to accelerate the information concealment process; in addition to 
converging steganography and encryption to boost the security of a secret message. RESULTS: The algorithm results refer that the 
speed up is not very high for the encryption process with small size plaintext; however, for larger size plaintext can be seen that 
the many core GPU gains ~6X speed up; Therefore, Triple –DES algorithm can be carried out faster and more efficiently on the 
many core GPU. CONCLUSION: Acceleration for encryption of data is shown using the parallel Triple-DES algorithm instead of the 
normal DES for increased security. The algorithm is 64-bit  data  blocks  are  coded independently by stream processors (CUDA 
cores). Intermediate Significant Bit (ISB) is used to embed confidential bits interested in the cover image to extract a stego - image. 
The system strengthens the ISB technique by scattering the bits of the message randomly in the image and thus making it intricate 
for unauthorized people to extract the original message. 
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INTRODUCTION 

 

Along with the popular usage of computer, data protection has also become a foremost matter for variant 

parties – people, organizations, etc... which need to be resolved. Many security issues like malware, data 

leakage, endangerment and unauthorized exploitation need to be brought into account. To verify this, crypto-

security is necessary. The most searing methods for data security are Steganography and Cryptography. 

Symmetric and Asymmetric algorithms are complex which demands a large act of mathematical 

calculations to be performed. The sequential execution of these algorithms would need a considerable sum of 

performance time. This may not feasible for most of the applications that require a quicker rate of encryption 

and decryption to match the required data flow [1] [2].  

Technology has answered a large deal for altering the manner we live and do business today. We can 

observe the utilize of computers from small shops to large scale commercial enterprises. In this rapidly moving 

world we need something essential for fast computation. To carry up speed up computations, at this point comes 

the role of the graphics processing unit (GPU), through its architecture and parallel properties. Fig (1) shows the 

computing capability of many general-purpose processors has gone far beyond the CPU. along with them, the 

Graphics Processing Unit is a distinctive case. The improvement of GPU technology has greatly raised the 

computer graphics processing speed and image quality, and furthered the development of computer graphics-

related applications. simultaneously, the techniques of streaming processor, parallel computing and 

https://www.facebook.com/profile.php?id=100008581117643&sk=about&section=work
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programmability of GPU provide a moving platform for general-purpose computing beside graphics processing. 

Thus, the GPU-based general-purpose computing is a hot subject of research[3][4].  

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: How GPU Acceleration Works 

 

This determination can take total advantage of the high-performance computing capacity of the GPU and 

performing parallel computation of Triple-DES algorithms, thus achieve fast encryption of data. The system has 

significance important in the realistic application of computer data protection. Moreover, improvement of 

implementing  parallel processing  at the level of code that be carried out in a multi-core environment. In this 

employment, code level parallelism is preferred since it can run on any architecture without any changes. In 

addition to constructing the stenographic process even more secure by prior encryption of the message and hide 

it in the carrier. 

The structure of the paper is as follows: section II provides a smooth overview of  Triple- DES encryption 

algorithm and ISB Setganogrphy algorithm in addition to the concept of parallel programming; section III gives 

elaborate details of  Parallel design and implementation on behalf of Triple-DES Algorithm, as well as, two 

layers of security concealment (encryption and steganography); section IV provides an experimental evaluation 

of the proposed system with discussion of the results; section V presents the conclusion and suggestions for 

future work.  

 

PROPOSED ALGORITHMS 

The growth of multimedia technologies has led to massive research efforts that have been placed on 

documents and the protection of intellectual property rights of Numeric data transmission over the Internet. 

A combined approach of steganography and cryptography play an imperative role in information security 

because if someone detects the existence of secret message in any media file, he cannot use this information 

directly due to it is in encryption form. 

So, neither steganography nor cryptography is alone better. Cryptography provides security for information. 

In united approach, first we use Triple- DES encryption algorithm and then the ISB image steganography 

algorithm. Below is a sight of each these algorithms [5]. 

 

A. Data Encryption Algorithm: 

Data Encryption Standard algorithm have been stated by the National Institute of Standards and 

Technology, which represents a symmetrical block cipher. The procedure of encryption made up of two 

permutations (P-boxes), named as initial, and final permutations, in addition to a sixteen Feistel rounds. Each 

round is equipped with a different 48-bit round key formed from the cipher key. (Fig.2) shows the 

fundamentals of DES cipher at the encryption position [6]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2: General structure of DES Algorithm 
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B. Triple -Des: 

Triple-DES is primarily an upgraded DES algorithm that extracts three sub-keys, each as long as a 64-bit 

key from the overall length of 192-bit security key.  Rather than inserting apiece of the three keys separately a 

192-bit (24 character) key is entered. Then it breaks the user supplied key into three subkeys, wadding the keys 

if necessary so they are each 64 bits long. The procedure for encoding is precisely  identical to a regular DES, 

but it is replicated three times. consequently the name Triple DES it uses total three DES Keys say  K1, K2 and 

K3, each of 56 bits[7][8]. This does not include parity bits. The encryption algorithm is: 

CipherText= EK3(DK2(EK1(plaintext))) 

 DES encrypts with K1, DES decrypt with K2, then DES encrypt with K3 as shown in (Fig.3). 

Decryption is the reverse: 

Plain Text = DK1 (EK2 (DK3 (CipherText))) 

 
Fig. 3: Triple- DES data encryption and decryption process. 

 

As a result, Triple -DES runs three times slower than standard DES, but is much more secure if used 

properly. To conduct the decryption process is exactly the same action for encryption except it is done in the 

reverse order. Like DES, data is encrypted and decrypted in 64-bit blocks. Unfortunately, there are some weak 

keys that one should be aware of; if all three keys, the first and second keys, or the second and third keys are the 

same; Considering the encryption action is basically similar  to the standard DES. This status must be avoided 

since it is the same as a really slow edition of a standard DES [7] [8]. 

 

C. Intermediate Significant Bit (ISB) Algorithm: 

Least Significant Bit (LSB) technique is the earliest developed technique in watermarking and it is also the 

most simple, direct and common technique. It essentially involves embedding the watermark by replacing the 

least significant bit of the image data with a bit of the watermark data. The disadvantage of the LSB is that it is 

not robust against attacks. In this study (ISB) has been used in order to improve the robustness of the 

watermarking system. The aim of this model is to replace the watermarked image pixels by new pixels that can 

protect the watermark data against attacks and at the same time keeping the new pixels very close to the original 

pixels in order to protect the quality of watermarked image. The technique is based on testing the value of the 

watermark pixel according to the range of each bit-plane [9] [10]. 

 

i. The internal structure of the image according to the ISB algorithm: 

A bit-plane of digital images is a set of bits having the same position in the respective binary numbers. Gray 

scale image representation, there are 8 bit-planes: the first bit-plane contains the set of the most significant bits 

MSB and the 8th bit-plane contains the least significant bits LSB. The set in between i.e. from 2nd to 7th bit-

planes are intermediate significant bits ISB as shown in (Fig.4). The value of each bit of the 8 bit-plane can be 

presented by 2^ (n-1), where n is the order of the plane starting from 1 to 8. i.e.: (20 + 21 + 22 + 23 + 24 + 25 + 

26 + 27) = (1 + 2 + 4 + 8 + 16 + 32 + 64 + 128) = 255. The maximum value that can fit in 8 bits is 255 and the 

minimum value is 0. Any modification to the 8th bit-plane will change the pixel value by ±1, the 7th bit-plane 

by ±2, the 6th bit-plane by ±4, the 5th bit-plane by ±8, the 4th bit-plane by ±16, the 3rd bit-plane by ±32, the 

2nd bit-plane by ±64, and the 1st bit-plane by ±128. As a result, if the changed value is small (such as in 8th bit-

plane), the image quality is kept high. While a big changed value (such as 1st bit-plane) causes the image quality 

to be highly degraded. 

 

 

 

 

 

 

 



20                   Heba Mohammed Fadhil., 2017/ Journal of Applied Sciences Research. 13(3) March 2017, Pages: 17-26 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4:  Bit-plane of digital images 

 

ii. Implementation of ISB algorithm: 

There exist many methods derived from the LSB algorithm and the most important are: 

1- LSB 

2- MNEB (Maximum Number Embedded Bits) 

3-ISB (Intermediate Significant Bits) 

4-PVD (Pixel Value Differencing)  

5. n-LSB Planes 

The ISB is chosen to increase the robustness of the watermarked image. In Intermediate Significant Bit the 

data is embedded in middle range bit planes, so the image will be more secure from any attacks. This method 

also belongs to spatial domain watermarking for embedding data into an image, first data are divided into a 

number of blocks equal to the number of bit planes such as L1, L2, L3 and L4 if four bit planes are there. Then 

L1 data is embedded in the first bit plane, L2 in second bit plane and so on. The (Fig. 5) represents 

watermarking procedure in the ISB method [9] [10]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5: Data embedding Strategy 

  

D. Parallel Computing Architecture: 

As a kind of computing device, the GPU is featured of parallel computing compared with traditional CPU 

that is serial computing. The cause of this contradiction in the way of  calculating between the CPU and GPU 

Attributed to GPU is specialist in calculating  results of concentrated parallel computing,consequence designed 

such that more transistors are devoted to data processing rather than data caching and flow control as shown in 

(Fig.6). so, For that GPU parallel device extensively has the potential handle huge amounts of desired 

performance and categorize tasks and data revealed very quickly. For parallel computing, the user can define 

threads which run on the GPU in parallel using standard instructions that are familiar with within the field of 

general purpose programming. The user declares the number of threads which must be run on a single SM by 

specifying a block size. Also defines multiple blocks of threads by declaring a grid size. A grid of threads makes 

up a single kernel of  work which can be sent to the GPU and when finished, in its entirety, is sent back to the 

host and made available to the application[3][11]. 
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Fig. 6: GPU vs CPU Architecture. 

 

The CUDA architecture uses CUDA SDK which is an extended C language. Kernel is a user defined C 

function that is executed on the GPU. A Group of parallel threads that incorporated into  thread blocks and grids 

of thread blocks, execute the kernel concurrently. The amount of times the kernel has been implemented are 

identified by the programmer through specifying the number of threads in the program. Each thread executes 

one instance of the kernel. So, if the user specifies the number of threads as N, the kernel will be executed N 

times by N different threads. CUDA follows a Single Instruction Multiple Thread (SIMT) programming model 

[12] [13]. 

Considering the architectural of multiple clues to tremendously parallel CUDA programming model. the 

programmer can take advantage of  thread parallelism which partitions the problem into coarse sub problems 

that are processed in parallel through blocks of threads, and apiece sub problem is advance divided into finer 

pieces that can be solved cooperatively in parallel by all threads within a block. The CUDA threads are 

organized into a two- level hierarchy using unique coordinates called block ID and thread ID as seen in (Fig.7). 

Each of these threads can be independently identified within the kernel using its unique identifier represented by 

the built-in variable blockIdx and threadIdx [4] [12]. The programmer can configure the number of threads 

required in a thread block, with a maximum of 1024 threads per block. An instance of the kernel is executed by 

each of these threads. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7:  THE CUDA THREAD BLOCK STRUCTURE 

 

DESIGN AND IMPLEMENTATION 

A. Parallel TRIPLE -DES Algorithm: 

Triple-DES encryption algorithm that encrypts and decrypts data in 64-bit blocks using 64-bit key involving 

bit-level permutations, substitutions, and iterations. Each encryption of the 64 - bit block can be mapped to a 

thread block while storing the average data in shared storage as seen in (Fig.8). Because of the many steps 

involved in the Triple- DES algorithm, they divided it into multiple steps and mapped each step to a smaller 

kernel to reduce the register allocation demands. In a sequential Triple -DES implementation, in that respect is a 

significant act of data permutation and shifts which are implemented using control flow such as if statements. 

To reduce such control flow, they used lookup table and observed 3-5 times performance improvement. 
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Fig. 8: Multithreaded implementation of Triple DES algorithm. 

 

The purpose of each tread block to encrypt each 64-bit block and reduction of control flow statements 

improved the functioning of their CUDA version significantly as seen in (Fig.9). 

 

B. Digital Images Concealment: 

As mentioned earlier, there are many files in the computer can be used as a medium to hide the secret 

message and these circles are fixed images. There are many different ways to hide information in pictures. The 

message may be inserted into the image directly, or may symbolize every bit of Information in the image or the 

message can be included through the selection of noise place and which do not draws attention, where there is a 

difference in the natural color in these areas frequently. 

There are a number of ways to hide information in a digital image, including: 

-  Least Significant Bit (LSB). 

- Intermediate Significant Bits (ISB). 

- Masking and Filtering. 

- Transformations and Transitions algorithms. 

In general, the computer handles the image as a two-dimensional system each site which represents a point, 

or what is known as (Pixel) which is the smallest unit to represent a specific location on Screen, the greater the 

number of these units (Pixel) within fixed limits increased convergence this picture of the reality of the human 

eye to the facts of this image sensor and this is called (Resolution). The gathering of these points at their own 

colors (Red, Green, and Blue) and called ((RGB)) have a visual image so it can be recognized to the exposed 

eye. In the pictures of the type (24 bit per pixel) representation of each point of the matrix points be through the 

use of three of the units or so-called bytes, where can we get a combination was its amount (255 * 255 * 255) 

from the three main colors (RGB) which allocates one byte for each color of colors and the possibility of bytes 

per representation color amount for each color (0 .......255), which represents over gradient for each color. Thus, 

we find the (3 byte) have the ability to generate the amount (16.777.216) of colors. Through the integration of 

these (3 byte) or appended to each get a numerical value representing the color of those the point As for the 

image of the sixteen  type of binary digits  (16 bit per pixel), where we can get a combination Looney amount 

(32 * 32 * 32) of main colors of the three (RGB) where he devoted five binary digits (5bit) for each color of 

colors, in pictures of types (16,24 bit per pixel) does not contain a color table (Palette). 

The images of the eight type of binary digits per unit sham (8 bit per pixel) it has The color palette, which is 

considered moot unit is a pointer to the painting (index) basic colors (RGB) and these values are calculated in a 

certain way to represent the light intensity at that point, depending on the main colors of the three (RGB) as well 

as the case for the four binary digits for each unit sham (4bit per pixel) and the difference is in the number of 

binary digits representing each color of (RGB) in (8 bit per pixel) be (3bit, 3bit,2bit) but in (4 bit per pixel) be 

(1bit,1bit,1bit). 

Completed using the following types of BMP images with the extension: 

 

1. Pictures of twenty-four binary digits for each unit sham (24 bits per pixel). 

2. Pictures of the sixteen binary digits per unit sham (16 bits per pixel). 

3. Images of eight binary digits per unit sham (8 bits per pixel). 

4. The images of the four binary digits for each unit sham (4 bits per pixel). 

 

These graphic images will be used as a content to the message and information will be stored in the form of 

a binary number which is added to the binary number less important (Intermediate Significant Bits) because 

they contain enough information to represent the right color of the image unit, and when changing the binary 

number least important does not effect on that image significantly. 
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RESULTS AND DISCUTION 

 

The property of NVIDIA-enabled GPU used in this experiment is expressed in Table (1). It registers the 

block and grid size boundaries. The thread limit constrains the amount of cooperation between threads because 

only threads within the same block can synchronize with each other and exchange data through the fast shared 

storage in a Multiprocessor (MP). The warp size is the number of threads running concurrently on an MP.As for 

the software used in this search is an integration of CUDA and Matlab. 

                                 

 
Fig. 9: CUDA Implementation of Triple-DES. 
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Triple –DES algorithm is recognized as compute-intensive algorithm.  Hence, the main focus of this study 

is to implement Triple –DES algorithm in a more effective and quicker access. In parliamentary law to compare 

the speed up a gain of parallelizing Triple –DES on many core GPU computing environments against sequential 

Triple –DES, a series of experimental  plain text groups are conducted on hardware platforms First, go through 

the sequential Triple –DES algorithm on the CPU with various plain text sizes and then record the performance 

time. Second, execute parallel Triple –DES algorithm on many-core GPU (NVIDIA), and record related results 

as good. Lastly, measure performance between the two experiments. Parallelization of the Triple –DES 

algorithm is mainly done in the theatrical role of DES encryption and Decryption. 

 
Table 1: Specifications of  Platform. 

Specifications Platform 1 

Processor Intel® Core™ 7-2670QM CPU @ 2.20GHz 

CPU Speed 2195 MHz 

CPU Cores ( Logical) 8 
RAM 12GB 

Hard Drive 750GB 
Graphics Card GeForce GT 630M 
Operating System Windows 7 64-bit  

Processor Cores 96 

Number of multiprocessors 2 
Total amount of global memory 2048MB 

Total amount of constant memory 64 KB 

Total amount of shared memory per block 
  

48 KB 

 

According to Table (2), the speed up is not very high for the encryption process with small size plaintext; 

however, for larger size plaintext can be seen that the many core GPU gains ~6X speed up; Therefore, Triple –

DES algorithm can be carried out faster and more efficiently on the many core GPU. 

 
Table 2: Execution time in seconds 

Parallel Triple DES 

  

Sequential Triple DES 

 

Plain text size (bits) 

 

6.220 4.380 8 

8.380 6.730 61 

9.220 8.395 23 
11.740 61.610 16 

12.321 20.321 631 
14.820 23.618 312 

61.380 53.403 263 

26.220 97.803 6136 
32.740 183.155 3161 

40.321 241.158 6113 

 

Applied concealment process on several images (Fig (10)) for the purpose of measuring the efficiency of 

concealment used the Peak Signal to Noise ratio (PSNR) Which measure how accurate the signal-to-noise ratio 

concealment and lack of discrimination hidden text in the picture by human eye. For masking images measure 

for accuracy Includes calculating error double and defined the following equations : 

 

 
 

Where:  

N and M are image dimensions (fij and g ij represent original and stego images respectively L is the level of 

the signal strength (in the case of images that reserved 8 binary digits in each pixel that is L=255 ).  

Table (3) Illustrates the values of PSNR and MSE values after applying the hidding process for images with 

different sizes when embedding the same amount of data in these images. 

 
Table 3: PSNR and MSE values of images with different sizes that are shown in (Fig. 10) 

Image size PSNR in db MSE 

(256*256) 49.109 0.254 
(512*512) 42.523 0.298 

(768*768) 36.642 0.339 

(1024*1024) 28.098 0.402 
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Fig. 10: Images Encrypted/Decrypted with various sizes 

 

CONCLUSION AND FUTURE WORK 

The artistic creation of information concealment and the reality of what is going on are called 

Steganography. Results reveal that the GPU is appropriate to accelerate up the Triple-DES algorithm; due to 

 Dimensions: (256X256) 

   
Original image Stego image Decrypted Image 

Dimensions: (512X512) 

   
Original image Stego image Decrypted Image 

Dimensions: (768X768) 

   
Original image Stego image Decrypted Image 

Dimensions: (1024X1024) 

   
Original image Stego image Decrypted Image 
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overlapping of multithread operation whenever free resources are utilizable. Adding up acting in a parallel 

approach and looking out the borders through concealing information By a mixture of cryptography and 

steganography, through using the Triple- DES algorithm and ISB technique. Results have achieved speed is not 

that extremely high for the encryption process with a small plain message size; but when considering larger  

messages to encrypt it can be noted that many –core GPU gains speed up to ~ 6X higher; therefore ;a faster and 

more efficient triple -DES algorithm can take place on many -core GPU. To yield better imperceptibility the 

proposed method provided a higher similarity between the cover and stego – image. As a result an excellent 

security was achieved when steganography is combined with encryption in case of secret communication; it is 

hardly attracted from eavesdropper by naked eye. 

As a final spot, concluding that the proposed technique is efficient for confidential data transfer.  Excellent 

quality stego-images, good PSNR values with practical execution time are demonstrated by experimental 

results. In addition, the results show that the proposed technique gets stego-image with perceptual invisibility, 

high security and firm robustness. 

It is invariably difficult to make prognostications about the hereafter, but in the time to come the system 

would expand to embed an image into another image. Furthermore; an enhancement will be included of the new 

combination of steganography with encryption algorithms implemented on hybarid CPU –GPU platform. 

 

REFERENCES 

 

1. Unnikrishnan, S. and K. Ramesh, 2016. " Accelerating Hybrid Cryptographic Algorithm Using GPU 

", International Journal of Advanced Research in Computer Science and Software Engineering, 6(7): 457-

461. 

2. Shah, K., S. Kaul, S. Manoj, 2014. “Image Steganography using DWT and Data Encryption Standard”, 

International Journal of Science and Research (IJSR),  3(5): 372-376. 

3. Lee, W.K., H.S. Cheong, R.C.W. Phan, 2016. " Fast implementation of block ciphers and PRNGs in 

Maxwell GPU architecture", Cluster Computing- springer,  19(1): 335-347. 

4. Anala, M.R., K.R. Kartik, M. Madhusudhan Aithal, D.C. Jeevan, 2016. " Comparative Study of 

Computationally Intensive Algorithms on CPU and GPU", International Journal of Applied Engineering 

Research ISSN 0973-4562 ,11(5): 2996-2999. 

5. Singh, A., 2013. “Securing Data by Using Cryptography with  Steganography”  International Journal of 

Advanced Research in Computer Science and Software Engineering, 3(5). 

6. El-Zoghdy, M., Y.A. Nadaand A.A. Abdo, 2011. “How good is the DES algorithm in image ciphering” , 

International Journal of Advanced Networking and Applications,  2(5): 796-803. 

7. Karthik, S., A. Muruganandam, 2014. “Data Encryption and Decryption by Using Triple DES and 

Performance Analysis of Crypto System”, International Journal of Scientific Engineering and Research 

(IJSER) www.ijser.in ISSN (Online): 2347-3878,  2(11). 

8. Bhanot, R., R. Hans, 2015. "A Review and Comparative Analysis of Various Encryption Algorithms", 

International Journal of Security and its Applications, 9(4): 289-306. 

9. Zeki, A., A. Abubakar, H. Chiroma, 2016. "An intermediate significant bit (ISB) watermarking technique 

using neural networks". SpringerPlus., 5(1): 868. doi:10.1186/s40064-016-2371-6.  

10. Shabir, A., Parah, Javaid A. Sheikh and G.M. Bhatt, 2012.  “ High Capacity Data Embedding Using Joint 

Intermediate Significant Bit (ISB) and Least Significant Bit (LSB) Technique”, Journal of Information 

Engineering And Applications, 2(11): 1-11. 

11. Luken and M. Ouyang, 2009.  “AES and DES  Encryption  with  GPU”,Proceedings of the ISCA 22nd 

International Conference on Parallel and Distributed Computing and Communication Systems, pp: 67-70. 

12. Mivule, K., B. Harvey, C. Cobb and H. El-Sayed, 2014." A review of cuda, mapreduce, and pthreads 

parallel computing models". CoRR, abs/1410.4453. 

13. Sanjanaashree, 2013. " Accelerating Encryption/Decryption Using GPU’s for AES Algorithm" , 

International Journal of Scientific & Engineering Research,  4(2).  


