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ABSTRACT 

 

 The use of cloud computing is rapidly increasing now a days.Cloud is an evolving trend today. It is an internet based service 

delivery modelwhere user is provided services by CSP (Cloud Service Provider).Virtualization is the key technique in cloud architecture 
because it allows greater flexibility and utilization of cloud. Some other benefits are scalability, reliability and efficiency.Security issues 

are the core problem in cloud computing services. It is required to protect the stored data and applications in the cloud..It is very essential 

to protect these data.It is suggested to encrypt the data before storing it on the cloud or before the data is transferred. Cryptosystems are 
the essential tools that help to assure data storage and accuracy in cloud environment. Attribute based encryption is a powerful public key 

encryption technique to encrypt the data with the attributes. This article gives an overview on the basics of ABE (Attribute Based 

Encryption) and a study on the CP-ABE (Ciphertext-Policy Attribute Based Encryption). 
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INTRODUCTION 

 

 The concept of attribute-based encryption was 

first proposed by Amit Sahai and Brent Waters in the 

year 2005. In traditional public-key cryptography, a 

message is encrypted for a specific receiver using the 

receiver’s public-key. The Identity-based encryption 

(IBE) changed the traditional understanding of 

public-key cryptography by allowing the public-key 

to be an arbitrary string, e.g., the email address of the 

receiver. ABE goes one step further. It is a type of 

public-key encryption in which the secret key of a 

user and the cipher text are dependent upon attributes 

(e.g. the country he lives, or the kind of subscription 

he has).  

 

Bilinear Maps Definition: 

 The field of Pairing-Based Cryptography [7] has 

exploded over the past years. The major pairing-

based construct is the bilinear map. We present a few 

facts related to groups with efficiently computable 

bilinear maps. 

 Let G and GT be two multiplicative cyclic 

groups of prime order p. Let g be a generator of G 

and e be a bilinear map, 

𝑒: 𝐺 ∗ 𝐺 → 𝐺𝑇  

(Note that we can also build a self-bilinear map, 

𝑒: 𝐺1 ∗ 𝐺1 → 𝐺1.This would be quite powerful.) 

 

Useful bilinear maps have three properties: 

 Bilinearity:        ∀𝑢, 𝑣 ∈ 𝐺𝑎𝑛𝑑𝑎, 𝑏 ∈
𝑍𝑝𝑤𝑒𝑎𝑣𝑒𝑒 𝑢𝑎 , 𝑣𝑏 = 𝑒 𝑢, 𝑣 𝑎𝑏  

 Non-degeneracy: If everything maps to the 

identity, that’s obviously not interesting.     

∀𝑔𝜖𝐺, 𝑔 ≠ 0  𝑒 𝑔, 𝑔 =

𝐺𝑇     (𝑒 𝑔, 𝑔 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑠𝐺𝑇)𝑔 ≠ 0  𝑒 𝑔, 𝑔 ≠ 1 

 Computability: e is efficiently computable. We 

say that G is a bilinear group if the group operation 

in G and the bilinear map  𝑒: 𝐺 ∗ 𝐺 → 𝐺𝑇  are 

efficiently computable. Notice that the map e is 

symmetric since𝑒 𝑔𝑎 , 𝑔𝑏 = 𝑒 𝑔, 𝑔 𝑎𝑏 = 𝑒(𝑔𝑏 , 𝑔𝑎) 

 

Bilinear maps Complexities: 

 The construction of a bilinear map comes with a 

number of complexity implications [7]. Few of 

https://en.wikipedia.org/wiki/Amit_Sahai
https://en.wikipedia.org/wiki/Public-key_encryption
https://en.wikipedia.org/wiki/Secret_key
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which are mentioned below. 

 Theorem 1: The Discrete Log Problem in G is 

no harder than the Discrete Log Problem in GT. 

 Theorem 2: The Decisional Diffie-Helman is 

easy in G. 

 

A Study on Groups: 

 Groups: Def. Let G be a non-empty set and let 

・ denote a binary operation on G. We say that G is a 

group if it has the following properties. 

 Closure:  For every 𝑎, 𝑏 ∈ 𝐺it is the case that 

a ・ b is also in G. 

 Associativity:  For every 𝑎, 𝑏, 𝑐 ∈ 𝐺it is 

the case that (a ・ b) ・ c = a ・ (b ・ c). 

 Identity:  There exists an element 1 ∈ 𝐺such 

that a ・ 1 = 1 ・ a = a for all𝑎 ∈ 𝐺. 

 Inverse: For every 𝑎 ∈ 𝐺 there exists a 

unique inverse, denoted 𝑎−1. 

 Sub Groups:If G is a group, a set 𝑆 ⊂ 𝐺is called 

a subgroup if and only if 𝑥. 𝑦−1 ∈ 𝑆for all𝑥 , 𝑦 ∈ 𝑆. 

Here𝑦−1is the inverse of y in G. 

 Cyclic groups are groups in which every element 

is a power of some fixed element. A group G 

is cyclic if𝐺 =< 𝑔 >  for some𝑔 ∈ 𝐺 that is a group 

is cyclic if it contains a generator. Subgroups of 

cyclic groups are cyclic.If g is a generator of G, then 

for every𝑎 ∈ 𝐺 there is a unique integer𝑖 ∈ 𝑍𝑚such 

that𝑔𝑖 = 𝑎. This 𝑖 is called the discrete logarithm of 

a to base g, and we denote it by 𝐷𝑙𝑜𝑔𝐺 ,𝑔𝑎  . 

 Example: Let p = 11. Then 𝑍11= 

{1,2,3,4,5,6,7,8,9,10} hasorder p − 1 = 10. We find 

the subgroups generated by groupelements 2 and 5. 

We raise them to the powers 0,...,9. 

 
𝑖 0 1 2 3 4 5 6 7 8 9 

2𝑖𝑀𝑂𝐷 11 1 2 4 8 9 10 9 7 3 6 

5𝑖𝑀𝑂𝐷 11 1 5 3 4 9 1 5 3 4 9 

<2> = {1,2,3,4,5,6,7,8,9,10}=𝑍11<5> = {1,3,4,5,9} 

 

 Therefore 2 is a generator and thus 𝑍11  is cyclic. 

 Example: Let q ≥ 3 be a prime such that p = 2q 

+ 1 is also prime. Then𝑄𝑅 𝑍𝑝  is a group of prime 

order q. Furthermore, if g is any generator of𝑍𝑝  , 

then𝑔2𝑀𝑂𝐷𝑝  is a generator of𝑄𝑅 𝑍𝑝 .Let q = 5 and 

p = 2q + 1 = 11.𝑄𝑅 𝑍11  = {1, 3, 4, 5, 9}. We know 

that 2 is a generator of𝑍11 . Let us verify that 4 =
22is a generator of 𝑄𝑅 𝑍11 . 

 
𝑖 0 1 2 3 4 

4𝑖𝑀𝑂𝐷 11 1 4 5 9 3 

 

Access structures: 

 Let {P1,P2,P3….Pn} be a set of parties. A 

collection A ⊂ 2 𝑃1 ,𝑃2,𝑃3…….𝑃𝑛   is said to be monotone 

if∀𝐵, 𝐶 ∶ 𝑖𝑓𝐵 ∈ 𝐴𝑎𝑛𝑑𝐵 ⊂ 𝐶𝑡𝑒𝑛𝐶 ∈ 𝐴. It is 

reasonable to assume that access structures are 

monotone in the sense that, if a subset S is in the 

access structure, all sets that contain S as a subset 

should also form part of the access structure. 

 As a concrete example let us consider {1, 2, 3, 

4}. 

 ((1,2,3),(1,2,4),(1,3,4),(2,3,4),(1,2,3,4)) is 

monotonic, which corresponds to 3-out-of-4-

threshold. 

 ((1, 2), (3, 4)) is non-monotonic, because (1, 3, 

4) is not included. 

 An access structure (monotone access structure) 

is a collection (monotone collection) 

𝐴𝑜𝑓𝑛𝑜𝑛𝑒𝑚𝑝𝑡𝑦𝑠𝑢𝑏𝑠𝑒𝑡𝑠𝑜𝑓 P1, P2, P3 … Pn  i. e A ∈

2 P1 ,P2 ,P3…Pn   / {∅} 
 The sets in A are called the authorized sets, and 

the sets not in A are called the unauthorized sets.The 

access structures contain the authorized sets of 

attributes. 

 

Linear Secret Sharing Schemes: 

 A secret-sharing scheme  over a set of parties 

P is called linear [6] (over if 𝑍𝑝  ) 

 The shares for each party form a vector over𝑍𝑝 . 

 There exists a matrix an M with 𝑙 rows and 𝑛 

columns called the share-generating matrix for∀𝑖 =
1, … . 𝑙, the i

th
 row of M we let the function 𝑝 defined 

the party labeling row 𝑖as𝑝(𝑖). When we consider the 

column vector 𝑣 =  𝑠, 𝑟2, … . . 𝑟𝑛  𝑤𝑒𝑟𝑒𝑠 ∈
𝑍𝑝 𝑖𝑠𝑡𝑒𝑠𝑒𝑐𝑟𝑒𝑡𝑡𝑜𝑏𝑒𝑠𝑎𝑟𝑒𝑑𝑎𝑛𝑑 𝑟2, … . . 𝑟𝑛  ∈ 𝑍𝑝are 

randomly chosen then 𝑀𝑣 is the vector of 𝑙shares of 

the secret s according to 

𝑇𝑒𝑠𝑎𝑟𝑒 𝑀𝑣 𝑖𝑏𝑒𝑙𝑜𝑛𝑔𝑠𝑡𝑜𝑝𝑎𝑟𝑡𝑦𝑝 𝑖 . 
 It is shown that every linear secret sharing-

schemeaccording to the above definition also shares 

the linear reconstruction property, defined as follows: 

 Suppose that  is an LSSS for the access 

structure𝐴. Let 𝑆 ∈ 𝐴 be any authorized set, and let 

𝐼 ⊂  1,2 … 𝑙  be defined as 𝐼 =  𝑖 ∶ 𝑝 𝑖 ∈ 𝑆 . Then 

there exists constants {𝑤𝑖 ∈ 𝑍𝑝} i ∈ I such that if  𝜆𝑖  

are valid shares of any secret s according to then 
 𝑤𝑖𝜆𝑖 = 𝑠𝑖∈𝐼 . Furthermore, it is shown that these 

constants  𝑤𝑖 can be found in time polynomial in the 

size of the share- generating matrix M. 

 

Attribute Based Encryption: 

 It is a type of public-key encryption in which the 

secret key of a user and the cipher text are dependent 

upon attributes. ABE has the capacity to address 

complex access control policies. The exact list of the 

users need not to be know in advance. The 

knowledge of the access policy is sufficient and the 

https://en.wiktionary.org/wiki/monotone
https://en.wikipedia.org/wiki/Public-key_encryption
https://en.wikipedia.org/wiki/Secret_key
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encryption is based only on the access structure. In 

such a system, the decryption of a cipher text is 

possible only if the set of attributes of the user key 

matches the attributes of the cipher text.A crucial 

security aspect of Attribute-Based Encryption is 

collusion-resistance: A person having multiple keys 

should only be able to access data if at least one 

individual key grants access. 

 

Types of ABE: 

 Key policy attribute-based encryption KP-ABE: 

In this type an access policy is encoded into the 

user’s secret key and the cipher text is computed with 

respect to a set of attributes. It is the dual to CP-

ABE. 

 Ciphertext policy attribute-based encryption CP-

ABE: In this type a users private key is associated 

with a set of attributes and the access policy is 

embedded with the cipher text. 

 The first KP-ABE scheme that allows any 

monotone access structures was proposed by Goyal 

[3] and the first CP-ABE scheme was presented by 

Bethencourt [9]. 

 

The four initial algorithms in the basic ABE scheme: 

 Setup. This is algorithm is randomized and it is 

performed by an authority. By which a new ABE 

scheme is created. It takes the security parameter 

𝑘and ouputs public parameters PK and a master key 

MK. 

 Key Generation. This algorithm is executed by 

the authority for generating a secret key. It takes as 

input a set of attributes𝑆 , the master key MK, and 

the public parameters PK and outputs a decryption 

key SK. 

 Encryption. This is also a randomized algorithm 

and it is run by a sender who wants to encrypt a 

messageM, with a set of attributes𝑆 ′, and the public 

parameters PK. It outputs the ciphertext CT. 

 Decryption. This algorithm takes as input the 

ciphertextCT that has been encrypted under the set of 

attributes𝑆 ′, the decryption key SK associated with 𝑆, 

and the public parameters PK. It outputs the message 

M if  𝑆 ∩ 𝑆 ′ ≥ 𝑑, where d is a threshold parameter . 

 

Basic properties of ABE: 

 Data confidentiality:No unauthorized 

participants will never know the information about 

the encrypted data.  

 Fine-grained access control:To achieve flexible 

access control, even for users in the same group, their 

access rights are not the same (i.e.) No two persons 

can have the same access policies. 

 Scalability:The number of authorized users 

cannot affect the performance of the scheme. The 

number of users can increase now and then. 

 User/attribute revocation:If a user quits the 

system, the scheme can revoke his access right. 

Similarly, attribute revocation is inevitable. 

 Accountability:This problem which is called key 

abuse should be prevented by accountability. 

 Collusion resistance:The dishonest users cannot 

combine their attributes to decrypt the encrypted 

data. 

 

Ciphertext Policy Attribute Based Encryption: 

 Normally a user can access data if she possesses 

a certain set of attributes. Such policies can be done 

by employing a trusted server to store the data and 

mediate access control. But if the server which is 

storing the data is not trusted, then the confidentiality 

of the data will be compromised. For ensuring 

complex access control on the data which is 

encrypted and stored on the server, ciphertext-policy 

attribute-based encryption was introduced.  With its 

inbuilt techniques the encrypted data can be kept 

secure even in a semi trusted server. CP-ABE stand 

highly against collusion attacks. In KP-ABE an 

access policy is encoded into the user’s secret key 

and the cipher text is computed with respect to a set 

of attributes. In CP-ABE a user’s private-key is 

associated and described with a set of attributes and 

an access policy is embedded in the cipher text. The 

3
rd

 party encrypting the data issues a policy for the 

other user to decrypt. 

 When a user encrypts a data, she must generate a 

specific access control policy on who can decrypt 

this data. Let us consider a patient in India wants to 

share his personal health report with doctors for 

seeking guidance and assistance. The user (patient) 

encrypts his health record with the following access 

structure. ((“Doctor @ Manipal Hospital” AND 

(“Bangalore” OR “Chennai”)) OR (Senior-

Doctor>10) OR “Name: AllenDaniel”). Through the 

above access structure the patient means that her 

record should only be seen only by doctors working 

in Manipal hospital either at Bangalore or Chennai, 

senior doctors having more than 10 years of 

experience, or a doctor named Allen Daniel. 
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Fig. 1: Access Tree. 

 

 From the example given above it may be 

difficult that the patient having his secret health 

record to choose an access policy with not much 

knowledge of the data also the patient will not know 

the precise identities of all the doctors who can 

access the data. The patient can only describe them 

in terms of descriptive attributes. We can create more 

expressive access control with the help of a trusted 

server to store data locally. The server monitors and 

checks that a user presents proper certification before 

allowing him to access records or files. Now-a-days 

we can store and replicate our data across many 

servers in a distributed way which increases 

performance and reliability. However this method 

does not guarantee the security of data. This is why 

we encrypt the sensitive data which will be kept 

secret even if the server is compromised. Most 

encryption techniques allow a user to encrypt the 

data but these techniques are unable to handle more 

expressive types of encrypted access control. 

 The cipher text-policy attribute-based encryption 

(CP-ABE) is constructed to overcome this problem. 

As mentioned earlier, in cipher text-policy attribute-

based encryption (CP-ABE) a user’s private-key is 

associated with a set of attributes and an access 

policy is embedded in the cipher text. In (CP-ABE), 

a user's private key will be associated with a random 

number of attributes. The attributes are normally 

strings. When a party encrypts a message they 

specify an associated access structure over attributes. 

A user will only be able to decrypt a cipher text if 

that user's attributes pass through the cipher text's 

access structure. The access structures are monotone 

as mentioned above. The nodes of the access 

structure are composed of threshold gates (AND as n 

of n and OR as 1 of n threshold gates) and the leaves 

describe attributes.  

 

CP-ABE Versus KP-ABE: 

 (KP-ABE) key-policy attribute based encryption 

is similar to CP-ABE. In (KP-ABE) an access policy 

is encoded into the user’s secret key and the cipher 

text is computed with respect to a set of attributes. 

The user only has her choice of choosing attributes 

for the data. Whereas the user has no control over the 

person who is having access to the data which she 

has encrypted. The user is totally dependent on the 

key provider that he issues suitable keys also the user 

can’t grant or deny permissions to the appropriate 

users. The total brain is used by the key generator not 

the user. 

 In CP-ABE and an access policy is embedded in 

the cipher text this indicates that the user who is 

going to encrypt the data must decide who should 

have access and who should not have the access on 

her encrypted data. The main advantage in CP-ABE 

is collusion-resistance. Even if multiple users collude 

(make plan together), they cannot decrypt a cipher 

text together. The user has to decrypt the cipher text 

on her own. Let us say that an architect working in 

Chennai conspires with a doctor working in Delhi. 

The two colluders should not come together to 

decrypt the health record. This setting is essential in 

CP-ABE. In KP-ABE collusion resistance was made 

sure by using a secret-sharing scheme and 

embedding independently chosen secret shares into 

the user’s secret key. In CP-ABE users’ private keys 

are associated with sets of attributes instead of access 

structures over them, and so we cannot apply secret 

sharing schemes. CP-ABE is designed by an 

interesting private key randomization technique that 

uses a new two-level random masking method. This 

method makes use of groups with efficiently 

computable bilinear maps which ensures more 

security. 

 In KP-ABE schemes, the access policy is built 

into the user’s secret key, so the data owner cannot 

choose the person who can decrypt the data. When 

we compare KP-ABE schemes and CP-ABE 

schemes the latter are more suitable for the realistic 
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scenes. Generally speaking, KP-ABE schemes apply 

to query applications, such as pay TV system, audit 

log, targeted broadcast, and database access. On the 

contrary, CP-ABE schemes are used for access 

control applications, such as social networking site 

access, and electronic medical system. 

 

General Algorithm of CP-ABE: 

 Setup: In CP-ABE the setup algorithm[5]will 

select a bilinear group 𝐺0 of prime order p with 

generator g. It will also select two random 

exponents𝛼 , 𝛽𝜖𝑍𝑝 . It will give the public key. 

 We have already mentioned in detailed about 

bilinear groups. 

𝐺0 = Multiplicative cyclic group 𝑍11  , 𝑔 = 2 , 𝛼 =
3, 𝛽 = 4 

𝑃𝐾 = 𝐺0, 𝑔,  = 𝑔𝛽 , 𝑓 = 𝑔
1

𝛽  , 𝑒 𝑔, 𝑔 𝛼Hence =

24, 𝑓 = 2
1

4 , 𝑒 2,2 3 and therefore we find the Master 

Key  

𝑀𝐾 =  𝛽 , 𝑔𝛼 (i.e.) 𝑀𝐾 = (4,23) 

 Encryption: (𝑃𝐾, 𝑀, 𝑇)The encryption algorithm 

will take the public parameters PK as input with 

message M and an access structure 𝐴 over the 

universe of attributes[5]. The encryption algorithm 

encrypts a message M and produces the cipher text. 

We also know that the cipher text contains the access 

structure𝐴. Let 𝑇 be a tree representing an 

accessstructure. Let us consider 𝑐𝑖𝑙𝑑𝑥as the number 

of children of a node x and 𝑡𝑥  is its threshold value, 

then0 < 𝑡𝑥 < 𝑐𝑖𝑙𝑑𝑥 .  When 𝑡𝑥 = 1 the threshold 

gate isan OR gate and when𝑡𝑥 = 𝑐𝑖𝑙𝑑𝑥 , it is an 

AND gate. Every leaf node𝑥 contains the attributes 

with a threshold value 𝑡𝑥 = 1.We define the parent 

node in a tree of the node 𝑥as𝑝𝑎𝑟 𝑥 . We also define 

𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒 𝑥 if there is an attribute associated with 

the leaf node x in the tree. The children of a node in 

the access tree are numbered from 1 𝑡𝑜𝑐𝑖𝑙𝑑. There 

is 𝑖𝑛𝑑𝑖𝑐𝑒𝑠(𝑥)returns a number associated with the 

node x. The values of the indices are uniquely 

assigned in the access structure for a given key in an 

arbitrary manner. 

𝐶𝑇

= ( 𝑇 ,
𝐶 = 𝑀𝑒 𝑔, 𝑔 𝛼𝑠 , 𝐶 = 𝑠 , ∀𝑦 ∈ 𝑌 ∶

  𝐶𝑦 = 𝑔𝑞𝑦  0  , 𝐶𝑦
′ = 𝐻 𝑎𝑡𝑡𝑟𝑖𝑏𝑢𝑡𝑒 𝑦  

𝑞𝑦  0 

 
 

 The algorithm given above to calculate the 

cipher text starts with the root node. 

 It chooses a random = 𝑍𝑝  . It automatically 

sets𝑞𝑟𝑜𝑜𝑡 0 =  𝑠. It then chooses 𝑑𝑟𝑜𝑜𝑡 randomly. 

 If there are other nodes𝑥 then 𝑞𝑥 0 =

 𝑞𝑝𝑎𝑟𝑒𝑛𝑡  𝑥  𝑖𝑛𝑑𝑖𝑐𝑒𝑠 𝑥  and chooses 𝑑𝑥  randomly. 

 Each node in a tree is to be set the degree 𝑑𝑥  of a 

polynomial 𝑞𝑥  by which we tell 𝑑𝑥 = 𝑘𝑥 − 1. 

 Key Generation:(MK, S) The key generation 

algorithm takes 𝑆 set of attributes. It works with the 

attributes and it will output a key that is associated 

with the attribute set. 

 It chooses two random values 𝑟 , 𝑟𝑗 ∈ 𝑍𝑝for 

every attribute 𝑗 ∈ 𝑆 . 𝑆𝐾 = 𝐷 = 𝑔
𝛼+𝑟

𝛽 , ∀𝑗 ∈ 𝑆: 𝐷𝑗 =

𝑔𝑟 . 𝐻 𝑗 𝑟𝑗 , 𝐷𝑗
′ = 𝑔𝑟𝑗  

 Decryption:(CT,SK)The decryption is meant to 

be recursive. It decrypts every node. Decrypt 

Node(CT,SK,𝑥). It takes as input the cipher text and 

the secret key with the node𝑥.Where𝐶𝑇 =

(𝑇 , 𝐶 , 𝐶 , ∀𝑦 ∈ 𝑌: 𝐶𝑦 , 𝐶𝑦
′ ). It takes any secret key 

SK. To decrypt the particular node then, 

𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑁𝑜𝑑𝑒 =
𝑒 𝐷𝑖 , 𝐶𝑥 

𝑒 𝐷𝑖
′ , 𝐶𝑥

′  
=

𝑒 𝑔𝑟 . 𝐻 𝑗 𝑟𝑖 , 𝑞𝑥  0  

𝑒 𝑔𝑟𝑖 , 𝐻 𝑖 𝑞𝑥  0  

= 𝑒 𝑔, 𝑔 𝑟𝑞𝑥  0  
 

Conclusion and Future Study: 

 There are many doing their research works in 

attribute based encryption’s-ABE is one of the most 

wanted encryption technique in ABE. We can create 

complex access policies in CP-ABE as the users 

private key is associated with a set of attributes and 

the access policy is embedded with the cipher text. 

Basically there are four algorithms in CP-ABE. In 

future I would like to study and explore CP-ABE 

with the algorithm in detail implement and enhance 

the same in Personal Health Record Management 

System. 
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