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ABSTRACT 

 

 In this paper, we observed the definition of Bellaterra automaton introduced by [9] to develop a two way approach of developing 

trust between an Manager, Supervisor and its employers of the company is obtained using the Bellaterra Automaton. A unique trust rating 

is calculated based on Trust graph between those three, for all possibilities of Interaction of Manager with their Supervisor and interaction 

of Supervisor with their employees. 
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INTRODUCTION 

 

 Reputation management is the process of 

tracking an entity’s actions and other entities' 

opinions about those actions; reporting on those 

actions and opinions; and reacting to that report 

creating a feedback loop. Reputation management 

systems use various predefined criteria for processing 

complex data to report reputation. Nowadays, 

reputation management plays a vital role in all 

business activities. There are many techniques by 

which trust reputation management can be 

implemented. Although, the existing methodologies 

for trust reputation management provides better 

consistency than the conventional security 

approaches for the interaction among agents in a 

distributed networking environment, there are 

problems such as spurious rating, selfishness, 

autonomy, cooperation etc., are to be addressed yet. 

 This paper discusses the trust reputation 

management through Bellaterra automaton approach 

to improve the efficiency, security and cooperation 

among Employees, Supervisor and Manager in a 

company. Today in the world of Internet and other 

distributed networking systems,  interaction with 

independent third party agents are increased 

drastically due to many reasons such as ecommerce, 

credit card transactions, knowledge  sharing etc. In a 

distributed networking environment each agent in the 

system can validate the other agent’s reliability in 

two ways, either by hard security approaches such as 

password protection, digital signatures, keyword 

identification or by Soft security approach of 

developing trust and faith on the other agent. 

Generally the soft security approach is preferred, 

because hard security approaches does not provide 

optimal results in finding a right client or agent.copy 

the image to the Windows clipboard and then Edit | 

Paste Special | Picture (with ―float over text‖ 

unchecked).  

 

Flow diagram of proposed system: 

 The Manager (Mgr) of the company has 

employers as Supervisors (Sup) in each section and 

employers (Emp) and labors and staff comes under 

corresponding supervisors. 
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Fig. 1: Flow Diagram of the Proposed System 

 

 On Top-Down Information passing, Mgr is the 

start vertex and Emp1, Emp2, Emp3 and Emp4 are 

end vertex.  

 The characteristic are 

1. Fast reachable. 

2. Immediate process. 

 On Bottom-Up Information passing, SupA, 

SupB, Emp1, Emp2, Emp3 and Emp4 are start 

vertex. Whereas the Mgr is the end vertex.  

 The characteristic are 

I. Takes time to reach. 

II. Process took place after validation. (Ex. Loan 

process) 

 

A. Definition: Bellaterra Automaton[9] 

 The Bellaterra automaton B is an automaton 

over the alphabet X = {0, 1} with the set of internal 

states Q = {a, b, c}. The state transition function φ 

and the output function ψ of B are defined as follows: 

φ(a, 0) = φ(b, 1) = c, φ(a, 1) = φ(b, 0) = b, φ(c, 0) = 

φ(c, 1) = a; ψ(a, 0) = ψ(b, 0) = ψ(c, 1) = 0, ψ(a, 1) = 

ψ(b, 1) = ψ(c, 0) = 1. 

 The Moore diagram of B is  

 

 
 

 

 

Bellaterra Automaton Approach of Trust Rating: 

 In proposed system, distributed network is 

considered as a weighted signed graph, where each 

node in the graph is considered as Manager, 

Supervisor & Employers. And each edge is assigned 

with a weight called precedence of trust. Signed 

weight (+, -) is attached to each node of the graph 

based on the Manager-Supervisor and Supervisor-

Employees combination. The sign assigned to the 

Employers tend to change according to the 

Supervisor with which it interacts and sign assigned 

to supervisor tend to change according to the 

Manager with which it interacts. 

 Initially, the Supervisor of the company is 

assigned with + weight. Then each employee are 

allowed to give their precedence of trust (+, - ) over 

the supervisor. Depending upon the precedence given 

by employee, the trust level rating of Supervisor 

having positive trust is calculated. Similarly 

employers having positive trust is estimated based on 

the precedence given by Supervisor. 

 Similarly, all the employers are assigned with + 

weight. Then the supervisor are allowed to give their 

precedence of acceptance (+, -) over the specified 

employers. Depending upon the precedence given by 

supervisor, the trust level rating of employers having 

positive trust is calculated. Similarly supervisor 

having positive trust is estimated based on the 

precedence given by Employers.  

 Also the Manager of the company is assigned 

with + weight. Then supervisor is allowed to give 

their precedence of trust (+, - ) over the manager. 

Depending upon the precedence given by supervisor, 

the trust level rating of Manager having positive trust 

is calculated. Similarly Supervisor having positive 

trust is estimated based on the precedence given by 

Manager . 

 And the Supervisor of the company is assigned 

with + weight. Then manager is allowed to give their 

precedence of trust (+, - ) over the supervisor. 

Depending upon the precedence given by manager, 

the trust level rating of Supervisor having positive 

trust is calculated. Similarly Manager having positive 

trust is estimated based on the precedence given by 

Supervisor. 

 The various combinations of precedence of 

acceptance of Supervisor - Employers and Manager – 

Supervisor are explained in the next section. 

The trust level rating is explained in the following 

table. 

 Precedence of Trust Description 

+ + Complete Trust. 

+ - Better Trust 

- + Bad Trust 

- - Distrust. 
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Trust level: 

Generalized model for estimating trust level rating: 

 In a Bellaterra automaton approach, P1, P2, P3, 

P4 and P5 are considered as the trust level ratings, 

where P1>P2> P3> P4> P5. (i.e., P1 is the highest 

trust level rating and P5 is the least trust level 

rating).  

 If the values for P1=4, P2=3, P3=2, P4=1, 

P5=0 are assigned, then the complete trust will have 

a rating of 4, better trust will have a rating of 3, good 

trust will have a rating of 2, bad trust will have a 

rating of 1 and distrust will have a rating of 0. 

 The ratio among the different trust decisions 

lies between 1 and 0 in decreasing order. The above 

assigned values for Pi’s have the trust ratio as 1: 

0.75: 0.5: 0.25: 0. 

 

Trust of Manager to employers and vice versa: 

 Let q0 be the Manager of the company, q1 be the 

supervisor and q2 , q3 are the employee (EmpA, EmpB 

) of the company who are working under the 

Supervisor (q1 ).  

 In all the below cases, є is the notation used 

when there is no communication between two states. 

Thus any state transist to є, then those states are end 

state of the automaton. 

 

Transition Diagram for Trust of Manager towards 

Supervisor and inturn to Emplpoyers: 

a. Case 1 

 

 
 

Fig. 2: Bellaterra Automaton A1 

 

 
 

Fig. 3: Bellaterra Automaton A2. 

 
 

Fig. 4: Bellaterra Automaton A3 

 

 
 

Fig. 5: Bellaterra Automaton A4. 

 

 
 

Fig. 6: Bellaterra Automaton A5. 

 

 
 

Fig. 7: Bellaterra Automaton A6. 
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Fig. 8: Bellaterra Automaton A7. 

 

 
 

Fig. 9: Bellaterra Automaton A8. 

 

 
 

Fig. 10: Bellaterra Automaton A9. 

 

 
 

Fig. 11: Bellaterra Automaton A10. 

 

 

 

 

 

 

 

 

 

b. Case 2 

 
 

Fig. 12: Bellaterra Automaton B1. 

 

 
 

Fig. 13: Bellaterra Automaton B2. 

 

 
 

Fig. 14: Bellaterra Automaton B3. 

 

 
 

Fig. 15: Bellaterra Automaton B4 
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Fig. 16: Bellaterra Automaton B5 

 

 
 

Fig. 17: Bellaterra Automaton B6. 

 

 
 

Fig. 18: Bellaterra Automaton B7 

 

 
 

Fig. 19: Bellaterra Automaton B8. 

 

 
 

Fig. 20: Bellaterra Automaton B9 

 

 
 

Fig. 21: Bellaterra Automaton B10. 

 

c. Case 3 

 
 

Fig. 22: Bellaterra Automaton C1. 

 

 
 

Fig. 23: Bellaterra Automaton C2. 
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Fig. 24: Bellaterra Automaton C3 

 

 
 

Fig. 25: Bellaterra Automaton C4 

 

 
 

Fig. 26: Bellaterra Automaton C5. 

 

 
 

Fig. 27: Bellaterra Automaton C6 

 

 
 

Fig. 28: Bellaterra Automaton C7 

 

 
 

Fig. 29: Bellaterra Automaton C8 

 

 
 

Fig. 30: Bellaterra Automaton C9 

 

 
 

Fig. 31: Bellaterra Automaton C10 
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d. Case 4 

 
 

Fig. 32: Bellaterra Automaton D1. 

 

 
 

Fig. 33: Bellaterra Automaton D2 

 

 
 

Fig. 34: Bellaterra Automaton D3 

 

 
 

Fig. 35: Bellaterra Automaton D4. 

 

 
 

Fig. 36: Bellaterra Automaton D5. 

 

 
 

Fig. 37: Bellaterra Automaton D6. 

 

 
 

Fig. 38: Bellaterra Automaton D7. 

 

 
 

Fig. 39: Bellaterra Automaton D8. 
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Fig. 40: Bellaterra Automaton D9. 

 

 
 

Fig. 41: Bellaterra Automaton D10. 

A. State Transition table for Bellaterra Automata: 

a. Case 1  
The State transition table for Bellaterra Automaton A1 is 

States/Inputs 0 1 

q0 - q1 

q1 - q0 , q2 , q3 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton A2 is 

States/Inputs 0 1 

q0 - q1 

q1 - q0 , q2 , q3 

q2 є q1 , є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton A3 is 

States/Inputs 0 1 

q0 - q1 

q1 q3 q0 , q2 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton A4 is 

States/Inputs 0 1 

q0 - q1 

q1 q3 q0 , q2 

q2 є q1 , є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton A5 is 

States/Inputs 0 1 

q0 - q1 

q1 - q0 , q2 , q3 

q2 q1 , є Є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton A6 is 

States/Inputs 0 1 

q0 - q1 

q1 q2 q0 , q3 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton A7 is 

States/Inputs 0 1 

q0 - q1 

q1 q2 q0 , q3 

q2 q1 , є Є 

q3 є q1 , є 
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The State transition table for Bellaterra Automaton A8 is 

States/Inputs 0 1 

q0 - q1 

q1 - q0 , q2 , q3 

q2 q1 , є Є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton A9 is 

States/Inputs 0 1 

q0 - q1 

q1 q2 , q3 q0 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton A10 is 

States/Inputs 0 1 

q0 - q1 

q1 q2 , q3 q0 

q2 q1 , є Є 

q3 q1 , є Є 

 

b. Case 2 

The State transition table for Bellaterra Automaton B1 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0 q2 , q3 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton B2 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0 q2 , q3 

q2 є q1 , є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton B3 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0, q3 q2 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton B4 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0, q3 q2 

q2 є q1 , є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton B5 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0 q2 , q3 

q2 q1 , є Є 

q3 є q1 , є 

The State transition table for Bellaterra Automaton B6 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0 , q2 q3 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton B7 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0 , q2 q3 

q2 q1 , є Є 

q3 є q1 , є 
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The State transition table for Bellaterra Automaton B8 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0 q2 , q3 

q2 q1 , є Є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton B9 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0 , q2 , q3 - 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton B10 is 

States/Inputs 0 1 

q0 q1 - 

q1 q0 , q2 , q3 - 

q2 q1 , є Є 

q3 q1 , є Є 

 

c. Case 3 

The State transition table for Bellaterra Automaton C1 is 

States/Inputs 0 1 

q0 - q1 

q1 q0 q2 , q3 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton C2 is 

States/Inputs 0 1 

q0 - q1 

q1 q0 q2 , q3 

q2 є q1 , є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton C3 is 

States/Inputs 0 1 

q0 - q1 

q1 q0, q3 q2 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton C4 is 

States/Inputs 0 1 

q0 - q1 

q1 q0, q3 q2 

q2 є q1 , є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton C5 is 

States/Inputs 0 1 

q0 - q1 

q1 q0 q2, q3 

q2 q1 , є Є 

q3 є q1 , є 

The State transition table for Bellaterra Automaton C6 is 

States/Inputs 0 1 

q0 - q1 

q1 q0 ,q2 q3 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton C7 is 

States/Inputs 0 1 

q0 - q1 

q1 q0 , q2 q3 

q2 q1 , є є 

q3 є q1 , є 
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The State transition table for Bellaterra Automaton C8 is 

States/Inputs 0 1 

q0 - q1 

q1 q0 q2 , q3 

q2 q1 , є Є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton C9 is 

States/Inputs 0 1 

q0 - q1 

q1 q0 , q2 , q3 - 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton C10 is 

States/Inputs 0 1 

q0 - q1 

q1 q0 , q2 , q3 - 

q2 q1 , є Є 

q3 q1 , є Є 

 

d. Case 4 

The State transition table for Bellaterra Automaton D1 is 

States/Inputs 0 1 

q0 q1 - 

q1 - q0 , q2 , q3 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton D2 is 

States/Inputs 0 1 

q0 q1 - 

q1 - q0 , q2 , q3 

q2 є q1 , є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton D3 is 

States/Inputs 0 1 

q0 q1 - 

q1 q3 q0 , q2 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton D4 is 

States/Inputs 0 1 

q0 q1 - 

q1 q3 q0 , q2 

q2 є q1 , є 

q3 q1 , є Є 

 

The State transition table for Bellaterra Automaton D5 is 

States/Inputs 0 1 

q0 q1 - 

q1 - q0 , q2 , q3 

q2 q1 , є Є 

q3 є q1 , є 

The State transition table for Bellaterra Automaton D6 is 

States/Inputs 0 1 

q0 q1 - 

q1 q2 q0 , q3 

q2 є q1 , є 

q3 є q1 , є 

 

The State transition table for Bellaterra Automaton D7 is 

States/Inputs 0 1 

q0 q1 - 

q1 q2 q0 , q3 

q2 q1 , є є 

q3 є q1 , є 
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The State transition table for Bellaterra Automaton D8 is 

States/Inputs 0 1 

q0 q1 - 

q1 - q0 , q2 , q3 

q2 q1 , є є 

q3 q1 , є є 

 

The State transition table for Bellaterra Automaton D9 is 

States/Inputs 0 1 

q0 q1 - 

q1 q2 , q3 q0 

q2 є q1 , є 

q3 є q1 , є 

 
The State transition table for Bellaterra Automaton D10 is 

States/Inputs 0 1 

q0 q1 - 

q1 q2 , q3 q0 

q2 q1 , є є 

q3 q1 , є є 

 
Trust level rating of Manager to supervisor and supervisor to their employees and vice versa: 

The trust aggregation is explained in the following table. 

Trust level rating Trust decision made 

(P1 +2P2 + P3 )/4 Complete Trust level (CTL) 

(P2 +2 P3 +P4)/4 Good Trust level (GTL) 

(P3 + 2P4 + P5 )/4 Bad Trust level (BTL) 

 
Trust Aggregation: 

 
 

 

Fig. 42: Manager have complete trust on supervisor . But Supervisor trust on Employers varies. 

 

 The following table states the result of trust level rating for the above Fig. 42 

 
 

Manager to Supervisor 

Supervisor to 

Employees 

Trust level Trust rating with 

determined constraint 

 

Decision made based on trust 

level 

rating 

+ + + + + P1  

 

CTL 

 

+ + - + - P2 

+ - + + - P2 

+ - - - + P3 
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Fig. 43: Supervisor have complete trust on manager. But Employers trust on supervisor varies 

 

 The following table states the result of trust level rating for the above Fig. 43 

 
Employees to 

Supervisor 

Supervisor to Manager Trust level Trust rating with 

determined constraint 

 

Decision made based on trust 

level 

rating 

+ + + + + P1  

 

CTL 

 

+ - + + - P2 

- + + + - P2 

- - + - + P3 

 
 

Fig. 44: Manager have Bad trust on Supervisor. But Supervisor trust on employees varies. 
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The following table states the result of trust level rating for the above Fig. 44 
Manager to Supervisor Supervisor to Employees Trust level Trust rating with 

determined constraint 

 

Decision made based on trust 

level 

rating 

- + + - + P3  

 

BTL 
- + - - - P4 

- - + - - P4 

- - - - - P5 

 

 
 

Fig. 45: Supervisor have Bad trust on Manager But Employers trust on supervisor varies. 

 

 The following table states the result of trust level rating for the above Fig. 45. 

 
Employees to Supervisor Supervisor to 

Manager 

Trust level Trust rating with 

determined constraint 

 

Decision made based on trust 

level 

rating 

+ + - - + P3  

 

BTL 
+ - - - - P4 

- + - - - P4 

- - - - - P5 

 

Conclusion: 

 This type of Bellaterra Automaton approach for 

reputation management can be used in software 

systems, eg., the states of an ATM machine is a 

Bellaterra Automaton. In web applications where the 

user is to be tracked at what state he/she is. This 

approach in bank sector, states of a bank account in 

its entire life time is also a Bellaterra Automaton 

(reliable to open, active, inactive, closed, blocked, 

etc) 
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