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ABSTRACT 

 

As spectrum allocation is found to face various issues and inefficiency in wireless communication, a novel dynamic spectrum 
allocation technique is proposed in this paper. Since the spectrum reports are under threat of falsification by the attackers, the 

proposed system works on handling the Spectrum Sensing Data Falsification attack or Byzantine attack in WRAN. An approach 

based on the adaptive reputation based clustering algorithm to take correct decision of spectrum allocation by the base station even 
in the presence of various threats is also proposed in this paper. This ensures the base station to establish the spectrum allocation 

effectively and achieve efficient spectrum usability 

 
Keywords: Wireless Communication, Cognitive Radio Networks, Spectrum allocation, Byzantine attack, ARC. 

 

 

INTRODUCTION 

 

 As wireless devices are dominating the methods 

in which people communicate, the resources that are 

necessary to support these conveniences are 

becoming scarcer. In contrast, licensed bandwidth 

spectrums often go underutilized as demands for 

those services shift temporally or spatially. Static 

spectrum allocation cannot efficiently support the 

demand of such pervasive wireless devices [6]. To 

combat this salient impedance, the concept of 

Cognitive Radio Networks (CRN) has been 

proposed. In order to maximize radio spectrum 

usage, CRNs utilize an opportunistic approach to 

allocate frequencies. Under the scheme, two types of 

users exist: primary users (PU) and secondary users 

(SU). Individuals who have obtained a license to 

broadcast in a fixed spectrum range are classified as 

primary users. Individuals who use the channel when 

the spectrum is not used by the primary user are 

classified as secondary users. Both complement each 

other to attain the maximum utilization of the 

spectrum. 

 Naturally, complications arise as secondary 

users must release a spectrum when the primary user 

of that channel starts to transmit. Several research 

groups are working to develop standards to meet 

these requirements. 802.22, the first CR based 

network standard, define a centralized, single hop, 

point to multipoint communication standard for 

wireless regional area network (WRAN) [7]. This 

standard defines the implementation of opportunistic 

spectrum sharing (OSS) by outlining how/when 

wireless devices are able to utilize temporarily idle 

bands in a licensed radio spectrum. The proposal also 

defines the cellular like communication interface 

between a base station (BS) and secondary users 

called Consumer Premise Equipments (CPE). The 

BS is responsible for controlling the spectrum usage 

and channel assignment to CPEs. All CPEs in a cell 

must periodically monitor primary user signals and 

leverage the distributed sensing power of CPEs 
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through continual spectrum reports obtained from 

secondary users. 

 To coordinate the process, a centralized BS 

collects sensing information from the secondary 

users residing in the cell. Each user submits a 

hypothesis regarding whether they suspect the 

primary user is transmitting. As radio waves are 

affected by physical barriers or environmental 

conditions, the detection accuracy of any node within 

sensing range of the PU's signal varies from time to 

time. Malfunctions associated with the sensing 

equipment may also enhance the node's observed 

measurements [8]. From the hypotheses supplied by 

the secondary users, the BS must decide on the actual 

state of the associated spectrum. Once a decision is 

made, the base station can inform SUs and revoke 

permission for those users currently transmitting on 

that spectrum. 

 Due to its unique characteristics, CRNs face new 

security threats in addition to the common existing 

security challenges in wireless networks [9]. One 

typical type of attack is the Spectrum Sensing Data 

Falsification (SSDF) attack or Byzantine attack. 

During such an assault, the malicious user 

compromises one or more of the secondary users and 

may begin sending modified sensing results to the 

BS. In this way, an attacker tries to enhance the BS 

into producing a wrong decision about the channel 

status. Compromised nodes may work independently 

or may collaborate to reduce spectrum utilization and 

degrade overall performance of the network. 

 Constructing a decision-making strategy that 

mitigates the impact of both types of attackers will 

prove invaluable as the reach of CRNs expands into 

more places. By strengthening the base station 

against malicious [8] or malfunctioning users, the 

interference produced from CRNs will be minimized, 

potentially expediting the implementation of such 

network alternatives. Ultimately, both users and 

businesses can reap the benefits of efficient radio 

spectrum usage through CRNs. 

 There are very limited research works that 

address SSDF attack and related security problems 

[10]. Existing approaches mainly consider an 

independent malicious attack. However, these 

approaches either require prior information of 

attackers (e.g. the number of attackers, attackers' 

distribution, attacking strategy, etc.) or depend on the 

careful threshold selection. For instance, the 

algorithm does not work in the presence of multiple 

attackers. Similarly, the performance of the 

algorithm degrades significantly if incorrect 

threshold is chosen. This approach uses a reputation 

based method to limit the error rate in deciding the 

channel status and in identifying attackers. Although 

its identification rate of attackers is high, it also 

misdetects a large number of honest users as 

attackers. Additionally, this approach fails to defend 

against collaborative attack and error rate (i.e. the 

number of incorrect decision) increases almost 

linearly with number of attackers. 

 On the contrary, we propose an adaptive 

reputation based clustering algorithm to defend 

against both independent and collaborative SSDF 

attacks that does not require any prior information 

about the number of attackers and attacking 

strategies. The whole process goes through a 

sequence of steps in each time step. To start with, the 

algorithm clusters the nodes based on the sensing 

history and initial reputation of nodes. Each cluster 

takes its decision about the channel status according 

to the relative closeness of nodes from the median of 

that cluster. Finally, channel status is decided by 

majority of clusters' decision. 

 The remaining part of the paper describes the 

following information: section 2 reports the literature 

work done relevant to the spectrum allocation, the 

working principles of the proposed work is detailed 

in section 3 and finally section 4 concludes the 

proposed work with the direction for future 

enhancement. 

 

1. Related Works: 

 The authors Bogere and Okello [1] proposed a 

dynamic spectrum access technique to achieve 

efficient spectrum utilization. Since the demand for 

frequency spectrum increases, efficient spectrum 

sharing, sensing, mobility and management 

techniques were discussed by the authors. Thus they 

reported that it is essential to adopt a dynamic 

spectrum. 

 Though dynamic spectrum allocation through 

cognitive radio technologies is found as an approach 

to increase spectrum usage and efficiency, the 

authors Zhu et al [2] worked to make this approach 

even more efficient through the intergration of 

dynamic spectrum allocation mechanism and 

dynamic pricing schemes. Further they optimized the 

process through 

centralized spectrum allocation mechanism. 

 Inorder to achieve efficient 

spectrum management and communication cost 

reduction in cognitive radio networks, the authors 

Changwoo Lee and Wonjun Lee  [3] worked on the 

spectrum sensing, decision and handoff schemes. 

The simulation result reports that the proposed 

scheme improves the spectrum management 

efficiencies through the sensing rate reduction, 

increase in accessibility and reduction the spectrum 

handoff rate. 

 The authors Qing Wang et al [4] proposed a 

novel technique for dynamic spectrum allocation 

using OFDMA technology, which avoided the 

interferences in the allocated spectrum band and 

interferences occurring from the external devices 

when the same spectrum is shared. The field test 

reported a good performance in the in IBM Wireless 

Internet-of-Thing (IoT) platform. A two-phase 

interference pair-based distributed spectrum 

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Bogere,%20P..QT.&searchWithin=p_Author_Ids:38234344600&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Okello,%20D..QT.&searchWithin=p_Author_Ids:38234347500&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Changwoo%20Lee.QT.&searchWithin=p_Author_Ids:37985744700&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Wonjun%20Lee.QT.&searchWithin=p_Author_Ids:37291456100&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Qing%20Wang.QT.&newsearch=true
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allocation (IPDSA) algorithm was proposed by the 

authors Tong et al [5] to optimize the frequency 

allocation, through which they improved the 

spectrum and network utility. 

 Since the existing system has been found to 

focus mainly on finding the attacker's identity and 

restricting them, which requires complex 

computations to be performed, the overhead of the 

system will be increased. Also, the system deals with 

independent attacks only, which will fail under 

collaborative attacks. As the error rate of the existing 

system is found to be high, the identity or history of 

an attacker is needed to control Byzantine attack in 

the existing system. Therefore, the above study 

reports the inefficiency in spectrum allocation and 

usability. 

 From the reported works, it is deeply observed 

that the researches have attempted to find the 

effective spectrum allocation methods. Hence it is 

proposed to suggest a dynamic spectrum allocation 

technique along with Adaptive Reputation Based 

Clustering method to tackle the information fiddlers 

in WRAN. The next section is presented with the 

proposed work in detail. 

 The proposed system controls the Byzantine 

attack by strengthening the decision making 

algorithm of the base station. It deals with both 

independent and collaborative attacks since the 

defense mechanism is applied to a decision making 

strategy of the base station. The algorithm responds 

equally for networks of different size and does not 

require any prior information other than the spectrum 

report, which is the primary input of the algorithm. 

The status of the network is tracked and this 

information will be useful for speeding up the 

algorithm which improves the usability of the 

spectrum.  

 

 
Fig. 1: Layout of spectrum allocation and Byzantine attack identification. 

 

Cognitive Radio Network (CRN): 

 The electromagnetic spectrum is becoming 

scarcer due to the increase in usage of wireless 

networks. Since it is a natural resource it can be 

neither created nor destroyed [11]. So, several 

techniques are proposed for the effective usage of the 

electromagnetic spectrum. One of the advanced 

technologies introduced is Cognitive Radio Network 

(CRN).  

 Cognitive (or smart) radio networks are an 

innovative approach to wireless engineering in which 

radios are designed with an unprecedented level of 

intelligence and agility. This advanced technology 

enables radio devices to use spectrum (i.e., radio 

frequencies) in entirely new and sophisticated ways. 

Cognitive radios have the ability to monitor, sense, 

and detect the conditions of their operating 

environment, and dynamically reconfigure their own 

characteristics to best match those conditions.  

 The main scope of the work is to eradicate the 

spectrum sensing data falsification attack or 

Byzantine attack in dynamic spectrum allocation 

strategies. It has to manage both independent attacks 

and collaborative attacks. The concept of dynamic 

spectrum allocation is mainly based on the spectrum 

reports provided by the nodes (secondary users). 

These spectrum reports are under threat of 

falsification by the attackers. This work reports an 

approach based on the adaptive reputation based 

clustering algorithm to take the correct decision by 

the base station even with the presence of false 

spectrum.  

 Also the system has to maintain the channel 

availability of the primary users because they pay for 

their channels. The algorithm used should not require 

any prior information about the attackers and their 

strategy because it will increase the system overhead 

so that computing costs will be large. The error rate 

should be reduced. An honest user should be detected 

as malicious user and vice versa. 

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Tong%20Shu.QT.&searchWithin=p_Author_Ids:37543620000&newsearch=true
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Fig. 2: Implementation of proposed scheme. 

 

Channel Status determination and Primary User 

Implementation: 

 Base station system always sense the channel, 

whether it is used by the primary user or not. 

Because, when the primary user is not using the 

channel, the spectrum gets wasted. Since 

electromagnetic spectrum is scarce, it should not be 

wasted. So, it has to be allocated to the secondary 

users when it is not used by the primary users. 

 To determine the channel status, a simple status 

transfer between the base station and primary user is 

used. When the primary user logs in or out, a status 

notification is sent to the base station. Using this 

status message, the base station will determine 

whether the channel is busy or idle.  

 In the primary user side, a system to send status 

message to the base station should be implemented. 

For that, when the primary user logs in, it sends a 

status message to the base station so that the base 

station blocks the channel for secondary user and 

allows the primary user to use the channel. Primary 

user pays for the channel and gets a license. So they 

get uninterruptible channel availability. At the time 

of exit, the primary user sent termination status to the 

base station so that it frees the channel for secondary 

user and receives spectrum reports.  

 

Spectrum Sensing: 

 Spectrum sensing is the process of collecting 

spectrum reports from the secondary users. This can 

be done by providing a set of ports for secondary 

users and listening on those ports when primary user 

is offline. The secondary users first check whether 

the base station is listening on its port. If yes, they 

send spectrum report to the base station. In this way, 

the base station receives spectrum reports from all 

the secondary users. Based on these reports, it 

determines whether to allocate channel or not. But at 

this time, the attackers send false spectrum reports 

and make the base station to take a wrong decision 

thereby reducing spectrum utilization.   

 

ARC Implementation: 

 Adaptive Reputation Based Clustering is used to 

make correct decisions in the presence of false 

spectrum reports. It involves the following steps. 

 Make clusters of the spectrum reports using k-

methods, clustering so that the entities with 

minimum differences fall in the same cluster because 

the spectrum reports from a particular location 

should have negligible difference. 

 After clustering, find the cluster with maximum 

elements. 

 Find the median of that cluster and that is the final 

average spectrum report value. 
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 Based on that final value, take the decision 

whether to allocate channel for secondary users or 

not. 

 Based on the result of ARC, the base station has to 

decide whether to allocate spectrum or not. This 

response has to be sent to the secondary user. This 

can be done by using multithreading concept. The 

base station sends the response to all the secondary 

users concurrently. Also during the implementation 

of ARC or after allocation of channel for secondary 

users, when the primary user enters, the channel to 

the secondary user should be deallocated. The 

secondary user system should wait for the response 

from the base station. 

 

 
 

Fig. 3: Clustering after reception of spectrum reports. 

 

 
 

Fig. 4: Cluster Graph. 

 

2. Conclusion and Future enhancement: 

 In this paper we have proposed an effective 

decision making algorithm for the base station of a 

WRAN that will handle Spectrum Sensing Data 

Falsification attack or Byzantine attack. Using this 

algorithm, the base station will take the correct 

decision on dynamic spectrum allocation even when 

the attack occurs. Also the proposed algorithm is 
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tested with independent and collaborative attacks. 

The error rate of this algorithm that is false detection 

rate is significantly reduced. Thus spectrum usability 

is increased. Also this algorithm separates out the 

malicious cluster which allows identifying the 

malicious users with their port numbers.  

 There is a possibility of negligible deviation in 

decision making when number of malicious reports 

from same location is greater than that of original 

spectrum reports. The usability of spectrum is not 

increased to hundred percent. Once the decision is 

made, other secondary users would not get the 

channel though they have equal priority. To avoid 

this, scheduling can be done but it will increase the 

overhead of the system. A simple scheduling 

algorithm that does not increase the overhead at the 

same time and not make the nodes to starve in the 

queue should be implemented. 
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