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 The Internet of Things has developed due 
and also extending from embedded systems to micro
machine communication system which ha
security based on RFID and GSM technology. The locker contains door locking system which can activate, validate, authenticate
in real time for secure access. Its objective is to reduce the time and increase the security. RFID is used to identify individual user and 
verify their identity. If the ID is matched GSM sends message to the valid user.  
connected to RFID and GSM rotates 90 degree for locker release and locker lock. 
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INTRODUCTION 
 

The Internet of Things (IoT) is the network of 
substantial objects or things embedded with 
electronics, software, sensors, and network 
connectivity, which facilitates these objects to gather 
and exchange data. The Internet of Things allows 
things to be sensed and controlled distantly across 
existing network infrastructure, creating 
opportunities for more direct combination between 
the physical world and computer-based systems, and 
ensuing in improved efficiency and accuracy. Each 
thing is exclusively identifiabl
embedded system but is able to interoperate within 
the existing Internet infrastructure. IoT
connectivity of  systems, services 
goes ahead of machine-to-machine 
(M2M) and covers a variety of protocols, 
applications  and domains. The interconnection 
these embedded devices is expected to user in 
computerization in nearly all fields, while also 
enabling advanced applications like a Smart Grid and 
increasing to the areas such as smart cities."Things" 
in the IoT sense, can refer to a 

, American-Eurasian Network for Scientific Information publisher

 

 
JOURNAL OF APPLIED SCIENCES RESEARCH

 
ISSN: 1819-544X       EISSN: 1816-157X 

 
JOURNAL home page:   http://www.aensiweb.com/JASR                                                                   2015 December

.                                                                                                      

Sandhiya Ravikumar, PG Scholar Department of Computer Science & Engineering (PG) Sri 
Ramakrishna Engineering College, Coimbatore, Tamilnadu, India. 

sandhiya0892@gmail.com 

Rfid Based Bank Security System 

Jeyapriya Arthanareeswaran 

Department of Computer Science & Engineering (PG) Sri Ramakrishna Engineering College, Coimbatore, Tamilnadu, India 
Computer Science & Engineering (PG) Sri Ramakrishna Engineering College, Coimbatore, Tamilnadu, India 

December 2015 

© 2015 AENSI PUBLISHER All rights reserved 

ABSTRACT 

The Internet of Things has developed due to a union of multiple technologies, extending from wireless communication to the Internet 
and also extending from embedded systems to micro-electromechanical systems (MEMS). It is a real time, automated and machine to 
machine communication system which has variety of domains and applications. This automated banking system as a locker with high 
security based on RFID and GSM technology. The locker contains door locking system which can activate, validate, authenticate

s. Its objective is to reduce the time and increase the security. RFID is used to identify individual user and 
verify their identity. If the ID is matched GSM sends message to the valid user.  The SERVO MOTOR with limit switch which is 

d GSM rotates 90 degree for locker release and locker lock.  

Internet of things, Radio Frequency Identification (RFID) ,Global System For Mobile Communication(GSM), Servo motor.

The Internet of Things (IoT) is the network of 
substantial objects or things embedded with 
electronics, software, sensors, and network 
connectivity, which facilitates these objects to gather 
and exchange data. The Internet of Things allows 
things to be sensed and controlled distantly across 

twork infrastructure, creating 
opportunities for more direct combination between 

based systems, and 
ensuing in improved efficiency and accuracy. Each 
thing is exclusively identifiable through its 

to interoperate within 
the existing Internet infrastructure. IoT is 

 and devices that 
machine communications 

(M2M) and covers a variety of protocols, 
. The interconnection of 

these embedded devices is expected to user in 
in nearly all fields, while also 

enabling advanced applications like a Smart Grid and 
to the areas such as smart cities."Things" 

in the IoT sense, can refer to a large variety of 

devices such as heart implants, biochip transponders 
on farm animals, electric clams in coastal waters 
automobiles with built-in sensors, or field operation 
devices that support firefighters in search and rescue 
operations.These devices gather
help of various obtainable technologies and then 
separately flow the data between other devices.
recent years, regardless of increased security and 
protection in banks, there are many thefts happening. 
As the technology keeps increasing
protected and secure lockers keeps 
banks. In most of the banks, the locker system 
involves manual lock. Whenever the user wishes to
use the locker, he should be assisted by the bank 
employee by this both the customer and employ
time is wasted. The major drawback
lock systems are lack of security and the waiting time 
of the customers. It must be noted that the person 
associated the customer can be any employee who is 
free at that instant of time. 
wasted. 
 
 
 

Eurasian Network for Scientific Information publisher 

APPLIED SCIENCES RESEARCH 

December; 11(23): pages 268-272.   

.                                                                                                            Research Article 

Sandhiya Ravikumar, PG Scholar Department of Computer Science & Engineering (PG) Sri 

to a union of multiple technologies, extending from wireless communication to the Internet 
It is a real time, automated and machine to 

s variety of domains and applications. This automated banking system as a locker with high 
security based on RFID and GSM technology. The locker contains door locking system which can activate, validate, authenticate, the user 

s. Its objective is to reduce the time and increase the security. RFID is used to identify individual user and 
The SERVO MOTOR with limit switch which is 

Global System For Mobile Communication(GSM), Servo motor. 

implants, biochip transponders 
on farm animals, electric clams in coastal waters 

in sensors, or field operation 
firefighters in search and rescue 

gather useful data with the 
technologies and then 

flow the data between other devices.In the 
increased security and 

protection in banks, there are many thefts happening. 
increasing, the need for 

and secure lockers keeps increasing in 
banks. In most of the banks, the locker system 

ck. Whenever the user wishes to 
use the locker, he should be assisted by the bank 

by this both the customer and employee 
time is wasted. The major drawback of such manual 
lock systems are lack of security and the waiting time 

be noted that the person 
the customer can be any employee who is 

free at that instant of time. Exclusively, time is 



269        S. Ravikumar and J. Arthanareeswaran, 2015 /Journal Of Applied Sciences Research 11(23), December, Pages: 268-272 

Proposed Model: 
Automatic locker system can be used to 

overcome the security and waiting time problem. 
Hence security based RFID is proposed.RFID tags 
are used toprovide unique ID for each customer. 
When the RFID tag is read, the lock will be opened 

automatically and send the message to authorized 
customer and it locks automatically. It greatly 
reduces the waiting time and increases the security. 
 
1.RFID Tag: 

 

 
Fig. 1: RFID tag 

 
There are two main components: The RFID 

Reader which transmits and receives the signal and 
the tag that is attached to the object. An RFID tag is 
self-possessed of a antennaand microchip. There are 
three main components of RFID: RFID reader, RFID 
tag and Database. Various types of tags are available 
such as active tags and passive tags. The passive tags 
do nothave any internal power source. There are 
three parts of the tag: semiconductor chip, antenna 
and some form of encapsulation. The existence of the 
passive tag is very long. The active tags have a 
battery as an internal power source used to run 

microchip’s circuitry and to show the information to 
the reader. There are three kinds of tags which work 
on the three different frequencies: low frequency, 
high frequency and ultra high frequency. The Low 
frequency tag works on frequency  between 30 ~ 300 
KHZ and high frequency and the ultra high 
frequency tag works on the frequency range between 
3 ~ 30 MHZ and 300 ~ 3 GHZ. The low frequency 
tag is used in proposed system. 
 
2. RFID Reader: 

 

 
 

Fig. 2: RFID Reader 
 
An RFID reader transmits adetermined radio 

signal to grill the tag. RFID systemcan be classified 
as tag and reader. A Passive Reader Active 
Tag (PRAT) has a passive reader which only 
receives the signals from active tags . The range of a 
PRAT system reader can be attuned from 1–2,000 
feet (0–600 m) allowing elasticity in applications 
such as benefitsafety and management. An Active 
Reader Passive Tag (ARPT) has a active reader, 
which transmits interrogator signals and also receives 
confirmation replies from passive tags. An Active 
Reader Active Tag (ARAT)  uses active tags with an 

interrogator signal from the active reader. A 
difference of this system could also use a Battery-
Assisted Passive (BAP) tag which acts like a passive 
tag but it as a small battery to power the tag's 
reporting signal.Predetermined readers are used to 
create a specific grilling zone which can be tightly 
controlled. This allows a extremely defined analysis 
area for when tags go in and out of the interrogation 
zone. Mobile readers may be mounted on carts or 
vehicles. 
 
3.Arduino Uno: 

 

 
 

Fig. 3: Arduino Uno 
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Arduino Uno is a open source  hardware and 
software. Project and user community designs and 
manufactures microcontroller kits for constructing 
digital devices and interactive devices that will sense 
and control the physical world. The boardsas serial 
communications interfaces, which includes USB on a 
few models, for loading programs from the personal 
computers. The Arduino providesan integrated 
development environment (IDE) for programming 
microcontrollers which is based on 
the processingproject that includes programming 
languages such as C, C++ and Java.The Arduino is a 

microcontroller board based on the ATMEGA328. It 
contains 14 digital input pins and output pins of 
which 6 can be used as outputs, 6 analog inputs, a 
USB connection, a power jack, a 16 MHz quartz 
crystal, an ICSP header and a reset button. It contains 
everything needed to hold the microcontroller simply 
USB cable is connected to computer or power it with 
a AC-to-DC adapter or battery to get started. 
 
4.GSM (Global System For Mobile Communication 
)SIM900:

 

 
 

Fig. 4: GSM SIM 900a 
 
Global System for Mobile communications 

(GSM) is an open source, digital technology which is 
used for transmitting mobile voice services and data 
services. GSM supports voice calls and data transfer 
speeds up to 9.6 kbps, together with the transmission 

of Short Message Service. GSM operates in the 
900MHz and 1.8GHz bands in Europe and the 
1.9GHz and 850MHz bands in the US. 
 
5Servo Motor: 

 

 
 

Fig. 5: Servo Motor 
 
A servomotor is a rotating actuator or linear 

actuator that allows for exact control of sharp or 
linear locationspeed and increase of rate.It consists of 
a   suitable motor fixed to a sensor for position 
pointer. It also requires a relatively complicated 
controller, frequently a enthusiastic module designed 
specifically for servomotors. Servomotors are not a 
specific class of motor even though the term 
servomotors frequently used to refer a motor 
appropriate for use in a closed loop control 
system.Servomotors are used in applications such as 
robotics, CNC machinery or automated 
manufacturing.The input to its control is some signal, 
either analogue or digital, representing the position 
commanded for the output shaft. The motor is paired 
with some type of encoder to provide position and 
speed feedback.. As the positions approach, the error 
signal reduces to zero and the motor stops. The very 

simplest servomotors use position-only sensing via a 
potentiometer and bang-bang control of their motor; 
the motor always rotates at full speed (or is stopped). 
This type of servomotor is not widely used in 
industrial motion control, but it forms the basis of the 
simple and cheap servos used for radio-controlled 
models. 
 
Advantages of Proposed System: 

By implementing bank security system  
• The time is reduced  
• Security is increased. 
• Manpower not required. 

 
Implementation Phase: 
Locker Setup: Connection Of Rfid, Arduino Uno,Gsm 
,Power Supply Board And Step Down Transformer:

 
 



271        S. Ravikumar and J. Arthanareeswaran, 2015 /Journal Of Applied Sciences Research 11(23), December, Pages: 268-272 

 
 
 
Verifying the unique ID of RFID tag: 

For each customer an RFID tag’s unique ID is 
provided and it is verified using RFID reader. This 
system uses passive RFID tags and RFID reader with 
frequency 125 KHz. When tag comes in the range of 
the receiver, the receiver will transmit the unique ID 
to the reader.  

 

 
 
GSM message verification: Authorized user 
/Unauthorized user: 

Once the RFID reader reads the valid 
unique ID from the RFID tag the GSM sends 
message to the valid user as Bank access 
granted, if any other RFID tag is shown to the 
reader the GSM will send message to the valid 
user as unauthorized person trying to access 
your account. 
 

 
 
Locker release: 

The lock will be released by using the servo 
motor once a valid user is authenticated by a 

valid message. The servo motor that turns into 
90degree using the 5volt power supply from pull 
down resistor and it opens the lock. 

 

 
 
Locker lock: 

By closing the locker’s door the servo 
motor automatically locks the locker’s door by 
rotating 90 degree using the 5volt power supply 
from pull down resistor.  

 

 
 

Experimental Result: 
The major drawbacks of using manual lock 

systems are security and the waiting time of the 
customers. It should be noted that the person 
associated the customer can be any employee who is 
free at that instant oftime. RFID reader reads the 
unique id of the tag and sends message to the valid 
user using GSM. If the id is matched the user gets 
message as “bank access granted” else gets the 
message as “unauthorized person trying to access 
your account”. Thus the proposed system reduces 
time and improves security. 

 
Table 1: Message Verification 

S.NO RFID TAG MESSAGE VERIFICATION 
1 ID Matched  Message sent as bank access granted 
2 ID not Matched Message sent as Unauthorized  person 

trying to access your account 
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Conclusion And Future Work: 
This project is mainly aimed at reduce banker’s 

workload. The proposed system is implemented in 
the way where time is considerably saved by the 
RFID based bank security system as there is no need 
for any authentication by the bank employee .This 
project has the potential to greatly reduce the 
manpower required during the access of bank 
lockers by the customers and also significantly saves 
time for both the banker and the customer.  

The future work of the proposed system is to 
introduce arduino Ethernet shield the state of the 
thing is based on lock position and current time 
using real time clock will be uploaded to Google 
spread sheet. Hence those parameters will be 
monitored from any part of the world using internet. 
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