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ABSTRACT 
Information communication technology (ICT) started influencing health care sector as well as it is already influencing all other 
sectors. Introduction of mobile cloud computing technology has made possible for doctors, patients and health care service 
companies to share patients’ health records for quick, effective and economical treatment. However as the personal health 
information records are available in public networks, security and privacy concerns have arisen. In this paper I have proposed a 
solution to preserve security and privacy in mobile cloud computing health care service with reference to non contact ECG 
monitoring. I have proposed to collect continuously bio impedance parameters of patients using a wrist band containing 
electrodes while collecting ECG parameters data from them using non  contact sensors to cross check whether ECG data is being 
recorded for the intended person or not.  The proposed solution stops recording ECG data if it finds any difference between bio 
impedance parameters being collected and stored for a patient. RSA algorithm is proposed to be used for encryption and 
decryption of binary ECG data files while uploading/downloading to/from the cloud servers. ECG data files are archived in cloud 
database servers for future analysis. Medical practitioners and health care service company representatives need to connect to the 
system using their biometric fingerprint credential. Thus access is restricted to only authorized users to preserve the security and 
privacy in mobile cloud computing health care service with reference to non contact ECG monitoring. 
 
KEYWORDS:  

 

INTRODUCTION 

 

Heart-attack patients have been proven to have a sudden death rate of four to six times that of the general 

population[1]. The present status of cardio vascular deceases in India is alarming, with estimations suggesting 

that by end of the year 2020, the negative impact of cardiovascular diseases in India will exceed that of any 

other country in the world. It is estimated that 17.5 million people die each year in India from cardiovascular 

diseases, amounting to a staggering 31% of all deaths worldwide. 80% of all cardiovascular deaths are due to 

heart attacks and strokes, 74% of urban Indians are at risk of cardiovascular diseases [2]. Further, the suffering 

due to the stress of the people, in particular the working community, in India, obviously causes majority number 

of people suffering from hypertension, orthostasis and vascular diseases.  

An Electrocardiogram (ECG) signal is an electrical signal produced by heart’s beating, which is generally 

used as an important diagnostic tool to study how the heart is functioning. Researchers have done experiments 

to examine the impact of the resting heart rate (HR) on overall health status of participants. The resting HR can 

be defined as the count of heart beats per minute (bpm) measured for an individual under complete rest. It 

indicates the pumping efficiency of the heart and normally ranges between 60 and 100 bpm for adults. A value 

near to the lower limit of this range is treated as a good resting HR. A resting HR beyond the specified range is 
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treated an indication of cardiac arrhythmia if followed by dizziness, chest pain and short breaths which may 

result in heart damage due to aging, electrolyte imbalance, high blood pressure and cardiac disorder. Continuous 

health monitoring system is required to record heart rate variability (HRV) parameters to ensure early detection 

of cardiovascular differences, in particular in high risk patients for quick and effective treatment.  

 

A. Motivation: 

With the advancement of research in technologies such as wireless sensor networks, mobile cloud computing 

and Web server hosting, effective and proper health care and medical consultation can be rendered remotely just 

in time with least burden on patients. Adoption and implementation of information and communication 

technologies in medical healthcare services not only decrease the manpower requirements and healthcare 

expenditure, but also assure real-time critical health care service to patients located even in remote locations. 

Medical care is at present facing the problem of huge amount of unstructured and diverse data at an exponential 

rate. Using modern technologies data can be constantly streamed through sensors, analysed and monitored in real 

time to benefit the patients and medical practitioners. The cloud computing technology can store huge volumes of 

data for instant access by the doctors and provide health assistant services to the patients on their mobiles. 

 

B. Problem statement: 

As patients, caregivers and health care providers use mobile devices like smart phones and tablets 

extensively for medical health, it is becoming rather difficult to maintain privacy and security for personal 

health information as these devices are connected to internet. As smart phones are personal devices, it is always 

assumed that the person who accesses it is indeed it’s real owner. Of course, smart phones can be stolen or 

borrowed by other persons, causing the devices’ mobile Health applications registering data about the wrong 

person instead of actual owner and saving the data to the owner’s health record or in the guise of actual owner 

others can access the owner’s personal health information (PHI) via applications displays and notifications. It is 

thus critical for a smart phone to detect when it is not in the possession of actual owner. General Workaround 

for this problem is to authenticate users initially to unlock the user interfaces via passwords, swipe patterns or 

finger prints. However there is genuine need to continuously authenticate the user in whose possession the smart 

phone is. Mobile health applications should ensure that data being collected is saved to correct medical record 

and any treatment suggested should be intended for actual owner.  

 

C. Proposed solution: 

Any method for recognizing and authenticating smart phone or wearable device users for mobile Health 

applications must be perfect, adoptable by majority users, robust to environmental conditions and resistant to 

various external or internal attacks. The solution should be such that it should suspend data collection, personal 

notifications and access to personal data when the device is used by someone else other than actual owner. One 

such solution is to build bio-metric sensing into the device, such as the bio impedance approach suggested by 

Cory Cornelius and his colleagues[3]. Bio impedance is a physiological property related to body tissue’s 

resistance to electrical current flow and its ability to store electrical charge. In human applications, it is 

significantly measured through metallic electrodes placed on the skin around an anatomic location of choice 

(e.g., the wrist). In enrollment phase bio impedance samples of individual users are registered in mobile health 

applications. During authentication and verification phase, bio impedance samples collected and auto streamed 

by wearable device to mobile devices, are checked with registered bio impedance samples continuously. If both 

the bio impedance samples are matched, then the mobile health application allows the ECG system to collect 

heart rate variability (HRV) parameters and get them saved to remote cloud server. If the samples are not 

matched, then the application stops gathering HRV parameters and locks the application automatically. 

Similarly for medical practitioners or health care companies’ representatives, biometric fingerprint 

authentication may be adopted to ensure only authorized users can access patients’ personal health information. 

It is suggested to use RSA encryption/decryption algorithm by the health care providers to automatically share 

public and private keys between mobile health application components of patients and medical 

practitioners/health care service provider representatives.   

 

Overview of concepts:  

A. Mobile based health care service: 

Mobile devices are widely used these days in deploying medical care services. Applications deployed in the 

mobile devices are used to authenticate the users, record various medical parameters and upload the data to 

remote servers for later analysis. If any abnormalities are found during data collection, these applications raise 

an alarm warning the patients to immediately see the doctor to avoid medical emergency. Similarly these 

applications work like health care assistants to remind the patients to take regular medication and about visiting 

doctors regularly as per the schedule.  



83      Dr. Bora Surya Prakash., 2017/Advances in Natural and Applied Sciences. 11(12) October 2017, Pages: 81-88 

B. Wearable sensor to measure bioimpedance: 

To capture bio impedance sample of the user, a wearable sensor needs to be placed on the wrist of the user. 

The wearable sensor has been mounted on top of the shimmer platform which is open source, low power 

wireless sensing platform. The shimmer contains MSP430 micro controller for processing, Bluetooth for 

wireless communication, analog to digital converter and SD card for storage capability. The sensor along with 

shimmer platform placed on the wrist of the user very frequently collects bioimedance samples of the users and 

transmits the samples data to the health application deployed in the mobile phone via Bluetooth for continuous 

authentication of the user.  

 

C. Sensors to capture ECG data: 

In the capacitive coupled noncontact method, no direct contact is required with body to capture the data. 

Electrodes are placed inside the chair in which patients sit most of the time. The electrodes along with patients 

skin and insulator forms into parallel plate capacitor to convey the voltages induced due to electric fields formed 

to the sensors. These sensors are connected to the hardware containing 8080 analog to digital converter, 8051 

micro controller and Bluetooth module to process and transmit the data to the health care application deployed 

in the smart phones.  

 

D. Communication between smart phone and cloud server: 

Once the ECG data is streamed to mobile application, the application converts entire data file into binary 

file and  append user related data to the file and encrypts the entire file using RSA alagorithm omponent from th 

clousd server and transmits the entire file to the remote cloud server through wireless network.  

 

E. Web server cloud health care service: 

Once the ECG data files are stored in the cloud server, these files can be accessed from anywhere with 

proper access rights by medical practitioners and health care service provider staff. Depending on the patients’ 

details, it is decided by the system which staff and medical practitioners can access files of a particular patient. 

However biometric authentication is required for all staff and medical practitioners to access the system. Mobile 

applications deployed in doctors and staff mobile devices contact the cloud server for appropriate private key for 

decryption. Upon receipt of the private key, data is decrypted and ECG is automatically plotted in their mobiles.   

 

Design and implementation: 

 

F. System arhitecture: 

 
Fig. 1: Shimmer hardware to measure bio impedance 

 

 
Fig. 2: Noncontact ECG parameters capturing module 
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Fig. 3: Proposed system architecture 

 

Fig 1 shows block diagram of shimmer hardware platform. This hardware platform contains electrodes 

connected to the multiplexors through the connecter. There are two multiplexors used to extract signals from two 

of eight electrodes simultaneously. There is one analog to digital converter used to convert analog signals trapped 

from the multiplexors to digital form and feed the digital signal to the micro controller to process and forward the 

data to the Bluetooth module for wireless transmission to the mobile application. Bio impedance parameters are 

trapped continuously as long as the ECG parameters are recorded to ensure that data is being recorded to the 

correct person’s personal health information. These bio impedance parameters are continuously checked with 

those used at the time of enrollment in the mobile application. As long as these parameters are matched, the 

application records ECG parameters for the user. If any deviation is found, the application stops recording ECG 

parameters and alerts the user with the alarm.  

Fig 2. shows block diagram of hardware extracting ECG parameters. The hardware contains sensors to 

capture ECG parameters of the person sitting on the chair. There is one analog to digital converter used to convert 

the signal trapped from the sensors to digital form. There is one micro controller used to process the digital signal 

and forward processed signal to the Bluetooth module for wireless transmission for capture by the mobile 

application deployed in the user’s smart phone.  

Fig. 3 shows complete block diagram of proposed system. Mobile application deployed in the user’s smart 

phone captures bio impedance parameters continuously and gets them authenticated with the parameters stored 

during training phase. As long as these parameters are matched, the application continues to capture ECG 

parameters from ECG parameters extraction module and plots the ECG graph. In case of any abnormalities are 

found, it immediately raises an alarm warning the user to consult the doctor and about any immediate medication. 

The application also alerts the concerned medical practitioner and the health care service company through cloud 

and receive any receive any messages from them for display to the user. In normal circumstances, the application 

converts the ECG data to binary form and appends user related data along with timestamp details to it and 

uploads the complete file to the remote server after encrypting the data file with user’s public key using RSA 

algorithm.  

The cloud server archives the ECG data of users captured from time to time for later analysis. Health care 

service company executives and medical practitioners can login to the system using their biometric fingerprint 

credentials and access the patients’ ECG parameters data files and view ECG graphs after decrypting the files 

with users’ private keys and can forward suggestions or any changes in the medication to the patients located 

remotely.  

 

Flowchart: 

Fig. 4 shows the flow chart for all activities proposed in the solution. 
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Fig. 4: Flow chart for proposed solution 
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Algorithm: 

1. Start 

2. Enrolment of patients/users by registering bio impedance parameters in the mobile application. 

3. Patients/users logging in to the application using their credentials. 

4. Users/patients wearing the bio impedance sensors and sitting on ECG sensors enabled chair. 

5. Both bio impedance module and ECG parameters hardware modules start upload of signals. 

6. Mobile application receiving the signals and comparing received bio impedance parameters with stored 

bio impedance parameters. 

7. If parameters are matched, then the application allows recording ECG parameters and plots ECG graph 

on the screen. If parameters are not matched, then the application stops recording ECG parameters and displays 

warning message on the screen. 

8. If any abnormalities are found while recording ECG parameters, the application alerts users/patients 

with messages about immediate medication and visiting doctors. 

9. Application converts ECG parameters data into binary file and appends user related data to it and 

uploads the file to cloud server after necessary encryption. 

10. Cloud server stores the files thus received for all users in their respective personal health information 

records for future analysis. 

11. Health care service company executives and medical practitioners login to the system using their 

biometric fingerprint credentials and can access their respective users/patients health records only after 

necessary decryption.   

12. Health Care Service Company and medical practitioners can suggest treatment along with medicine to 

their respective users/patients if required.  

13. The details of treatment and medication are displayed to the users/patients instantly to avoid medical 

emergencies. 

14. Stop. 

 

G. Advantegs of the proposed system: 

 Patients don’t need to go to the diagnostic centers for ECG checkups by spending huge money for 

periodical checkups. 

 Very useful for old aged patients who cannot move freely and visit diagnostic centers despite frequent 

checkups are required. 

 Instant treatment and medication are available to the patients in case of any abnormalities found while 

capturing ECG parameters. This obviously avoids medical emergencies. 

 Very useful for health care service companies and medical practitioners to ensure providing effective 

treatment and medication to their patients at very less cost. 

 Patients don’t need to visit doctors personally quite often. This saves so much of time and travelling 

expenditure in particular for old age patients. This also saves time for medical practitioners. 

 As the medical health records, treatment and medication are archived, this data is very much critical for 

conducting medical research in finding out effectiveness of the drugs administered.  

 Helps the patients’ attendants and relatives in providing best treatment available to the patients even at 

remote locations.  

 

Discussion and future work: 

Biometric authentication is widely used to recognize a person uniquely in some population. For long time it 

was very much believed that biometric fingerprint authentication would uniquely identify a person until a person 

was innocently trapped in 2004 Madrid train bombing case basing on fingerprints verification [4]. Bio 

impedance may be able to distinguish a person among large population. This needs to be explored further. I 

have proposed two hardware modules in this solution to collect bio impedance parameters and ECG parameters. 

In future, these two modules may be replaced with single module to collect bio impedance and ECG parameters. 

Further in the proposed solution user/patient authentication is being done by mobile application. The hardware 

module may be designed such a way that it can host bio impedance data of users and compare this data with the 

data being collected and upload ECG data if bio impedance parameters are matched. Otherwise it shall stop 

collecting ECG data. In the proposed solution, the wrist band containing bio impedance sensors should be worn 

by users in the same orientation every time. Otherwise it would impact the collection of bio impedance 

parameters from the users. Wrist band design may be changed in future such a way that change in orientation 

should not impact the collection of bio impedance parameters. In the current solution, variations in skin 

temperatures are not considered whether these changes would impact bio impedance parameters. The impact of 

variations in skin temperatures and other body conditions on bio impedance has to be studied further.  
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Finally there may be several ways to the proposed design can be optimized for reduced energy consumption 

and lowering the cost. The current wrist band contains eight electrodes. However only two electrodes are used at 

a time. In future number of electrodes may be reduced from eight to two or at least to four without affecting its 

performance.  

 

Conclusion: 

The main objective of this research paper is to propose a solution to preserve privacy and security in mobile 

cloud computing health care service with reference to non contact ECG monitoring. I have proposed to use bio 

impedance parameters collected continuously from the users or patients to cross check whether ECG parameters 

data is being collected from the right user/patient or not. This check is very important to make sure that data is 

being recorded to correct person’s personal health information records. The solution proposed stops collecting 

ECG parameters data if it finds any difference between bio impedance parameters being collected and those of 

used at the time of enrolment for same user.  

Further the solution alerts the users with instant medication and doctors’ attention in case of any 

abnormalities are found in ECG parameters data being collected. This assures early detection of heart attacks 

and treatment can be started immediately. This solution saves money and time especially for retired people. 

ECG data is archived locally in users’ mobiles as well as in cloud servers for future analysis. Users’ ECG data is 

converted into binary form and user’s data is appended to the file and complete file gets encrypted before 

uploading to the remote cloud server. In server, the file is decrypted to find the user details and encrypts the file 

back and stores it to the personal health information record of the concerned user.  

In the proposed solution, health care service company professionals and medical practitioners need to login 

to the system using their biometric fingerprint credential. They are allowed to access files of their respective 

patients only. They are barred to access files of other patients. They can download encrypted files and decrypt 

them using user’s private key and examine the ECG reports and can suggest any treatment or medication to their 

patients. The system in turn informs the patients on their mobiles the treatment or medication suggested by their 

respective health care service companies and doctors. Thus the proposed solution preserves the security and 

privacy in mobile cloud computing health care service with reference to non contact ECG monitoring.  
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