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ABSTRACT 
Cloud computing is an emerging trend in today’s world and becoming very efficient and useful. Cloud computing is basically a 
shared pool of resources that includes software, storage, data, applications, infrastructure. The objective is to provide the security 
in business organization during client communication where project information is carried out by secured device. The sender 
needs to know only the Identity of the receiver to send encrypted data. The sender should provide secret key which is stored in the 
computer and should have unique security hardware device which will be connected to the computer. In Existing work, the risk of 
protecting data in the cloud server is anybody can hack the secret key stored in the personal computer or a trusted server. The 
sender needs to know only Identity of the receiver but no other information like public key or certificate etc. To decrypt a cipher 
text, the receiver should possess two things, First one is secret key of the receiver stored in the computer system and second one is 
some of the hardware device is unique, that is connected to the computer. Accessing the secure data with symmetric key is 
achieved using strong Diffie-Hellman key exchange protocol between the cloud service provider and user. The proposed system 
defined that secure two-factor authentication protocol using Elliptic curve cryptography. The proposed protocol provides the 
mutual authentication of participants, session key agreement and user anonymity. The outcome is Cipher text cannot be decrypted 
without having these two constraints. 

 

KEYWORDS: Cloud Computing, Cloud Security, Cryptography, Two Factor Authentication, PKI.  
 

INTRODUCTION 

 

Cloud computing is an upcoming technology that uses the cloud power to many technical solution. Cloud 

computing provides a various computing resources to store in server. Cloud computing comprises of three 

service model. They are Infrastructure as a Service, Platform as a Service, and Software as a Service shown in 

figure 1. 

Infrastructure as a Service (IaaS) is a services which support operations including storage, hardware, 

servers and networking components. In IaaS the user need not to manage the server but have the control over the 

server. 

Platform as a Service (PaaS) is a standard for delivering operating systems. They need to install or 

download any operating system and access the services over the internet. 

Software as a Service (SaaS)is a service model in which application are hosted by a vendor and made 

available to customer over a network, typically on the internet. 
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Fig. 1: Types of services 

 

Depending upon the usage the customer can choose the service model. The customer may pay to the loud 

according to their usage. The quality play an important role in the success of the cloud computing. Cloud 

computing have scalable feature according to their customer need if they want to store more data. 

In recent trends, cloud computing means distributed computing over a network and means the ability to 

run a program on many connected computers at the same time. The word Cloud Computing is also more 

commonly used to refer to network-based services which are used to provide a real server hardware, which in 

fact is served up by virtual hardware, simulated by software running on one or more real machines. These 

virtual servers are not physically found and can therefore be moved around and scaled up (or down) on the fly 

without affecting the end user—arguably, rather like a cloud. 

Cloud Computing services has a major drawback in form of security that may be delaying its adoption. In 

recent trends, cloud computing implies appropriated figuring over a system and means the capacity to run a 

program on many associated system in the meantime. The word Cloud Computing is likewise more normally 

used to allude to organize based administrations which are utilized to give genuine server equipment, which in 

actuality is served up by virtual equipment, recreated by programming running on at least one genuine 

machine. These virtual servers are not physically found and can subsequently be moved around and scaled up 

on the fly without influencing the end client seemingly, rather like a cloud. This conveys incredible motivation 

to distributed computing specialist to organize fabricating and keeping up solid administration of secure 

administrations. Security issues have been classified into delicate information get to, information isolation, 

protection, bug misuse, recuperation, responsibility, pernicious insiders, administration support security, 

account control, and multi-tenure issues. Answers for different cloud security issues change, from 

cryptography, especially public key infrastructure (PKI), to utilization of numerous cloud suppliers, 

institutionalization of APIs, and enhancing virtual machine bolster and legitimate support. 

With the character of low maintenance, cloud computing gives a economical and efficient results for 

sharing gathering resources among cloud clients. Unfortunately, sharing information in a multi-owner way 

while safeguarding information and character protection from an entrusted cloud is as yet a testing issue, 

because of the continuous change of the enrollment. As prior proposed a safe multi-owner information sharing 

plan, named Mona, for element assembles in the cloud. By utilizing group signature and element communicate 

encryption systems; any cloud client can namelessly impart information to others. In the interim, the capacity 

overhead and encryption calculation cost of this plan are autonomous with the quantity of repudiated clients. 

Furthermore, analyzed the security of this plan with thorough verification, and show the productivity of this 

plan in analyses. 

 

Related Work: 

M. Bellare et al presented DupLESS: Server-Aided Encryption for Deduplicated Storage. An architecture that 

provides secure deduplicated storage resisting brute-force attacks, and realizes that it is indicated as DupLESS. In 

DupLESS, users encrypt the message based on keys attained from a key-server via an unaware protocol. It enables 

users to store encrypted data/content with an existing system, have the system that perform data deduplication on 

their behalf, and yet achieves strong confidentiality guarantees. The substantial increase in security comes at a 

modest price in terms of performance, and a small increase in storage requirements relative to the base system. The 

low performance overhead results in part from optimizing the user-to-KS OPRF protocol, and also ensuring 

DupLESS by using a low number of interactions with the server. This show that DupLESS is easy to deploy: it can 

work transparently on top of any SS implementing a simple storage interface, as shown by this prototype for 

Dropbox and Google Drive. 

S. Halevi, D et al proposed Proofs of ownership in remote storage systems it is introduced the notion of proofs-

of - ownership (PoWs), which lets a user effectively to  prove  a server that that the user holds a data, rather than 

small data . This describes the theory of proof-of-ownership, under approximate security definitions, and has 

efficiency in requirements of Peta byte scale storage systems. This present solutions based on Merkle trees and 

specific encodings, and analyze security factor. This algorithm was verified with one variant approach. These 
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performance measurements indicate that the approach incurs only a small overhead compared to naive user-side 

data deduplication. The attack remains relevant (and this solution useful) when a service uses both data- and block-

level data deduplication, as is likely to be the case in practical systems. 

S. Keelveedhi et al proposed a system which provides confidentiality and enables block-level information 

deduplication. This system is built more encryption. This mentioned that it is worth performing block-level 

information deduplication instead of data level information deduplication since the gains in terms of storage 

space are not affected by the overhead of metadata management, which is minimal. There are many layers of 

encryption are added by the server and the optional HSM. The features of these components, secret keys can be 

generated in a hardware dependent way by the device itself and do not need to be shared with anyone else. One 

of the encryption is based on symmetric; the impact on performance is negligible. Mainly focused on the 

definition of the two most important operations in cloud are storing and retrieval. These plans are defined by 

other typical operations such as edit and delete. After implementing a prototype of the system, this aim to 

provide a full performance analysis. 

S. Bugiel et al proposed approach allows separating the underlying computations addicted to their security 

systems and performance aspects: the security-critical operations are performed by the Trusted Cloud party in a 

Setup Phase, while the performance critical operations are performed on encrypted data/content by the 

Commodity Cloud storage system. This permit maximum utilization of the expensive resources of the Trusted 

Cloud party, while huge loads of queries can be processed on-demand by the Commodity Cloud storage 

system. The Trusted Cloud party requires only a constant amount of storage space and is used continuously in 

the Setup Phase for pre-computing encryptions. The untrusted Commodity Cloud gives an enormous measure 

of storage and is utilized as a part of the time-basic Query Phase to prepare scrambled inquiries in parallel with 

insignificant dormancy. All the more particularly, the client utilizes the Trusted Cloud as an intermediary to 

safely outsource his information/substance and calculations to the untrusted Commodity Cloud. 

C. Ng et al presented method also has unique properties of user/client access, confidentiality and 

user/client secret key accountability. This investigation demonstrates this proposed strategy is very usable and 

provably secures under existing security tests. Address this open issue and proposed a protected and adaptable 

fine-grained information/content get to control approach for distributed computing framework. This proposed 

approach is somewhat in view of this perception that, in handy application situations every information/content 

information can be related with an arrangement of properties which are important with regards to intrigue. The 

get to arrangement of every client/customer can accordingly be characterized as a novel consistent expression 

over these ascribes to mirror the extent of information/substance information that the client/customer is 

permitted to get to.As the logical expression can represent any desired data/content data set, fine-grainedness of 

data/content access control is achieved. To implement these access structures, define a public key component 

for each entity 

Sunil Sanka et al has proposed that cloud computing system has emerged as best model in computing world 

to support processing more volumetric data/content by means of clusters of commodity computers. In recent 

times effort has been made for delivering computing resources as a service. It is used to describe both a 

platform and a type of application. A cloud computing system has dynamic provisions, configures, and 

deprivations servers as desired. Cloud computing system also explains applications that are easy to be 

accessible through the Internet. Data/content security and access control is one of the most awaiting study 

research that works in cloud computing system, because of users outsourcing their sensitive data/content to 

cloud providers. Early solutions that use pure cryptographic methods to mitigate these security and access 

control issues suffer from heavy computational overhead on the data/content owner as well as the cloud service 

provider for key distribution and management. This work focused by demanding open issue for using capability 

based access control method that ensures only valid users will access the outsourced data/content. This work 

also proposed a customized Diffie-Hellman key exchange protocol between cloud service provider and the user 

for secretly sharing a symmetric key for secure data/content access that alleviates the issue of key distribution 

and management at cloud service provider. The simulation run and analysis shows that the proposed method is 

highly efficient and secure under previous security models.  

 

Proposed System: 

The proposed system is Identity Based Encryption mechanism (IBE mechanism). Sender need to know 

only the Identity of the receiver to send encrypted data. In order to decrypt the data present in the cloud, the 

receiver need to do following things: where he / she should provide secret key which is stored in the computer 

and should have unique security hardware device, which will be connected to computer. It is impossible to 

decrypt the cipher text without either of these two things (either secret key or security device). Our security 

hardware device can be revocable; the cloud server  at any time cannot decrypt any cipher text itself. Our 

approach or method provides flexible security mechanism for the data stored in the cloud server.  

In proposed system, sender sends an encrypted message to the receiver through cloud server. The sender 

needs to know only Identity of the receiver but no other information like public key or certificate etc. To 
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decrypt a cipher text, the receiver should have two things. First one is secret key of the receiver has been stored 

in the computer system and second one is hardware device, which is unique, that is connected to the computer. 

Cipher text cannot be decrypted without having these two things is shown in figure 2. But if the hardware 

device like pen drive or USB device is lost or stolen, then cipher text can never be decrypted and this hardware 

device is cancelled to decrypt any cipher text. Our system is secure as well as practical. We can use a new 

hardware device to decrypt the cipher text together with the secret key. 
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Fig. 2: System Architecture 

 

Module Description: 

The Proposed work can be divided into a number of modules as shown below. 

1. Registration And Authentication Mechanism 

2. Storing And Accessing Own Data 

3. Uploading Encrypted File 

4. Data Sharing Between Cloud Users 

 

Registration And Authentication Mechanism: 

In ordinary secret word verification conspire, the server can permit or keep any remote client in view of 

username and watchword. The shortcoming of watchword verification framework is, it can be break and 

particularly defenseless against assault. Passwords have experienced assaults, for example, word reference or 

savage constrain assaults. In enrollment instrument, new clients are not made a request to present any reports to 

open a record. They can submit on-line enlistment frame which incorporates client data alongside email-id, 

similarly as we do it while opening an email account is shown in figure 3. At that point client data will get put 

away in cloud where secret key gets put away in hash design so that if any assault on watchword would be 

insufficient. After enlistment customer needs to confirm with the CSP at the season of utilizing administration. 

 

 
 

Fig. 3: Registration 
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Authentication factor 1: 

In this customer needs to give username and secret key which customer has entered at the season of 

registration 

 

Authentication factor 2: 

In this level CSP send OTP on customers enrolled email-id. After two verification levels are cleared then 

just customer is permitted to get to cloud benefit. 

 

Storing And Accessing Own Data: 

When client is validated to the Cloud Server, client can get to the record stockpiling and can transfer any 

sort archive in the distributed storage. 

 
Fig. 4: Accessing the Data 

 

Here the document is initially scrambled before transferring and the same is decoded at the season of 

downloading is shown in figure 4. Or, then again client can basic store unique configuration record in like 

manner envelope which he/she needs to impart to other verified client straightforwardly without stressing over 

key sharing instrument 

 

Uploading Encrypted File: 

On the off chance that client is verified then cloud server will stack E module to customers end to perform 

encryption operation. Here customer transfer scrambled record on cloud server private envelope utilizing 

symmetric key encryption method.  

At the time downloading scrambled record client will make a request to give the unscrambling key if key is 

legitimate then just document will get downloaded at customers end.  

This encryption and decoding of information will be done at customer side by making utilization of a 

symmetric key so it is impractical for CSP to access key so regardless of the possibility that the information put 

away is in encoded arrange and the calculation used to scramble it is accessible to cloud, it is hard to 

unscramble it. Client is guaranteed about security of information put away in cloud. This guarantees 

information security of private compartment.  

At the season of transferring plain content record client require not stress over encryption. Here cloud will 

stack Emodule to customers end upon demand and after that client can choose record to transfer.  

Client can store document to either regular organizer or private envelope. At the season of downloading the 

document client can basically ask for record without stressing over decoding key. 

 

Data Sharing Between Cloud Users: 

In this scheme cloud customer can share file which is stored in private folder with some other authenticated 

cloud customer. 
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Fig. 5: Data Sharing 

 

Here first cloud client ask for document to second cloud client by utilizing any correspondence media 

which is conceivable. At that point first client makes sharing key and store that in organizer made on cloud.  

At that point second client check sharing key and scramble that encryption key with sharing key then 

second client send asked for encoded record and scrambled encryption key to first client. On the principal client 

side when he gets the encoded record and scrambled encryption key then he first decode the encryption key 

with claim private key then he get encryption key which can be use for unscrambling of encoded document. 

 

Methodology: 

Two-Factor Data Mechanism: 

Double encryption: A security gadget (with an extra open key or serial number) is as yet required. The 

encryption procedure is executed twice. To begin with encode the plaintext comparing to people in general key 

or character of the client. At that point scramble it again relating to the general population key or serial number 

of the security gadget. For the decoding stage, the security gadget first unscrambles once. The incompletely 

unscrambled figure content is then passed to the PC which utilizes the client mystery key to additionally decode 

it. Without either part (client mystery key or security gadget) one can't decode the figure content. It appears that 

this credulous approach can accomplish our objective. In any case, there exist numerous down to earth issues 

that it can't explain. For instance, If the client has lost his security gadget, then his/her relating figure message in 

the cloud can't be unscrambled for eternity! That is, the approach can't bolster security gadget 

refresh/Revocability. 

The sender has to know the serial number/open key of the security gadget, in extra to the client's 

personality/open key. That makes the encryption procedure more entangled. On account of character based 

encryption, the idea of "personality based" has been completely lost as the sender has to know the way of life as 

well as another serial number 

 

 
Fig. 6: Two Factor Authentication Mechanism 

Part the mystery enters into two sections: Another gullible approach to consider is to just part the mystery 

enters into two sections. The initial segment is put away in the PC while the second part is implanted into a 
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security gadget. Like the above approach, without either section one can't unscramble the figure content. Again 

it appears that this approach can accomplish our objective. In any case, take note of that the security of a typical 

encryption plot can't be ensured if some portion of the mystery key has been uncovered. The security is just 

ensured if the entire mystery key has not been presented to the foe. At the end of the day, in the event that we 

essentially split the mystery enter into two sections, the foe with either part may have non-insignificant 

opportunity to unscramble (or if nothing else to know some data about the plaintext). 

 

Results: 

The entire framework falls into two subsystems under element information sharing; the two are assessed 

exclusively on account of various assessment criteria the key issues for proposed framework execution, 

including private cloud bolster (enrollment and verification), dynamic multi open cloud administration and 

streamlining of information imparting to de-duplication models is shown in figure 6. Assessments are 

performed on model framework. We accomplished some more elements which depicted regarding execution as 

takes after, Modularity and extensibility, Transparency, Data Protection. Our exploratory outcomes showed that 

the effectiveness and precision of our framework take care of the demand of online framework for cloud 

information sharing and deduplication based capacity administration. 

 

Time Performance: 

This metric defines the overall time performance in terms of how much time it takes to perform an entire 

transaction of data or money. The following graph indicates the overall time Performance. 

 

 
 

Fig. 7: Time Performance 

In this graph x axis plot that methodology whether existing or proposed and the y axis plot that time taken 

to perform the entire transaction in milliseconds. The graph proves that the proposed work consumes less time 

than the existing work. 

 

Cost Performance: 

The cost for processing the entire transaction of data in terms of amount and rupees for both existing work 

and the proposed work is represented in the following graph 

 

 
 

Fig. 8: Cost 

 

In this graph, y axis denotes the cost taken to process the entire transaction in terms of rupees and this 

graph proves that the proposed work conserves less cost than the existing work 

Conclusion: 
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In this work, the examination is based on the notion of authorized data reduplication was proposed to 

protect the information security by including different privileges of users this two-factor information security 

protection mechanism for cloud storage system, in which a data sender is permitted to scramble the information 

with learning of the personality of a recipient just, while the beneficiary is required to utilize both his/her 

mystery key and a security gadget to access the data. Our answer upgrades the classification of the information, 

as well as offers the revocability of the gadget so that once the gadget is renounced, the comparing figure 

content will be refreshed naturally by the cloud server with no notice of the data proprietor. As proof of idea, we 

showed that our secure proposed system incurs to reduce the bandwidth, storage capacity, and also reduces 

amount of response time.  

Cloud computing promises to increase the velocity with which applications are implemented. Thus the 

proposed system has more public cloud structure deals with minimizing the storage space and providing privacy 

for users. The future research scheme provides privacy while handling the data sharing over cloud storage 

system.  

 

REFERENCES 

 

1. OpenSSL Project, 1998. [Online]. Available: http://www.openssl.org/ 

2. Anderson, P. and L. Zhang, 2010. “Fast and secure laptop backups with encrypted de-duplication,” in Proc. 

24th Int. Conf. Large Installation Syst. Admin., pp: 29-40. 

3. Bellare, M., S. Keelveedhi and T. Ristenpart, 2013. “Dupless: Serveraided encryption for deduplicated 

storage,” in Proc. 22nd USENIX Conf. Sec. Symp., pp: 179-194. 

4. Bellare, M., S. Keelveedhi and T. Ristenpart, 2013. “Message-locked encryption and secure deduplication,” 

in Proc. 32nd Annu. Int. Conf. Theory Appl. Cryptographic Techn., pp: 296-312. 

5. Bellare, M., C. Namprempre and G. Neven, 2009. “Security proofs for identity-based identification and 

signature schemes,” J. Cryptol., 22(1): 1-61. 

6. Bellare, M. and A. Palacio, 2002. “Gq and schnorr identification schemes: Proofs of security against 

impersonation under active and concurrent attacks,” in Proc. 22nd Annu. Int. Cryptol. Conf. Adv. Cryptol.,  

pp: 162-177. 

7. Bugiel, S., S. Nurnberger, A. Sadeghi and T. Schneider, 2011. “Twin clouds: An architecture for secure 

cloud computing,” in Proc. Workshop Cryptography Security Clouds, pp: 32-44. 

8. Douceur, J.R., A. Adya, W.J. Bolosky, D. Simon and M. Theimer, 2002. “Reclaiming space from duplicate 

files in a serverless distributed file system,” in Proc. Int. Conf. Distrib. Comput. Syst., pp: 617-624. 

9. Ferraiolo, D. and R. Kuhn, 1992. “Role-based access controls, ” in Proc. 15th NIST-NCSC Nat. Comput. 

Security Conf., pp: 554-563. 

10. GNU Libmicrohttpd, 2012. [Online]. Available: http://www. gnu.org/software/libmicrohttpd/ 

11. Halevi, S., D. Harnik, B. Pinkas and A. Shulman-Peleg, 2011. “Proofs of ownership in remote storage 

systems,” in Proc. ACM Conf. Comput. Commun. Security, pp: 491-500. 

12. Li, J., X. Chen, M. Li, J. Li, P. Lee and W. Lou, 2013. “Secure deduplication with efficient and reliable 

convergent key management,” in Proc. IEEE Trans. Parallel Distrib. Syst., http:// 

doi.ieeecomputersociety.org/10.1109/TPDS.2013.284. 

13. libcurl, 1997. [Online]. Available: http://curl.haxx.se/libcurl/ 

14. Ng, C. and P. Lee, 2013. “Revdedup: A reverse deduplication storage system optimized for reads to latest 

backups,” in Proc. 4th Asia- Pacific Workshop Syst., http://doi.acm.org/10.1145/2500727. 2500731. 

15. Ng, W.K., Y. Wen and H. Zhu, 2012. “Private data deduplication protocols in cloud storage,” in Proc. 27th 

Annu. ACM Symp. Appl. Comput., pp: 441-446. 


