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ABSTRACT 
Data mining is a concept of extracting useful information from the raw data in the large data collection. In some cases the data are 
splitted among different parties. Privacy anxieties may prevent the parties from directly sharing the data and it also prevents some 
types of information about the data. A partition is defined as division of logical database into discrete independent parts and the 
division may be either vertical partitioning or horizontal partitioning. The horizontal partitioning divides the table into multiple 
tables and vertical partitioning is divides a table into multiple tables but it contains only fewer columns. In this paper, privacy 
preserving mining on vertically partitioned database is concentrated. In some cases, from a collective dataset data owners want to 
learn the frequent data items and association rules. It discloses some sensitive information to third parties or other data owners. 
So it is more important to provide data privacy for collective dataset. A cloud aided frequent itemset mining solution provides 
better security in vertically partitioned database. But it used fully homomorphic encryption scheme, it is more difficult to 
implement and it is inefficient practically. So in this paper a concept named as Blind Turing Machine is introduced that utilizes 
simple homomorphic encryption scheme. It achieves the total privacy by processing a ciphertext as a standard Turing machine. In 
addition to that it provides an equality check to improve the privacy of vertically partitioned database. Thus the proposed work 
provides better security than the other techniques. The experimental results are conducted to prove effectiveness of the proposed 
technique. 

 

KEYWORDS: Vertically partitioned database; Privacy preserving; Blind Turing Machine; Simple homomorphic encryption        
  

INTRODUCTION 

 

Content Mining, otherwise called learning revelation from content, and archive data mining, alludes to the 

way toward extricating intriguing examples from expansive content corpus for the reasons for finding 

information. It is an interdisciplinary field including Information Retrieval, Text Understanding, Information 

Extraction, Clustering, Categorization, Topic Tracking, Idea Linkage, Computational Linguistics, Visualization, 

Database Technology, Machine Learning, and Data Mining. 

Information examination is the way toward investigating, cleaning, changing and displaying information 

with the point of changing over crude information into valuable data. It additionally proposing conclusions and 

it underpins for basic leadership. Affiliation run mining and regular itemset mining is most generally utilized 

information examination techniques in expansive exchange database. An exchange database comprises of set of 
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exchange with a one of a kind exchange id. It is more hard to give security to such expansive exchange 

databases. Numerous security frameworks utilized put stock in gatherings to perform calculations on classified 

data. Be that as it may, it is regularly troublesome and incomprehensible one to imitate the confided in gathering 

by an accumulation of examples as opposed to a solitary one.  

An effective homomorphic encryption plan was utilized to guarantee the security on vertically parceled 

databases. A cloud supported successive mining is utilized alongside the homomorphic encryption plan to 

assemble an affiliation lead mining arrangement. This technique was utilized for outsourced databases. It 

utilized completely homomorphic encryption plot it is more hard to execute and it has high unpredictability. So 

as to stay away from this issue Blind Turing Machine is presented in this paper. It utilized straightforward 

homomorphic encryption plan and it lessened the multifaceted nature of protection safeguarding in vertically 

divided databases.  

 

Literature Review: 

R. Aggarwal et al [1] show two new calculations for tackling this issue are in a general sense not the same 

as the known calculations. Demonstrate how the best elements of the two proposed calculations can be joined 

into a cross breed calculation, called Apriori Hybrid. Apriori Hybrid likewise has fantastic scale-up properties as 

for the exchange estimate and the quantity of things in the database. It produces and checks pointlessly 

excessively numerous competitor thing sets and size of the hopeful set is issue because of considerably number 

of passages. 

R. Aggarwal et al [2] address the issue of security saving information mining. In particular, consider a 

situation in which two gatherings owning private databases wish to run an information mining calculation on the 

union of their databases, without uncovering any superfluous data. Their convention is impressively more 

effective than bland arrangements and requests both not very many rounds of correspondence and sensible data 

transfer capacity. However calculation overhead is still an issue. 

M. Bellare et al [3] display two (related) new plans, NMAC (the Nested development) and HMAC (the 

Hash based macintosh). They can use any cryptographic hash capacity of the iterated sort, and appreciate a few 

appealing security, productivity, and common sense highlights. Our examination considers any bland assault on 

MAC plans (as opposed to demonstrating security against an incomplete rundown of conceivable assaults) and 

demonstrates that such an assault succeeds just if the basic hash capacity is feeble. Execution issues are essential 

issue in this work and it needs additional calculations. 

D. Beaver et al [4] proposed a framework they manage the thought of secure capacity assessment, in detail 

and with care at no other time endeavored. The definitions given in this postulation are for secure capacity 

assessment under the correspondence display that players may talk secretly to each other in pears we offer 

another convention for multiparty secure capacity assessment. This convention has a noteworthy preferred 

standpoint over every single past convention: it runs quick, in the feeling of requiring minimal forward and 

backward correspondence among the players. Truth be told, the convention utilizes only a settled steady number 

of rounds. The issue is considered in developing the meaning of secure capacity assessment. 

A. Ben-David et al [5] exhibit Fairplay MP, a non specific framework for secure multiparty calculation. 

This is an expansion of the Fairplay framework which upheld secure calculation by two gatherings. The 

augmentation to the multi-party case is required since cryptographic conventions for the multi-party situation 

are totally not the same as conventions for the two-party case. The framework incorporates two parts. 

P. Mounika et al [6] talk about past span, specific associations are similarly result to apportion the 

acquaintanceship adjacent in turn gatherings to end non-private miserly however at the equivalent time piece 

association will give their private materials. To accomplish this, unique grounds of croak audit leave is hermitic 

lifestyle protecting certainties mining has developed. There is computational overhead is significant issue. 

Dr. N V Muthu Lakshmi et al [7] presant protection saving affiliation run mining at worldwide level is 

tended to. A worldwide database for the most part parceled in various ways however fundamentally in three 

normal courses, for example, level, vertical and blended model is a mix of both. In blended parceled show, a 

worldwide database can be apportioned first in even then each on a level plane divided database is further 

parceled into vertical or the other way around or in any request with various levels yet limit the valuable data. 

G. Chandana et al [8] proposed a calculation and has a protected component with a specific end goal to dig 

affiliation rules for determining information. They additionally consolidated examining of information in the 

proposed framework. They assembled a model application that shows the protected mining of affiliation tenets 

with support and certainty. The factual measures, for example, support and certainty help in knowing the 

helpfulness of the standards. This approach not upheld for other information mining calculations that can be 

utilized to different areas. 

Gudes et al [9] concentrated on the issue of protection saving information mining in vertically apportioned 

databases. They have proposed calculations that fundamentally lessen the measure of revealed data. They have 

presented two calculations (Two-gatherings and N-parties) for finding all substantial itemsets in vertically 

appropriated databases, without the sources uncovering their individual exchange values. The calculations 
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depended on the utilization of fake exchanges. They additionally introduced two calculations for certainty 

calculation. It doesn't portray the measure of data that can be revealed when there is some information about the 

support of people in the distinctive databases. 

Wong et al [10] et al exhibited an arrangement of encryption techniques for value-based databases that are 

appropriate for outsourcing affiliation govern mining. Beginning from a basic balanced substitution figure, 

which is defenseless to assaults, they built up a complex change calculation that infuses non-deterministic data 

to the deterministic aftereffects of a one-to-n thing mapping plan. They demonstrated that their encryption 

method can't be broken by coordinated unscrambling assaults. However, this approach is not secure. 

 

Proposed Methodolgy: 

The data privacy in the vertically partitioned database is provided by Blind Turing machine that uses simple 

homomorphic encryption instead of fully homomorphic encryption technique. Initially the cloud and data 

owners are collaborated in the preprocessing stage. It generates encrypted joint database at the cloud’s end.[11]  

Assurance protecting is one of the main problems in data burrowing for any kind of data proprietors. 

Nowadays, Privacy issues in data mining have been extended tremendously when web is impacting with 

electronic informal communication, e-exchange, discourses, online diaries, et cetera. By virtue of insurance 

issues, the mystery information assembled from the customers are used as a piece of corrupt way that prompts 

main problem in sparing security.[11,12]  

Consequently, holding Privacy in data mining is an investigation run. Disclosing little information about 

their sensitive data to other data proprietors and pariahs are the critical issues. In Existing structure, a 

Homomorphic encryption plan is used where diverse data proprietors share their data without exchanging off 

security. 

In spite of the way that, it gives security and assurance there exist an issue of discharging mystery 

information between Data proprietors and pariahs. In Proposed structure, assurance between various data 

proprietors and to give protection between them, Blind Turing machines are introduced which Uses direct 

Homomorphic encryption with adjust check to give security. Without discharging the characterized information 

from individual proprietors to untouchables, Blind Turing-machine tackles mixed tape content simply, doing its 

moves by reasonability of decency checks and controlling the tape content using the Homomorphic properties of 

the encryption in control. Thusly, the TM does not see (in plaintext) any of the substance that it frames. To re-

build up the Homomorphic property, we build up a Homomorphic open key encryption with correspondence 

check (HPKEET) from any additively Homomorphic encryption. We exhibit it secure under (non-adaptable) 

picked figure content strikes. The consequence of using Homomorphic Public Key Encryption as a piece of 

Blind Turing machine will improve the assurance and security among data proprietors from the pariahs in a 

fruitful and profitable way.[13,14] 

Then the items in the database are encrypted with a substitution cipher text after the insertion of fictitious 

transactions into the cipher text. The database is outsourced to the cloud as part of the outsourced as part of the 

joint database which is done after the encryption of database and the joint database is maintained by the cloud. 

The data owners tag each transaction in their joint database and outsourced database with an encrypted realness 

values (ERV) using simple homomorphic encryption scheme provided by the Blind Turing machine in order to 

mine the database more accurately in the cloud.[15,16] In the mining stage of the privacy preserving system, the 

cloud mines association rules for data owners. From the ERV, the cloud evaluates each candidate’s encrypted 

verified results. It used simple homomorphic encryption and secure encryption scheme. Finally all candidates 

and their encrypted results are returned by the cloud and then association rule candidates and encrypted 

verifying results are decrypted to recover the real association rules.  

 
Fig. 1 System Architecture Diagram 
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A. Preprocessing: 

In the preprocessing stage, data owners and the cloud collaborate to generate an encrypted joint database at 

the cloud’s end and some auxiliary data for privacy-preserving mining. Each data owner inserts fictitious 

transactions to his private database. The data in the database are encrypted using substitution cipher. In order to 

mitigate the frequency analysis attack in the database fictitious transaction are inserted into the original 

database. The frequency analysis attack is due to the inherent weakness of the substitution cipher. 

 

B. Transition using Turing machine: 

In this module Turing Machine concept is implemented for encryption under a homomorphic public key 

encryption with a plain text equality checking. Blind Turing machine (BTM) is usually a normal Turing 

Machine contains its transitions function and tape alphabets where the homomorphic are manipulated that made 

the transition between states and the choice of the current transition is made upon the plain text comparisons. 

The two way infinite Turing Machine (TM) is defined as   

𝑀 = (𝑍, 𝛴, 𝛿, 𝑠)                              (1) 

Where 𝛴 is the tape alphabet, Z is the tape alphabet state space, s be the initial state and 𝛿 is the state 

transition function. The proposed blind Turing machine processed over the encrypted text and using a proper 

encryption of the original transition function in M is done. The Turing machine is extended as  

�̂� = (𝐺𝑐 , 𝐺𝑐 , �̂�, �̂�)                            (2) 

Where 𝐺𝑐 is the cipher text space and the �̂� denotes the encrypted state transition function and �̂� denotes the 

encrypted initial state. Then the Blind Turing achine is defined as follows: 

𝐵𝑇𝑀 = �̂�, 𝐻𝑃𝐾𝐸𝐸𝑇                         (3) 

Where HPKEET denotes homomorphic public-key encryption with equality check. HPKEET operates on a 

ciphertext space 𝐺𝑐 and plain text space 𝐺𝑚. In HPKEET encrypts both current and state tape symbol based on 

invertible encoding is C: Z × 𝛴 → 𝐺𝑚. The transition over encrypted configuration is done by HPKEET in Blind 

Turing Machine which is described as follows: 

 For a given configuration 𝑋 = (𝑞, 𝑤𝐿 , 𝜎, 𝑤𝑅) of M, where q defines the machine current state which 

belongs to Z,  𝜎 denotes its under head that belongs to 𝛴 and the 𝑤𝐿  and 𝑤𝑅 denotes the left and right of the 

head. Then encrypted configuration of X is defined as follows: 

𝑋: (𝐸𝑛𝑐𝑝𝑘(𝑝), 𝑤𝐿
′ , 𝐸𝑛𝑐𝑝𝑘(𝜎), 𝑤𝑅

′ )                         (4) 

In the above equation, 𝑤𝐿
′ , 𝑤𝑅

′  are the encrypted version of left and right of the tape head under 𝐸𝑛𝑐𝑝𝑘 in 

electronic code book mode.  

For each pair of consecutive configurations  𝑋 = (𝑞, 𝑤𝐿 , 𝜎, 𝑤𝑅)├ 𝑋′ = (𝑞, 𝑤𝐿
′, 𝜎, 𝑤𝑅

′) of M, the transition 

function �̂� for Blind Turing Machine is described as follows: 

�̂� = {𝑋′ → (𝐸𝑛𝑐𝑝𝑘(∆𝑝), 𝑤𝐿
′ , 𝐸𝑛𝑐𝑝𝑘(∆𝜎), 𝑤𝑅

′ )|𝛿(𝑋) = 𝑋′}          (5) 

 Where p and q are the state, ∆𝑝= 𝑝 − 𝑞 and ∆𝜎= 𝜎′. From the above definition it is clear that the 

difference between Turing Machine and Blind Turing Machine is that Blind Turing machine encrypts only the 

difference between the current and next configuration.  

 

C. Homomorphic Encryption: 

In this module, homomorphic encryption algorithm is used to encrypt the turing machine manipulated data. 

Homomorphic encryption is a form of encryption that allows computations to be carried out on ciphertext, thus 

generating an encoded result which, when decoded, matches the aftereffect of operations performed on the 

plaintext 

Thus utilized a symmetric homomorphic encryption conspire which is essentially more productive than the 

unbalanced plans. The plan bolsters numerous homomorphic increases and set number of homomorphic 

multiplications, and comprises the following algorithms: 

Key generation algorithm KeyGen() 

(s,p,q)←KeyGen(𝜑) 

It is a probabilistic algorithm it gets input as a security parameter 𝜑 and it returns a secret key SK= (s,q) and 

a public parameter p. p and q are prime numbers and p is always greater than q. The security parameter 

influence the bit length of q and s is the random number from 𝑍𝑝
∗ . 

Encryption algorithm 

E(SK,m,d)=𝑠𝑑(𝑟𝑞 + 𝑚) 𝑚𝑜𝑑 𝑝 

It is also a probabilistic algorithm, it gets input as a secret key, a plain text m and a parameter d. it generates 

output as a ciphertext 𝑐 ← 𝐸E(SK, m, d), where d is a cipher text degree which is a small positive integer, r 

denotes a big random positive integer and r represents the bit length. It has |r|+|q|=|p| to satisfy the condition. In 

other words r is the random ingredient of c.   

Once the databases have been encrypted, they are outsourced to the cloud as part of the joint database 

maintained by the cloud. To allow the cloud to accurately mine the database (which has fictitious transactions), 
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data owners tag each transaction in their outsourced databases and joint database with an encrypted realness 

value (ERV) using customized homomorphic encryption scheme. 

 

D. Association rule generation: 

In mining phase, the data owner applies the association rule mining algorithm to generate the encrypted 

rules from the joint encrypted data stored in cloud. Each data owner owns a private database, and data owners 

collaboratively mine their joint database’s association rules with the assistance of the cloud.[17,18]  

The cloud mines association rule candidates from the encrypted joint database. Because of the existence of 

fictitious transactions, some candidates will be “false positives”. To allow data owners detecting false positives, 

the cloud verifies candidates in a privacy-preserving manner. The cloud computes each candidate’s encrypted 

verifying result from the ERVs, utilizing homomorphic encryption and secure comparison schemes. The cloud 

returns all candidates and their encrypted verifying results to the data owners. 

 

E. Homomorphic decryption: 

Finally, data owners decrypt the encrypted verifying results and association rule candidates to recover the 

real association rules. The homomorphic decryption algorithm is used to decrypt the encrypted association rules. 

 

F. Transition using Turing machine: 

In this module, the Turing machine concept is implements to reverse the transition between states. The 

decryption of the output tape content is done as the encryption, only in reverse order, and by virtue of lookup 

tables to “decommit“ the decrypted association rules, if there has been a commitment stage during the data 

preparation.[20][21] 

 

RESULTS AND DISCUSSION 

 

In this section the proposed and existing method for privacy preserving mining on vertically partitioned 

database is evaluated in terms of computational complexity. For the experimental purpose, the SPMF an open 

source data mining library is used. The retail, pumsb dataset is a real life datasets in SPMF format. 

The retail dataset contain anonymous retail market basket data from an anonymous Belgian retail store. The 

retail dataset contains 88,162 transactions. The pumsb dataset contains 49,046 transactions. To stimulate t data 

owners, each dataset is vertically partitioned into t databases randomly.   

 

A. Computational Complexity: 

The computational complexity is computed using running time. Running time is defined as amount of time 

taken to complete a process. 

 

  

Fig. 2: Comparison of Running Time 

 

Fig. 2. shows the comparison of Running time between existing association rule mining based privacy 

preserving and proposed association rule mining and BTM based privacy preserving. X axis represents the 

dataset with different threshold values. Ts and Tc are threshold values specified by the data miner. From the 
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figure it is proved that the proposed association rule mining and BTM based privacy preserving has low running 

time than the existing association rule mining based privacy preserving for both retail and pumsb dataset. from 

this it is clear that association rule mining and BTM based privacy preserving has less computational complexity 

than the existing method.    

 

Conclusion: 

In this paper, an efficient method called Blind Turing Machine is proposed in privacy preserving outsourced 

frequent itemset mining solution for vertically partitioned databases. The Blind Turing Machine method used 

simple homomorphic encryption scheme which reduce the computational complexity of privacy preserving 

outsourced frequent itemset. This method provides more security by protecting data owner’s sensitive data from 

other data owners and the cloud. It also provide also ensure the privacy of the mining results in the cloud. The 

experimental results are conducted to prove the effectiveness of the proposed method in terms of the 

computational complexity. From the experimental results it is proved that the proposed method has better 

running time than the existing privacy preserving method.       

 

REFERENCES 

 

1. Agrawal, R. and R. Srikant, 1994. “Fast Algorithms for Mining Association Rules in Large Databases,” 

Proc 20th Int’l Conf. Very Large Data Bases (VLDB), pp: 487-499. 

2. Agrawal, R. and R. Srikant, 2000. “Privacy-Preserving Data Mining,” Proc. ACM SIGMOD Conf., pp: 

439-450. 

3. Bellare, M., R. Canetti and H. Krawczyk, 1996. “Keying Hash Functions for Message Authentication,” 

Proc. 16th Ann. Int’l Cryptology Conf. Advances in Cryptology (Crypto), pp: 1-15. 

4. Beaver, D., S. Micali and P. Rogaway, 1990. “The Round Complexity of Secure Protocols,” Proc. 22nd 

Ann. ACM Symp. Theory of Computing (STOC), pp: 503-513. 

5. Ben-David, N. Nisan and B. Pinkas, 2008. “FairplayMP - A System for Secure Multi-Party Computation,” 

Proc. 15th ACM Conf. Computer and Comm. Security (CCS), pp: 257-266. 

6. Mounika, P., B. Lakshmi Narayana, 2014. “Enhanced Security for Association Rule Mining to secure 

Transactional Databases” IJCS, 13: 1. 

7. Muthu Lakshmi, Dr. N.V., K. Sandhya Rani, 2014. “Privacy Preserving Association Rule Mining of Mixed 

Partitioned Model in Distributed Database Environment” In Proc International Journal of Computer Science 

and Information Technologies, 5(1): 340-349. 

8. Chandana, G., C. Vasu Murthy and S.G. Nawaz, 2014. “Secure and Distributed Approach for Mining 

Association Rules” Proc International Journal on Recent and Innovation Trends in Computing and 

Communication, 2(12): 20-24. 

9. Rozenberg, B. and E. Gudes, 2006. “Association rules mining in vertically partitioned databases,” Data & 

Knowledge Engineering, 59(2): 378-396. 

10. Wong, W.K., D.W. Cheung, E. Hung, B. Kao and N. Mamoulis, 2007. “Security in outsourcing of 

association rule mining,” in VLDB. 

11. Molloy, N. Li and T. Li, 2009. “On the (in) security and (im) practicality of outsourcing precise association 

rule mining,” in ICDM. 

12. Giannotti, F., L.V. Lakshmanan, A. Monreale, D. Pedreschi and H.W. Wang, 2011.“Privacy-preserving 

data mining from outsourced databases,” in CPDP. 

13. National Institute of Standards and Technology, 2002. “Fips publication 180-1: Secure hash standard,” 

1995. [23] ——, “Fips publication 180-2: Secure hash standard,”. 

14. Gamal, T.E., 1985. “A public key cryptosystem and a signature scheme based on discrete logarithms,” 

IEEE Transactions on Information Theory, 31(4): 469-472. [Online]. Available: 

http://dx.doi.org/10.1109/TIT.1985.1057074  

15. Courtois, N., A. Klimov, J. Patarin and A. Shamir, 2000. “Efficient algorithms for solving overdefined 

systems of multivariate polynomial equations,” in EUROCRYPT. Springer, pp: 392-407.  

16. Real-life datasets in SPMF format, http://www.philippe-fournier-viger. 

com/spmf/index.php?link=datasets.php.  

17. SPMF (Sequential Pattern Mining Framework), http://www. philippe-fournier-viger.com/spmf/.  

18. Vaidya and C. Clifton, 2005. “Secure set intersection cardinality with application to association rule 

mining,” Journal of Computer Security, 13(4): 593-622. 

19. Ge, X., L. Yan, J. Zhu and W. Shi, 2010. “Privacy-preserving distributed association rule mining based on 

the secret sharing technique,” in SEDM.  

20. Kharat, R., M. Kumbhar and P. Bhamre, 2014. “Efficient privacy preserving distributed association rule 

mining protocol based on random number,” in Intelligent Computing, Networking, and Informatics. 

Springer, pp: 827-836. 



415   M. Rajasekaran,  PG Scholar, Dr. M.S. Thanabal, Associate Professor., 2017/Advances in Natural and Applied Sciences.  

            11(7) May 2017, Pages: 409-415 

 

                        

21. Dong, C. and L. Chen, 2014. “A fast secure dot product protocol with application to privacy preserving 

association rule mining,” in Advances in Knowledge Discovery and Data Mining - 18th Pacific-Asia 

Conference, PAKDD 2014, Tainan, Taiwan, May 13-16, 2014. Proceedings, Part I, pp: 606-617. [Online]. 

Available: http://dx.doi.org/10.1007/978-3-319-06608-0 50 

22. Lai, Y., R. Li, H. Deng, J. Weng, C. Guan, and Q. Yan, 2014. “Towards semantically secure outsourcing of 

association rule mining on categorical data,” Information Sciences, 267: 267-286.  

23. Thanabal, M.S., L. Ganesan, 2014. “Association Rule Mining Partitioned Database Using Encrypted 

Transaction Identification Number’, Research India Publications, 35: 812-838. 

24. Thanabal, M.S., L. Ganesan, 2016. “A Contrary Recurrent Item Set Hierarchy in Ppddm”, National 

Academy Science Letters, 23: 734-768. 

 

http://dx.doi.org/10.1007/978-3-319-06608-0%2050

