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ABSTRACT 
A sensor network deployed in the WSN has the capability to read the sensed information and transmit or forward 
information to base stations or a sink node through multi-hop routing. Additionally, malicious sensor nodes could 
be dropped into the area of deployment. These malicious sensors could eavesdrop on sensor communications, pose 
as legitimate nodes, and disrupt the functioning of the sensor networks by imposing themselves as nodes-in-the-
middle and disrupting service in a variety of ways. Therefore, a trust-based LEACH (Low Energy Adaptive Clustering 
Hierarchy) protocol is designed for clustering to provide secure routing, while preserving the essential 
functionalities of the original protocol. Within the cluster, a measurable indirect trust of a CM (Cluster Member) is 
evaluated by its CH (Cluster Head). Thus each CM does not need to maintain the feedback from other CMs, which 
will reduce the communication overhead and eliminate the possibility of active attacks such as sink hole and black 
hole attacks mount by Non-cooperative Eavesdroppers. Furthermore, this approach enables us to detect and 
prevent malicious, selfish, and faulty nodes. The proposed solution detects compromised and faulty nodes in a 
Wireless Sensor Network through a light weight trust based mechanism. The mechanism also isolates a 
compromised node from the network so that it cannot participate in any network activity. Evaluation results shows 
that the proposed trust decision making enhances dependability, resilience, and less memory overhead when 
compared with the existing trust management approaches of wireless sensor networks. 
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INTRODUCTON 

 

Sensor networks can be deployed in hostile environments where adversaries may be present. Since wireless 

sensor networks usually need to be controlled remotely by the network operator, they are often deployed in an 

unattended manner. The unattended nature of wireless sensor networks can be exploited by attackers. 

Specifically, an attacker can capture and compromise sensor nodes and launch a variety of attacks by leveraging 

compromised nodes[5]. Due to the  

criticality of many WSN applications including monitoring and early warning systems, it is crucial that the 

information obtained from these networks be trustworthy [11]. Decisions based on the sensor network data can 

have serious economic and social impact. Therefore, nodes in a sensor network   must perform their   functions 

reliably. However, due to their limited  capabilities  for  economic  viability, deployment in unfriendly physical 
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environments, and risk of physical  attacks,  not  all  sensor  nodes  can  be  expected  to behave reliably at all 

times. 

The aim of the proposed system is to investigate trust management in sensor networks and set the ground 

work to integrate it in a security framework to avoid computationally expensive cryptographic techniques [3] to 

preserve the computational resources and energy of wireless sensor networks. Due to the wireless and 

unattended deployment nature of sensor networks, there is a risk of unique threats, along with the aim to ensure 

the confidentiality, integrity and reliability of communication over these networks. Although considerable 

developments have been made towards counteracting potential threats in sensor networks, these security 

measures remain inadequate .Sensor nodes could also be compromised by tampering, and replicated.  

The traditional security solution based on cryptography and authentication is not sufficient for wireless 

sensor networks, which encounters new challenges from internal attackers, and trust is recognized as a novel 

approach to defend against such attacks. Malicious attacker nodes (possibly dropped in the sensor field) 

eavesdrop on communications between genuine nodes, impersonate genuine nodes, and generate some 

malicious attack such as black hole attacks and sink holes in sensor network. The transmission in the clustered 

sensor network is subject to non co-operative eavesdropping [3].  

The eaves dropping nodes are not synchronized with one another and no collisions are occurred among 

them.Each CM does not need to maintain the feedback from other CMs, which will reduce the communication 

overhead and eliminate the possibility of a Eaves Dropping attack by compromised CMs and CHs[17].  

The proposed scheme is optimal and agreeable, i.e., it achieves the secure communication within a cluster. 

By Establishing trust in a clustered environment provides numerous advantages, such as enabling a CH to detect 

faulty or malicious nodes in a clustered sensor network. 

 

II. Related Works: 

In Reputation –Based Framework For High Integrity Sensor   Networks [19] S. Ganeriwal, L. K. Balzano, 

and M. B. Srivastava  proposed Security in sensor networks strongly believe in general tools from different 

domains such as economics, statistics and data analysis will have to be combined with cryptography for the 

development of trustworthy sensor networks. Following this approach, a reputation-based framework for sensor 

networks is proposed where nodes maintain reputation for other nodes and use it to evaluate their 

trustworthiness. The conventional view of security based on cryptography alone is not sufficient for the unique 

characteristics and novel misbehaviors encountered in sensor networks. Cryptography cannot prevent malicious 

or non- malicious insertion of data from internal adversaries or faulty nodes. To overcome the cryptographic 

disadvantages a highly scalable cluster-based hierarchical trust management protocol[12] is designed for 

wireless sensor networks to effectively deal with selfish or malicious nodes. Peer-to-peer trust evaluation 

method leverages the cluster-based hierarchical structure for efficient communications. This system validates 

the protocol design by comparing subjective trust generated as a result of protocol execution against objective 

trust obtained from actual node status. More serious issue is that nodes may be compromised and perform 

malicious    attacks such as packet dropping or packet modifications to disrupt normal       operations of a WSN 

wherein SNs usually perform unattended operations. 

To secure the WSNs against adversaries misdirecting the multi-hop routing, G. Zhan, W. Shi, and J. Deng 

have designed and implemented TARF[13], a robust trust-aware routing framework for dynamic WSNs. 

Without tight time synchronization or known geographic information, TARF provides trustworthy and energy-

efficient route. Most importantly, TARF proves effective against those harmful attacks developed out of identity 

deception; the resilience of TARF is verified through extensive evaluation with both simulation and empirical 

experiments on large-scale WSNs under various scenarios including mobile and RF-shielding network 

conditions. The TARF is based on a clustered WSN with backbone, and its core is a mobile agent system. A 

protocol, HEED (Hybrid Energy-Efficient Distributed clustering) is designed [9],that periodically selects cluster 

heads according to a hybrid of the node residual energy and a secondary parameter, such as node proximity to 

its neighbors or node degree. This approach does not make any assumptions about the presence of infrastructure 

or about node capabilities, other than the availability of multiple power levels in sensor nodes.  

GTMS(Group-Based Trust Management Scheme for Wireless Sensor Networks) [22]evaluates the trust of a 

group of nodes in contrast to traditional trust schemes that always focus on the trust values of individual nodes. 

It reduces the cost of trust evaluation. This necessitates devising novel energy efficient solutions to some of the 

conventional wireless networking problems, such as medium access control, routing, self-organization, 

bandwidth allocation, and security. To enhance the security ATRM (Agent-Based Trust and Reputation 

Management Scheme) [21] is designed to manage trust and reputation locally with minimal overhead in terms of 

extra messages and time delay. The ATRM makes the following assumptions 

 There is a trusted authority that is responsible for generating and launching mobile agents, and  

 The mobile agents are resilient against the unauthorized analysis and modification of their computation 

logic. 
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Hence the novel trust and reputation management scheme that can protect the security of transacting 

entities. To overcome the defects of the ATRM, an algorithm is proposed combined with Shannon key 

encryption [3] to enhance the transmission power and avoiding the dropping of packets by clearly identifies the 

augmenting path. By identifying the maximum flow in the network, the traffic and congestion can be easily 

monitored. So the sensor nodes can transmit the packets other than the augmenting path. The idea behind the 

algorithm is simple. As long as there is a path from the source (start node) to the sink (end node), with available 

capacity on all edges in the path, can send flow along one of these paths. Then find another path, and so on. A 

path with available capacity is called an augmenting path. 

 

III. Light Weight Trust Decision Making: 

The proposed Trust Management is to promote the secure communication in the wireless sensor networks 

against malicious nodes. The primary goal of the project is to develop a trust-based framework for cluster-based 

WSNs as well as a mechanism that reduces the likelihood of compromised or malicious nodes being selected (or 

elected) as collaborative nodes. A node in the clustered WSN model can be identified as a CH(Cluster Head), or 

a CM(Cluster Member) by applying LEACH algorithm. Members of  a  cluster can  communicate with their CH  

directly.  A CH can forward  the aggregated  data to the central BS through other CHs.The proposed system 

facilitates trust decision-making based on a lightweight scheme. By closely considering the identities of nodes in 

clustered WSNs, this scheme reduces risk and improves system efficiency while solving the trust evaluation 

problem when direct evidence is insufficient. In the proposed system ,two non co-operative eavesdropping 

nodes are injected within a cluster.The eaves dropping nodes are not synchronize with one another and no 

collisions between them and inject active attacks in various clusters. 

 All CMs communicate via a shared bidirectional wireless channel and operate in the promiscuous 

mode, that is, if node sends a message to CH via node, then node can hear whether node forwarded such 

message to CH the destination.  

 If does not overhear the retransmission of the packet within a threshold time from its neighboring node 

or if the overheard packet is found to be illegally fabricated then it is treated as unsuccessful interaction. 

Trust Decision Making has two kinds of trust relationship:  

1. CM-to-CM direct trust  and  

2. CH-to-CM feedback trust 

 

Considering that sensor node take on large amounts of data forwarding   and   communication tasks, a 

dependability-enhanced trust evaluating approach is defined for cooperations between nodes. This approach can 

effectively reduce networking consumption while preventing malicious, selfish, and faulty CHs. The 

Architecture Diagram for the proposed system is depicted below in figure 1 

 

 
 

Fig. 1: Architecture of the Proposed System 

 

The System Architecture of the proposed system involves the following steps 

 

A. Network Creation: 

Consider a wireless Sensor Network consisting of number of sensor nodes and a sink node that are 

randomly dispersed in the interested area. All of the sensor nodes are homogenous and energy constrained. The 

location of sink and sensors are fixed. Nodes are location-unaware, i.e., they are not equipped with GPS module 

or they do not use any localization mechanism .Network traffic is also susceptible to monitoring and 

eavesdropping. A sensor can transmit data to any other sensor and can communicate directly with the sink node 

if necessary[10].   
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B. Cluster Formation: 

By using LEACH (Low Energy Adaptive Clustering Hierarchy) algorithm the nodes are divided into 

clusters. Sensor nodes can be partitioned into a number of small groups, which is known as Clusters. These are 

the organizational unit for wireless sensor networks. Each cluster has the coordinator; called CH. CHs are 

required to organize activities in the cluster like data-aggregation. The Cluster Heads are selected dynamically 

for periodic rounds. The proposed system trust system aids in the selection of trusted routing nodes through 

which a cluster member CM can send data to the CH .A CH can forward the aggregated data to the central BS 

through other CHs. 

 

C. Monitoring Activities: 

Without senders and Receivers’ awareness, eavesdropping attackers monitor the traffic in transmission on 

communication channels and collect   data that can be analyzed to extract the sensitive information. WSNs are 

especially vulnerable to   such attacks since wireless transmission in the dominant method of communication 

used by sensors. In the proposed system, two non co-operative eavesdropping nodes are injected in various 

clusters. The eaves dropping nodes are not synchronize with one another and no collisions occur between 

malicious nodes. After carefully monitoring the transmission of packets the eavesdroppers mount some of the 

active attacks in various clusters. 

 

D. Launching Active Attacks: 

The eavesdropper attackers E1 and E2 attempts to maximize the impact of node compromise attacks in 

various clusters by compromising the nodes in each target region. In particular, assume that the attacker could 

gain more by compromising at least a few nodes in various clusters, rather than compromising nodes that are 

colluding with each other. These malicious sensors could eavesdrop on sensor communications, pose as 

legitimate nodes, disrupt the functioning of the sensor networks by imposing themselves as nodes-in-the-middle, 

and disrupting service in a variety of ways. Both malicious nodes thoroughly monitoring the transmission of 

packets and the trust decision making interactions throughout the network, launches active attacks such as Sink 

Hole Attacks and black Hole Attacks in the clustered sensor network. 

 

E. Trust Evaluation: 

All CMs communicate via a shared bidirectional wireless channel and operate in the promiscuous mode, 

that is, if a source node sends message to CH via cluster members, then CMs can hear whether node forwarded 

such message to CH and to the destination. If a node overhear the retransmission of the packet within a 

threshold time from its neighboring node it is considered as a successful interaction or if the overheard packet is 

found to be illegally fabricated and it is considered as Unsuccessful interactions.  Trust Decision Making has two 

kinds of trust relationship: CM-to-CM direct trust and CH-to-CM feedback trust. 

A  CM calculates the trust value of its  neighbours  based on two information sources direct observations (or 

direct trust degree, DTD) and indirect feedback (or indirect trust degree, ITD). DTD is evaluated by the number 

of successful and unsuccessful interactions. Using the DTD, the feedback trust value is evaluated by CH on 

respective clusters. 

 

F. Establishing Trusted path: 

Each node has to find the Direct Trust Degree of its neighbor nodes and feedback trust from its CH. If the 

DTD and feedback Trust are above the threshold limit, then only the cluster member have to make decision and 

transfer the data via adjacent node. If the malicious node having higher trust value need to participate in the data 

transmission .The data packets are transmitted through the black hole node and sink hole , the malicious nodes 

drops the data packets.    Consequently the malicious node reduces its own trust value by dropping and turned to 

be a LOW trust node.  The proposed system should avoid the data transmission in the LOW trust path (such as 

the path where the black hole node and sink hole resides) Hence the trust based network won’t allow the 

malicious node to participate in the communication over a period of time. The malicious nodes are not able to 

deceive other nodes as the trust decision is based on both feedbacks produced by CHs and Base Station .The 

trusted path is established for the transmission of data in the clustered sensor network. 

 

IV   Implemenation And Results: 

The simulation work has been done with The Network Simulator ns-2, Version 2.35. In the simulation 20 

nodes are randomly distributed within the network field of size  1000m * 750m  

 

A. Architecture Model: 

In this architecture model, a network in basic parameters like channel definition, propagation model, 

routing model and number of nodes with unique IDs are defined. Two Hacker nodes are monitoring the 

transmission in the physical layer. All nodes are exchanging Hello packets bidirectional with time interval of 1.0 
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second. Since our network is Sensor Network, a DATA SINK should be created. To configure the data sink a 

patch file “sensorsim-2.27” is to be added The normal sensor nodes are to be configured in the network.UDP, 

NULL agents are used to configure the sender and receiver nodes. CBR (constant bit rate) is provided with the 

sender and receiver that provide the packet flow between the nodes. The screen shot for network creation is 

depicted in figure 2. 

 
Fig. 2: Network Creation and routing 

 

B. Cluster Formation in sensor network: 

The sensor nodes are divided into clusters using LEACH algorithm.In Setup phase clusters are organized. 

In Steady State phase packets are transmitting from CHs to the sink. The nodes colored in red,cyan,blue,green 

reveals the respective clusters that are formed after periodic rounds as shown in figure 3.The trace file is 

generated automatically after exchanging the distance and energy information. 

 

 
Fig. 3: Cluster Formation 

 

C. Sinkhole Attack Model: 

In attacker model 1,eavesdropper node 1 launches sink hole attack .Node 2 advertises itself with highest 

Sequence number and attract all packets towards sink and start dropping all packets without modifying them as 

shown in figure 4. 

 

 
Fig. 4: Sink Hole Attack Model 
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D. Black Hole Attack Model: 

In attacker model 2 in figure 5, eavesdropper node 2 launches black hole attack .Node 11 advertises itself 

with highest Sequence number and attracts all packets towards it and start dropping all packets within a cluster 

without modifying them. 

 

 
 

Fig. 5: Black Hole Attack Model 

The Network Performance with the multiple attackers can be evaluated by running Perl Script cat out.tr | 

analyze. perl in  terminal .The Packet delivery ratio is very low thereby degrades the network performance. 

 

 
 

E. Trust Computation among nodes: 

Each node has to find the Direct Trust Degree of its neighbour nodes and feedback trust from its CH. Those 

trust degrees are calculated by number successful(delay<1.0 sec) and unsuccessful interactions(delay>1.0 sec). 

If the DTD and feedback Trust are above the threshold limit, the threshold is set is as between 5-10.If the trust 

values exists between 5 to 10 then only the cluster member have to make decision and transfer the data via 

adjacent node. If the malicious node having higher trust value need to participate in the data transmission .The 

data packets are transmitted through the blackhole node and sink hole , the malicious nodes drops the data 

packets. The trace files trust.tcl is automatically generated and decision is making accordingly 

 

trust.tr: 

Trust Computation at 6.001358 : 

___Direct Trust by CH ______ 

Direct trust value of node 0 is 0.000000 

Direct trust value of node 1 is 9.95949 

Direct trust value of node 2 is -0.001000 

Direct trust value of node 3 is 0.000000 

___Indirect Trust by neighbours ____ 

Indirect trust value of node 0 is 0.000000 

Indirect trust value of node 1 is 6.78332 

Indirect trust value of node 2 is -0.377855 

Indirect trust value of node 3 is 0.000000 

__Final Trust____________________ 

Final Trust value of node 0 is 1.29093 

Final Trust value of node 1 is 3.33339 

Final Trust value of node 2 is 4.32768 

Final Trust value of node 3 is 1.29094 
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F.Secured path establishment by trusted nodes: 

After exchanging trust values to the Cluster Heads and Sink, the nodes are start transmitting the packets via 

trusted nodes by periodic broadcasting and overhearing the trust values of nearby nodes. Node 2 and node 11 

posses negative  trust value  and no packets are let into transmit that path. Also the nodes with trust value below 

the threshold limit are not allow to enter the communication over the period of time as shown in figure 6. 

 

 
 

Fig. 6: Establishment of Trusted path 

 

The Network Performance with the trust based mechanism can be evaluated by running Perl Script cat 

out.tr | analyze. perl in  terminal.The Packet delivery ratio is comparatively high thereby improves  the network 

performance 

 
 

V. Performance Evaluation: 

The simulation of the proposed system is done with Network Simulator 2(NS2) and the performance of the 

system is plotted using XGraph. This section presents the performance evaluation of the proposed  Light Weight 

Trust Decision Making method. The  Light weight trust management framework is compared  with the existing  

GTMS[3] technique. The Xgraph provides an analysis for finding the overall performance of the system.The 

performance is evaluated based on the following measures. 

 Energy Consumption 

 Resilience 

 End to End Delay 

 
Table 1: Comparison Results of LDTS vs GTMS 

T 

(sec) Energy consumption Resilience End to End Delay      

 LDTS GTMS LDTS GTMS LDTS GTMS 

0 0.014 0.193 0 0 0 0 

50 0.027 0.408 0.00311 0.35437 0.0011 0.021 

60 0.034 0.433 0.053 0.786 0.0311 0.211 

70 0.042 0.504 0.0931 0.9319 0.0511 0.3279 

80 0.047 1.563 0.1 1.171 0.0711 0.333 

90 0.051 2.606 0.157 1.178 0.1 0.34331 

100 0.085 2.815 0.2 1.2854 0.157 0.37854 

110 0.095 2.937 0.25 1.421 0.25 0.721 

120 0.204 3.088 0.313 1.8765 0.313 0.965 

 

Improved Trust decision making algorithm reduced the energy consumption of few cluster heads which has 

low energy or is far away to base station by setting secondary cluster heads reasonably.The expected energy 

spent every rounds by a cluster head is given as  

𝑊𝑜 = 𝐾1 + (𝐾2 + 𝐴1𝐸[𝑑𝛼])𝐶𝑜(𝑞) 
where K1 ,K2  and  A1 are constants which depend in the number of bits in the packets, the energy used by 

the circuitry for every bit, the number of sensors, the number of heads and the size of the field. Co(q). is the 

expected number of transmissions needed to achieve a successful transmission from the cluster head .d is the 
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distance form cluster Head  to the sensor node. The Trusted sensor able to choose the alternate if the node is not 

considered as the trusted node.The Resiliency of the network is formulated as 

Resiliency=number of nodes compromised/ total number of nodes 

The performance is evaluated by plotting the various values of Fraction of additional communication 

compromised (FCC) based on capture of x nodes with respect to the number of compromised nodes imposed by 

attackers on the network. The average end-to-end delay is the average of delays for all received data packets 

from the sources to destinations.  

End to End delay = end_time - start_time 

The packets are transmitted from source node to destination node via cluster heads To evaluate the 

communication overhead, assume that in which every CM wants to communicate with every other CM in the 

cluster, and every CH wants to communicate with the rest of the CHs in the network. At the same time, each CH 

needs to collect feedback reports from its CMs, and the sink has to collect feedback reports from its CHs.End to 

End delay of LDTS with respect to different time intervals is plotted by using values shown in table 1. 

The graphs (7a,7b,7c)are plotted in X Graph by taking time in X axis and number of packets Y axis using 

table 1.The results obtained shows the Loss Percentage of proposed LDTS is lower by increase in time when 

compared with GTMS. 

  

 
Fig. 7a: Energy Consumption 

 

 
Fig. 7b: Resilience 
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Fig. 7c: End to End Delay 

 

From the analysis of Figure 7(a),7(b),7(c) , it is evident  that in the whole running of the network, the 

energy consumption of LDTS  is much lower than that of GTMS with LEACH Protocol at the same round of 

simulation. And also with  increase in compromised nodes, the Compromised Communication in LDTS  is 

much lower than that of GTMS.The End to End delay produced by LDTS is comparatively less when compared 

to GTMS.Thus the proposed system enhances less dependability ,energy loss, delay, and more PDR, resilience 

when compared to existing trust management system. 

 

Conclusion: 

Wireless Sensor Networks are vulnerable to a wide set of routing-related attacks. To defend against these 

attacks, the nodes monitor the behaviour of their neighbours and calculate their trustworthiness which is then 

used to make trust-aware decisions. In the proposed Trust Management scheme for clustered WSNs the trust 

value is maintained among nodes, can greatly improve system efficiency while reducing the effect of malicious 

nodes. By adopting the dependability-enhanced trust evaluating approach for cooperation between CHs, the 

proposed system can effectively detect and prevent malicious, selfish, and faulty CHs. 
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