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ABSTRACT 
Background: Improved and affordable communication scenarios has led to increased usage levels of networks and in turn, 
increased attacks and risks. Hence mechanisms to counter these issues becomes a mandatory requirement for every network. 
Objective: A comprehensive evaluation of Artificial Neural Networks, Ant Colony Optimization and Particle Swarm Optimization 
to identify the best model to identify DDOS attacks. Results: ACO and ANN exhibits good results initially, however they fail when 
the network packet limits are increased, hence exhibiting low scalability levels. PSO exhibits high scalability levels and stable 
performances, hence exhibiting its suitability for DDOS attack detection. Conclusion: A comparison on ACO, PSO and ANN to 
identify their efficiency on DDOS detection was performed. Experiments were performed by increasing the input data per second 
and it was identified that PSO fares well in terms of time, accuracy and data scalability. 
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INTRODUCTION 

 

Communication age has resulted in an increase in the amount of data transferred in the network. Due to this 

scenario, obtaining information from the network (with/without monetary benefits) has become a lucrative 

ideology for web offenders. According to a Verisign report in May 2017, Q1 of 2017 exhibited a 26% increased 

peak attack size. The highest intensity attack was a multi-vector attack that exhibited 120 Gbps with 90 million 

packets per second. A trend analysis shows that the DDOS attacks have shown huge increases in the intensity 

levels since Q1 of 2016. Since these attacks are mostly targeted towards ecommerce websites, financial losses 

associated with them are huge [1].A famous DDOS attack that broke down the entire SUN grid in March 2006 

[2]. This attack brought down the entire grid forcing the change in login procedure was witnessed in history. 

Several counter measures for DDoS attacks have been proposed in literature, however, due to the varied 

nature of the attacks, the detection mechanism becomes complicated. A vector match and merge algorithm was 

proposed by Laskar et al. in [3]. This technique concentrates on building dynamic signatures and performing 

DDOS detection in real-time. A neural network based DDoS attack detection system was proposed by Cui et al. 

in [4]. This technique proposes four modules, while the major functionality of detecting the DDoS patterns is 

performed by artificial neural networks. An online DDoS detection and mitigation framework was proposed by 
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Gulisano et al. in [5]. The STONE framework developed in [5] is a real-time stream processing engine that can 

effectively differentiate between legitimate and malicious data. A packet filtering mechanism ScoreForCore 

designed for defence against DDoS attacks was proposed by Kalkan et al. in [6]. This is a statistical model 

operating on data properties and frequencies to provide effective detection rates. A discriminative approach that 

detects DDoS attacks from flash events was proposed by Sachdeva et al. in [7]. This is an entropy based 

approach concentrating on improving the prediction accuracy. The major downsides of these approaches is that 

it uses a single fine-tuned model, hence cannot effectively handle multi-vector attacks.  

 

1. Network Attacks: A Study: 

Several attack scenarios have been witnessed and the current section describes the broad categories of 

network-based attacks, their pros and cons and methods proposed to counter or identify these attacks. 

 

1.1. Eavesdropping: 

Most packets originating from the nodes mostly travel in unsecure links or as clear data.  These packets 

make easy targets for the eavesdroppers. The adversaries have a huge possibility of listening to the packets, 

reading them and even modifying them. Though it is impossible to convert all links to secure links, it is much 

more efficient to encrypt the packets using appropriate cryptographic methods, to make them secure. Hence it 

can be concluded that it is impossible to eliminate eavesdropping. Though packet loss can prove to be a 

symptom for eavesdropping, passive listening to network traffic cannot be identified. Hence encryption becomes 

the only alternative. The better the encryption, the better security it provides. 

 

1.2. Spoofing/ Phishing: 

Spoofing is another major threat that is used by adversaries. Most networks use the IP address of a system 

to identify a valid node. Spoofing refers to an adverse node posing itself as a legitimate node by projecting a 

fake valid IP as its own IP address. After gaining access to a network, the attacker can conduct other types of 

attacks such as password breaking, phishing, man-in-the middle, sniffing, eavesdropping etc. 

This type of attack is a specialty and hence requires specially designed applications to monitor for 

duplications in the networks. These types of attacks are more common in sensor networks, or ad-hoc networks, 

where direct monitoring is not possible and consistency in network cannot be guaranteed. 

 

1.3. Botnets: 

Botnet is a type of a bot/ agent, running in a network. These, when created with malicious intensions, can 

be fatal to a network. They also have the ability to interact with other similar bots, hence can group together to 

create a network of nodes, that can be used for several malicious intentions such as, DOS attacks, spoofing, 

phishing or eavesdropping. 

 

1.4. DDOS: 

DDOS (Distributed Denial Of Services) is a type of attack that is done on a collaborative manner, to bring 

down a huge server by drowning it with requests. Due to the huge number of requests, legitimate traffic tends to 

get blocked, hence services are denied to legitimate users and ultimately, the server crashes due to heavy traffic.  

The attack power of a DDOS attack is determined by the number of attack sources involved in the attack [8]. 

Three major branches in this area includes, attack detection [9], [10], and [11] attack filtering [12], [13], 

[14], [15], [16], and [17] and attack trace back [18], [19], [20]. 

Several types of networks exist; hence there are variations in the attack structure of the DDOS attacks. 

 

1.4.1.DDOS in Cloud: 

Cloudcomputing is the process of providing services to a user in the form of hardware, software and 

utilities, without burdening the user with the unnecessary hardware or software requirements. Cloud computing 

has been a boon to non technical industries, since they do not require huge investments to access a particular 

service that is being sparsely used by them. DDOS attacks in cloud has its own special implications, since 

affecting a cloud server is equivalent to affecting the customers in the first level (direct users of cloud services, 

i.e. organizations), as well as the customers in the second level (users of services provided by the organization, 

i.e. the actual end users). Traditional approaches cannot be applied in the cloud environment due to the low 

efficiency and large storages offered by cloud environments. 

Several approaches have been proposed to counter DDOS attacks in Cloud environments.  PacketScore [12] 

calculates the value scores for packets using Bayes’ theorem. This method has high filtering accuracy and can 

be easily deployed. The downside of this approach is that it is a costly operation, with low processing efficiency 

when it comes to real time filtering. The ALPi [13] is an improvement [12], which has high accuracy and low 

cost.  A victim initiated attack identification method is presented in [121]. It filters the incoming packets from 

the victim side and performs the attack detection process. The process is performed in two phases. The first 
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phase is performed during the normal profile, and the next, during the attack phase. This helps determine the 

legitimacy of the packet and if the packet should be discarded or used. A SOAP based DDOS attack detection 

framework is proposed in [20]. It works by extracting several parameters and by constructing a model for 

normal requests.  Outlier detection is performed on the data to identify DDOS attack packets. 

 

1.4.2.DDOS in Grid: 

Grid is a collection of computers in multiple locations, working together to achieve a common goal. Grid is 

a distributed system, with non-interactive workloads, involving huge data. Every node in a grid is set to perform 

different tasks; hence the breakdown of a single component is devastating in a grid environment. A DDOS 

attack in a grid will lead to a complete breakdown of the environment, since a grid is highly resource oriented.  

A five fold DDOS defense framework is proposed in [22]. It uses an information divergence scheme that detects 

the attacker packets for a fixed amount of time. The trust value plays a major role and it is altered based on the 

attack intensity. Limiting the bandwidth of the attacking IP rather than completely blocking traffic from that IP 

forms the counter-measure. Several other technologies are available, that uses address authentication, 

authorization, resource access, resource discovery and other challenges as base indicators. These are discussed 

in [23]. But one major drawback of this method is that it does not ensure availability of resources. A multi 

broker architecture for grid, that suffers from biasing problem is discussed in [24]. A three tier architecture, that 

performs effective DDOS detection is presented in [25]. 

 

1.4.3.DDOS in Network: 

Network based DDOS attacks are targeted at bringing down servers and making them unable to serve their 

user requests. Though several systems developed in the current times survive and mitigate the effects of the 

attacks, still DDOS attacks makes these systems unstable and legitimate users of the network suffer the 

consequences. A restrictive approach becomes mandatory. A proactive approach that restricts the attack flows 

and provides better stability is presented in [26]. This method monitors the flows and notes significant changes 

in them. The malicious traffic is redirected to isolated zones called honeypots that acts as sinks to absorb the 

traffic. Hence the adversaries are tricked into believing that the DDOS attack is actually happening, when the 

attack is actually being thwarted. 

Application layer based DDOS attacks (AL-DDOS) is a different variety of the network based DDOS 

attacks. The complexity associated with this attack is that it is easily misled by flash crowd traffic. A scheme 

using Real-time Frequency Vector (RFV) for detection of AL-DDOS is presented in [27]. It uses a head-end 

sensor, a detection module and a traffic filter. The variationin speed is noted and this helps in filtering legitimate 

traffic from attack traffic. 

 

2. DDOS Attack DetectionFramework: 

DDOS attacks come in various patterns hence it iscomplex to identify the attacks. A framework is proposed 

here, that detects DDOS attacks effectively and also generates a load report for each of the DDOS attack 

patterns and creates a rule repository to store these attacks. These rules are then compared against the current 

traffic report to identify the attacks. 

 

2.1. Packet analysis and Load Formulation: 

Packets transmitted in the network are captured using utilities and the packet contents are cached for 

analysis.  

 
 

Fig. 1: Sample packet contents 

 

These packets are cached and the load per unit time is calculated. This is compared with the previous load 

and the variance in the loads is calculated. A threshold value thresholdmax is defined by the user depending on 

the network bandwidth and the server capacity. If the load crosses thresholdmax and has been on the raise, the 

packet examination module is triggered. This module calculates the variance of the current traffic in comparison 

with the average traffic flow in the server. If the variance observed crosses the defined limits (varmax), then the 

current traffic is redirected to the repository. The repository maintains all the data that are currently under 

scrutiny. 
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2.2. Load ReportGeneration: 

The current traffic and the preceding packets that follow the same pattern are redirected and a traffic report 

is created based on several parameters, such as the type of traffic, details about the size of the data being 

transferred, type of protocol being used, the type of request, status of the request etc. are extracted from the data 

and are compared with the rule repository. The rule repository is a collection of rules for both normal and attack 

traffic. The rules contained in the repository are automatically created by analysing the traffic flow in the 

network and categorizing them as normal or attack traffic. Rule creation is triggered only when the traffic 

crosses the threshold limits. Hence normal traffic is not analysed, which eliminates the unnecessary overhead of 

analysing the entire traffic flow. Even when an attack is triggered, by gradually increasing the traffic flow, the 

packet examination module is triggered and the packets are analysed. Hence this increases the probability of 

attack detection is increased. Though this will also lead to examination of legitimate packets, this number when 

compared to the entire payback remains meagre, hence it can be overlooked. 

 

2.3. Attack Analysis and Classification: 

The major concern of this paper is to determine the best algorithm to identify the attack vectors effectively 

in the shortest possible time. This method uses a machine learning approach (Artificial Neural Networks) and 

two evolutionary approaches (Ant Colony Optimization and Particle Swarm Optimization) to perform the 

process of attack detection. 

 

2.3.1.Artificial Neural Networks: 

Artificial Neural Networks is a machine learning based method that is used to perform predictions. The 

neural networks is initially trained using the available past data. After this phase, the neural network is said to be 

a trained network that can be used for predictions.  

 

 
Fig. 2: Structure of an Artificial Neural Network 

 

Figure 2 shows the structure of an Artificial Neural Networks. A typical Artificial Neural Networks consist 

of three layers, the input, processing and the output layers. The input layer accepts the input from the base data. 

It is mandatory for the input to be normalized for accurate predictions. The next layer is the processing layer, 

which is also called the hidden layer. This layer performs the actual computations.  A maximum of one or two 

layers can be added in a network as the processing layer. Adding more than two layers as the processing layers 

will convert the network into a deep learning system that can be used for simulating artificial intelligence rather 

than predictions. The final layer is the output layer. This layer aggregates the results and passes it back to the 

user. 

A basic network in our application is created by using ActivationLinear function for the input layer and 

ActivationTANH for the processing and output layers. The ResilientPropagation function is used to train the 

network and a maximum error of 0.3 is set as the acceptable limit. 

 

2.3.2.Ant Colony Optimization: 

Ant Colony Optimization is a probability based metaheuristic technique, proposed by Dorigo [28, 29]. The 

basic principle of this system is by using the agents called ants. The ants are provided with a communication 

mechanism, using which they share their intelligence. The parameters determining the decision making of the 

ants are the trail intensity (τij) present in that path, and the visibility associated with the ants (ηij). When an ant 

moves, it leaves a defined amount of pheromone (Δτij)that can be followed by other ants that follow it. The 

pheromones also have an evaporation rate (ρ), which determines the maximum amount of time required for the 

deposited pheromone to completely nullify its effect. A mechanism called reinforcement is incorporated such 
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that another ant can increase this pheromone when it moves through the same path. More ants will prefer taking 

the shortest path, hence due to the reinforcement the shortest paths remain, while others are vanished. 

The probability of an ant selecting a path is given by 

𝑝𝑖𝑗(𝑡) =
[𝜏𝑖𝑗(𝑡)]

𝛼
. [𝜂𝑖𝑗]

𝛽

∑ [𝜏𝑖𝑗(𝑡)]
𝛼

. [𝜂𝑖𝑗]
𝛽𝑛

𝑗=1

 

After a path is selected, its trail intensity is increased using the following equation 

τij(t + 1) = ρ. τij(t) + ∆τij(t, t + 1) 

Dorigo proposed several variants of the Ant system. The most recent variant is the 3-opt local search. This 

method uses an exploration and exploitation based method that overrides the problem of getting struck in the 

local optima. The state transition rule is as follows 

𝑆 = {
arg max{[𝜏(𝑟, 𝑢)][𝜂(𝑟, 𝑢)]𝛽}       𝑖𝑓 𝑞 ≤  𝑞0  (𝑒𝑥𝑝𝑙𝑜𝑖𝑡𝑎𝑡𝑖𝑜𝑛)

𝑃                                          𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 (𝑏𝑖𝑎𝑠𝑒𝑑 𝑒𝑥𝑝𝑙𝑜𝑟𝑎𝑡𝑖𝑜𝑛)
 

Where q is a random number distributed in [0…1], q0is a parameter (0 ≤ q0≤ 1) that determines if the 

system should be explored or if it should follow the already explored areas (exploitation) and P is the resultant 

value obtained by using the probability function defined by ACS. 

 

2.3.3.Particle Swarm Optimization: 

Particle Swarm Optimization [30, 31, 32] is a swarm based metaheuristic technique that uses the concept of 

particles moving in the search space to converge on the optimal solution. The best number of particles to be 

used for a particular problem is not defined. The particles are initially distributes in uniform distribution. Each 

particle moves on the basis of its velocity, calculated from the particle’s best solution (pbest) and the global best 

solution (gbest) found by the other particles in the search space. Velocity of the particle is determined by 

𝑉𝑖,𝑑 ← 𝜔𝑉𝑖,𝑑 + 𝜑𝑝𝑟𝑝(𝑃𝑖,𝑑 − 𝑋𝑖,𝑑) + 𝜑𝑝𝑟𝑝(𝑔𝑑 − 𝑋𝑖,𝑑)  

Where rp and rgare the random numbers, Pi,dand gdare the parameter best and the global best values, xi,dis the 

value current particle position, and the parameters ω,φpandφg are selected by the practitioner. The velocity 

determined both the speed and direction of movement of the particle. After every movement, the particles 

velocity is updated using the formula provided. This process continues till the system reaches the best solution. 

 

2.4. Attack Filtering: 

The final phase is the attack filtering phase, that analyzes the packet patterns and if found similar to the 

attack currently detected, then the packets are eliminated. 

 

RESULTS AND DISCUSSION 

 

Simulations were carried out with ACO, ANN and PSO. The parameters used for analysis were the time 

taken to complete, accuracy of results and the scalability of the algorithms with respect to the size of the data. 

Data was passed to the algorithms as 5000, 10000, 20000, 50000 and 100000 records. Since network traffic is 

under consideration, the rules for attack detection tends to get higher, hence the size of data being used also 

plays a vital role in selecting an algorithm. The process was carried out in a system with2.5 GHz Intel Core i7 

and 16 GB 1600 MHz DDR3 RAM. 

 

 
Fig. 3: Time Comparison 

5000 10000 20000 50000 100000

Time (ACO) 161859 2999999 2999999 2999999 2999999

Time (PSO) 95561 217559 448037 1310918 2835581

Time (ANN) 991 744 1166 3988 13103
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Figure 3 shows the time comparison between ACO, PSO and ANN.  ACO, due to its heavy memory 

requirements could complete the set with 5000 records only. The other data from size 10000 to 100000 have not 

been processed by ACO. Hence a very high value is inserted to show that ACO exhibits the highest time 

requirements. PSO and ANN performed well in all the five datasets. In terms of time ANN provides the best 

results. The time taken by PSO increases with respect to the size of the dataset. Hence its scalability levels 

remain low. 

 

 
 

Fig. 4: Accuracy Comparison 

 

Figure 4 shows the accuracy comparison between ACO, PSO and ANN. ACO provided 85% accuracy, but 

had to be disregarded for other datasets due to its huge memory constraints. In terms of accuracy, it can be 

observed that though ANN performed well until a dataset with 50000 records, another huge increase led to a 

steep drop in its accuracy. PSO, even though it shows some deflections, is comparatively stable towards data 

scalability. It exhibits a minimum accuracy level of 80%, which is an above average accuracy level. 

 

 
Fig. 5: Correct Vs. Incorrect Predictions- Comparison (PSO) 

 

Figures 5 and 6 show the ratio between the correct and incorrect predictions for PSO and ANN. The 

stability of PSO could be well observed, as the correctness in prediction in ANN spikes down after a threshold 

limit. 

5000 10000 20000 50000 100000

Accuracy (ACO) 85 -1 -1 -1 -1

Accuracy (PSO) 95.42647626 96.24791278 97.56677734 98.83602735 79.02897306

Accuracy (ANN) 100 100 99.98017839 99.05931122 0.003993451
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Fig. 6: Correct Vs. Incorrect Predictions- Comparison (ANN) 

 

 
Fig. 7: Correct Predictions Vs. Total Predictions (PSO) 

 

Figures 7 and 8 show the variance between the total data and correctly predicted data. It could be observed 

that the variation level of ANN exhibits huge deflections, while that of PSO exhibits lower variance when 

compared to ANN. 

 

 
Fig. 8: Correct Predictions Vs. Total Predictions (ANN) 

 

It could be observed from the results that, although ACO exhibits good performances, it fails due to its low 

scalability levels. ANN, one of the mostly used machine learning model for DDoS detection exhibits good 
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results initially, however, increase in the size of data leads to reduced performances in ANN. The performance 

reduction exhibits huge fluctuations with the initial levels, leading to low reliability levels. PSO, due to its low 

computational requirements and high scalability levels exhibits excellent performance levels even at very high 

data rates, making it suitable for real-time deployment. 

 

Conclusion: 

DDOS attacks has been in existence since the inception of the early networks, but still their impact on 

current networks is high. This paper presents a framework that can be used to identify and filter DDOS attacks. 

The major focus of this paper lies in attack analysis. Several prediction algorithms exist in literature. But not all 

algorithms will be able to incorporate the exact constraints specified by the problem in hand. Hence, we also 

perform a comparison analysis of the most valid contenders, ACO, PSO and ANN. Several DDoS detection 

models are based on ANN, however, its scalability analysis was seldom performed. Due to the high 

computational requirements, ANN exhibits low scalability levels, which is explicated in the experiments. 

Results show that ACO has problems dealing with huge amounts of data, while ANN has problems dealing with 

huge data. Hence we conclude that PSO is a valid candidate for attack analysis, as it is stable towards data 

scalability and provides improved accuracy in the prediction process. Future extensions can be based on 

extending PSO to incorporate further efficiency and faster predictions. PSO being dynamic in nature, can also 

be extended to incorporate real-time stream processing for DDoS signatures. 
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