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ABSTRACT 
BACKGROUND:Digital images are rarely used as evidence because of their lack of authentication, images can easily be modified, 
and we cannot know the source of the image for certain, watermarks comes with a solution for proving the ownership of the 
image, and detecting whether any modifications have occurred. However, the person who captured an image still can deny any 
relation to it, and biometric recognition can identify the individual based on its personal characteristics. Biometric watermark can 
help in proofing the ownership of the digital image and avoid the problem of identity denial. OBJECTIVE: This paper proposes a 
prototype software for digital cameras that loosely embeds a fingerprint watermark identity into the captured image before its 
storing in the digital camera memory. Image, where the digital camera will scan the fingerprint of the person who captured the 
image and generate a unique ID from the scanned fingerprint, creating a watermark code based on the ID and embedding it into 
the digital image. RESULTS: The proposed watermarking algorithm shows a high speed performance in hiding the biometric 
identity inside the captured image this speed helps in Appling the watermark algorithm without delaying the performance of the 
digital camera, the proposed algorithm provides high security because of its complex structure and it is based on random 
generated data. CONCLUSION: Biometric watermark can provide a solution to the problem of ownership denial, the light weight 
software can be used for digital camera verification without increasing its price. 
 
KEYWORDS: watermark; LSB; biometric; fingerprint; digital camera. 

 

INTRODUCTION 

 

With advances in digital technologies, digital cameras have become inexpensive and widely distributed. The 

wide use of the Internet has made digital image distribution faster and easier. It has become easier to make copies 

or modify images [1]. 

Therefore, image authentication is an important tool in order to protect image copyrights or incase it's used 

as criminal evidence. The most well know authentication technique is digital watermarking. For many years now, 

digital watermark was used to protect digital media and claim ownership. The watermark is embedded in the 

media in a way that cannot easily be removed or is sometimes hidden so that the user cannot recognize the 

watermark, and this watermark must be inserted at the time for capturing with the camera. However, this 

techniqueis still limited in use since most of the digital cameras or video devices in the markets still do not have 

the capability to add digital watermark [2]. 

Digital watermark is a signal the is embedded into the digital image that can be extracted and used to detect 

if any modification is accrued on the image in the mean of authentication process. The data of digital watermark 

should be merged with data of the digital image without affecting the quality of the digital image, a good 

watermark should be inseparable, can be effected by any manipulation occur on the image [3]. 

There are different types of watermarking techniques, it can be applied either in the spatial domain or the 

frequency domain. There are for types for digital watermark techniques 1) visible; 2) invisible-robust; 3) 
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invisible-fragile; 4) dual. The visible water mark is widely used as a seal stamp or mark in a visible place and can 

be easily noticed by anyone who sees the image so that the person or organization that holds the copyright of the 

image protects its ownership. The invisible watermark is embedded in the image in a way that unauthorized 

persons cannot find it or remove it, it modifies the base image pixels in a way that cannot be noticed by the 

viewer, and the watermark can be recovered by some decoding mechanism. The invisible-fragile watermark it 

inserts the watermark in the image in a way that any manipulation on the image will destroy the watermark, and 

finally the dual watermark is used visible and invisible watermark, where the invisible is inserted as backup for 

the visible watermark [4]. 

Many research was made in order to protect and  authenticate  digital image, researches involving experts 

from computer science, cryptography, signal processing, and communications, etc., all tries to find a way to 

improve the design of the digital camera in  a way that protect the captured image, to stand against different 

attacks. The problem is there is a gap between image capturing the embedding of the watermark were in most 

cases watermarks are embedded offline after the image captured using external software [5]. 

In order to verify the digital image, in the mean of identifying the person who captures the image, a link 

must be established between the image and the person who capture it. Two type of verification are existed the 

positive and negative verification, in the positive verification the persons aware that the verification process is 

accrued, while negative verification is used when it needed to verify the identity without the awareness of the 

other party this highly occur in digital forensic.  Biometric identity can serve negative verification, biometric 

identity is a human physical or behavior characteristics that can be used in order to distinguish the individuals,  

like finger impression, palm veins, face affirmation, DNA, …etc.  This paper propose the use of biometric 

identity as watermark in order to link digital image to the person who capture it [6].  

 

Previouse work: 

Many methods have been introduced to watermark digital media content for copyright protection. Most 

involve creating modifications of the hardware design, which will increase the cost of the digital camera. 

Lukac and Plataniotis proposed embedding the watermark during the colour filter array (CFA) data equation 

process to secure the image copyright in a single-sensor camera. The proposed design will put the watermark in 

the grey-scale version of the digital image. Then, after adding the watermark, the image will be converted back to 

its original colour scale, and it can be viewed and distributed easily [7]. 

The hardware design proposed by Saraju et al. is based on integrating two watermarks, both in the spatial 

domain. The design is set on a chip that can be installed in the digital camera. The two watermarks behave in 

different ways. The first watermark works via pixel-by-pixel processing, and the second one is a block-by-block 

processing algorithm. The researchers have stated that block processing needs more work to enhance the 

hardware design [8]. 

Gary L. Friedman also used a hardware design that is equipped in the digital camera to authenticate the 

digital image with watermarks taken from a stored file inside the chip. In the proposed design, each camera must 

have a unique ID that is used as private key to encrypt the digital image and is decrypted using a public key. To 

produce the digital signal, the system uses a complicated hash function. To use the digital image, the encrypted 

image file and the digital signature must be stored together [9]. 

In the previously proposed designs, the owner of the digital image can claim and prove ownership of the 

digital image. However, even with the embedding of the digital watermark, the owner can deny ownership of the 

digital image. 

The proposed software is a lightweight program that can be easily added to the system of the digital camera. 

It depends on embedding the biometric identity in the digital image, while capturing the image. This will protect 

the image from any modification and will protect its copyright, and the owner cannot deny ownership. 

 

Least Significant Bit watermarking Techniques: 

Steganography is a way to hide a secret message without the awareness of the end user. Watermarking is 

considered one technique of steganography. Watermarking algorithms use a method to insert a secret message in 

the least noticeable places of the digital image. The least significant bit (LSB) was one of the most popular 

techniques in watermarking the digital image, which uses the spatial domain to hide the message. This method 

use the LSB in each pixel to hide the data. Many others called the method image downgrading [10]. 

The LSB watermark is considered the simplest form of watermarking schemes. This method is based on 

modifying the value of the last bit in each pixel in the cover image, where, in each 8-bit pixel of the digital image, 

the last pixel value will be overwritten with one value from the secret message. This method provides a high 

capacity of using the transmission channel by using the entire cover to send the secrete message. The LSB 

technique is used in several ways. Some use a small secret message and hide it multiple times in the cover image. 

Sometimes, the owner of the digital image calculates the busiest area and hides the message in the most 

perceptible part of the digital image [11]. Figure (1) shows how the LSB method works.  
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Fig. 1: LSB watermarking scheme [8] 

 

Although embedding a watermark in the LSB is considered simple and can survive many attacks like 

cropping, compression, or addition of undesired noise, it suffers from many drawbacks. Once the method is 

known by the attacker, it can be easily attacked, and the attacker can modify the cover image without any 

difficulty. Many researchers have consider modifying the simple LSB method to make it more difficult for 

attackers to remove the watermark. One approach is using a pseudorandom number generator to select the pixel 

in which to embed the watermark. This will greatly enhance the security of the watermark because attackers are 

no longer able to predict which pixel to modify unless they are aware of the key to generate the pseudorandom 

number generator [12]. Other researchers have used the ‘pixel swap’, where they swap two pairs of pixels in the 

cover image before modifying them with the secret message, if the difference between the paired pixels is less 

than a certain threshold [13]. 

Another modification on the LSB watermarking scheme compares two bits from the cover image and the 

secret message. This bit is selected based on some random key; therefore, if the two bits are different, the bit in 

the cover image is changed to one (1), otherwise, it will be zero (0), as shown in the following example [14]. 

 

Rch.: Red Channel 

Gch. : Green Channel 

Bch.: Blue Channel 

K: Random Key 

ES: Embed Stream 

Pxl: Pixel value 

 

If the key is (01234567), and the embed stream (ES) is (011110111010), the result to embed the ES in the 

cover image is described in the following tables: 

 
Table 1: example of randomly chosen pixels values (before embedding watermark)  

 
Table 2: pixels values (after embedding watermark) 

 
Generating Of Fingerprint Identity Number: 

The fingerprint is considered one of the most powerful tools in the world that is used to ensure security and 

reliable identification processes. It has been used for many years in many applications: at airports, for security 

checking in banks and voting systems, for controlling access in many online applications, and so on [15]. 
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Hence, the fingerprint is considered one of the most widely used biometric recognition features. It has been 

investigated by many researchers and has gained a lot of attention for the last few decades. Now the fingerprint 

is available with high developed systems equipped with very high quality scanners [16]. 

A fingerprint is defined as ‘the flowing pattern on the fingertip of an individual consisting of ridges and 

valleys’. Fingerprint patterns can be distinguished based on local features, which are ridge ending and ridge 

bifurcation. These features are mostly called minutiae or, in some papers, Galton characteristics. Some other 

local features can be extracted from the fingerprint image to enhance the identification system, like crossover, 

core, delta, island, and pore. The minutiae have three main characteristics, which are type, position, and angle to 

the ridge [17]. Figure (2) shows the fingerprint ridge and valley, and Figure (3) shows local features of the 

fingerprint. 

 
Fig. 2: fingerprint ridge and valley 

 
Fig. 3: local features of the fingerprint 

 

Many researchers have used the fingerprint in many applications to identify people. The fingerprint is used 

to generate a unique fingerprint identification number because numbers are more applicable and faster in the 

verification process. The researchers started by selecting the reference point. The reference point is mostly the 

core point. If the fingerprint did not have a core point, the application will select one of the minutiae to be the 

core based on mathematical calculations. To generate a unique fingerprint ID, all other minutiae will reference 

this point. Only the minutiae that are in the region of interest (ROI) will be selected, the ‘ROI is a square with 

an appropriate pixel area that is centred on the core point’. The following algorithm is used to generate the 

fingerprint ID [18]: 

Input: a list of minutia points 

Output: A unique ID 

Step 1.  Find ROI which is centered on the reference 

point, select only   minutia points that are 

within ROI. 

Step 2.  Moving clockwise if any minutia point is 

passed set a line from the minutia to the 

reference point and calculate the angle that is 

generated with this line represent the angle 

with three number digits. 

Step 3.  All the detected angles will combined 

together in one sequence depending on their 

finding priorities. This sequence is set as the 

unique ID 

Step 4.  end 

Figure (4) and Figure (5) shows process of applying the previous algorithm. 
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Fig. 4: Fingerprint ROI [15] Fig. 5: illustration of circles in ROI [15] 

 

Table (3) shows the resulted based on the extracted data 

 
Table 3: unique Fingerprint ID [18] 

 
 

Preposed Camera Prototype: 

This paper proposes a new concept of protecting a digital camera and suggests an answer to evidentiary 

problems, where it embeds a biometric ID that belongs to the person who captures an image as a watermark in 

the digital image using the suggested software program that can be added to the camera software system. This 

program will solve the authentication problem and copyright protection issues. 

The software will first generate a fingerprint ID and then use the modified LSB watermarking method, as 

shown in Figure (6). The proposed camera software captures two images: the captured seen view (CSV) and 

captured fingerprint image (CFI). The CFI passes through pre-processing operations to generate a unique 

fingerprint ID. The generated ID is passed to the watermark function and is embedded as a watermark secret 

message in the CSV using the modified LSB method. 

 

 
Fig. 6: the proposed digital camera block diagram  

 

The main modification in the LSB method is to enhance the algorithm without destroying the histogram of 

the cover image. The idea is to combine the three successful modifications described in Section III into a single 

algorithm. The following algorithm explains the steps of the modified LSB watermarked scheme. 
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Input: Cover Image, Message Stream (M), Camera_Serial 

Number (CSN), Threshold (th) 

Output: Image embedded with watermark 

Step 1.  Generate Random Sequence(R) using Pseudo 

Random Number Generator us CSN as Seed the 

Random Sequence must have digits only between 

(1..7). 

Step 2.  Select to adjust pixels (Pi) and (Pi+1) 

Step 3.  |Pi-Pi+1| < th go to step (4) else  i=i+1 and back to 

Step 2  

Step 4.  If (M(i) ==0) and (Pi>Pi+1) then: 

4.1.  swap(Pi,Pi+1) 

4.2. Compare M(i) and Pi(Bit(Ri)) if they are 

different set Pi(Bit(7)) equal (1) else make it (0) 

4.3. i=i+2 

4.4. Go to step 2 

Step 5.  If (M(i) ==1) and (Pi<Pi+1) then: 

5.1.  swap(Pi,Pi+1) 

5.2. Compare M(i) and Pi(Bit(Ri)) if they are 

different set Pi(Bit(7)) equal (1) else make it (0) 

5.3. i=i+2 

5.4. Go to step 2 

Step 6.  end 

 

The previous algorithm gives complexity and strength to the LSB algorithm and helps keep the histogram of 

the cover image unchanged.  

 

Result: 

To test the proposed system, six images from a standard image processing dataset are used. The following 

figure shows the output before and after embedding the unique fingerprint ID as a watermark. 

 

  
Before Water Marking  After Water Marking  

 (a) Lena color  

  
Before Water Marking  After Water Marking  

(b) cameraman 
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Before Water Marking  After Water Marking  

(c) jetplane 

  
Before Water Marking  After Water Marking  

(d) livingroom 

  
Before Water Marking  After Water Marking  

(e) Mandril color 

  
Before Water Marking  After Water Marking  

(f) Peppers color 

 

Fig. 7: the result before and after embedding watermark 

 

A good watermarking algorithms must ensure that the statistical measures between the original image and 

the watermarked image not changed significantly.To evaluate the performance of the proposed system, the 

mean square error (MSE) and peak signal to noise ratio (PSNR) must be calculated between the cover image 

and the watermarked image. These metrics are used to measure the quality of reconstructed image as compared 

to the original one. MSE is used to calculate differences between watermarked image and original one. PSNR, 

is a term for the ratio between the maximum possible power of a signal and the power of corrupting noise that 
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affects the fidelity of its representation the following equations can be used to calculate the MSE and PSNR 

[14]: 

𝑀𝑆𝐸 =
1

𝑚𝑛
∑ ∑ [𝐼(𝑖, 𝑗) − 𝑘(𝑖, 𝑗)]2𝑛−1

𝑗=0
𝑚−1
𝑖=0           (1) 

𝑃𝑆𝑁𝑅 = 10 ∗ (𝐿𝑜𝑔10 (
𝑀𝐴𝑋𝐼2

𝑀𝑆𝐸
))          (2) 

 

Where MAXI is the maximum possible pixel value in the image. The following table displays the result of 

the MSE and PSNR for the proposed system. 

 
Table4: evaluation of the proposed watermark method 

Image Name MSE PSNR 

Lena color 0.000081 89.02 

cameraman 0.000090 88.57 

jetplane 0.000091 88.51 

livingroom 0.000109 87.74 

Mandril color 0.000104 87.94 

Peppers color 0.000096 88.27 

 

The following result shoes the change on the MSE and PSNR on the different image size.It can be notice 

that the proposed algorithm performance is enhanced with the increasing in the image size.  

 

 
 

Fig.8: shows the response of MSE for different image size the test image was Lena color test sample 

 

 
 

Fig.9: shows the response of PSNR for different image size the test image was Lena color test sample. 

 

The following result shows the speed performance of the proposed algorithm for different image size. 

Mention that the algorithm is tested on CORE i3 Intel Processor with RAM 2G 

 
Image size Speed inSeconds 

128*128 pxl 0.0001240 
256*256 pxl 0.0001499 

512*512 pxl 0.0001561 

1024*1024 pxl 0.0001566 

 

0

0.0005

0.001

0.0015

0.002

MSE

0

50

100

128*128 pxl 256*256 pxl 512*512 pxl 1024*1024pxl
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Conclusion and future work: 

The proposed system provides a solution to the digital image authentication problem. The prototype software 

is used to embed a unique ID from the fingerprint of the person who captured the image. The ID is embedded 

using a modified LSB watermarking method. The embedded ID will be extracted later to verify the image 

integrity. The proposed system is software that can be added to the system of the digital camera without 

modifying the hardware design from the manufacturer, except for adding a fingerprint scanner instead of a 

capturing button. 

The watermarking method that is used is not only totally invisible but is also complex, and it barely affects 

the covered image. The system was tested on a standard image processing dataset and shows promising results 

with high processing speed. The proposed watermarking algorithm shows satisfying result, it's performance 

enhanced with the increasing size of the cover image. 

In the future the system can be enhanced by modifying the fingerprint recognition system to improve the 

accuracy and speed also the system can be enhanced by using the multimodal identification system  a finger and 

iris recognition to improve the authentication signature also it can be use neural network for the biometric part of 

the system. 
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