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ABSTRACT 
Demand on changing in extreme weather and climate events has lead to significant impact and challenges to the society. As a result 
of the extreme data analysis on weather data sets, expectations on information service of changing pattern on climate are growing 
terrifically. To solve this problem, requires intensive knowledge extraction on the behavior of extreme changes in climate 
anomalies. The most widely used technique to analyze huge volume of data sets is data mining technique to identify the hidden 
insight about the behavior, constraint, and pattern etc. In data mining, anomaly detection is identification of critical problem in 
every fortune of networking especially in real time data analysis. This research work proposes a novel framework for weather data 
analysis, especially for taking appropriate decision on policy of change in climate for a state. The anomaly detection process is 
performed as follows: Initially weather data sets are cleaned and further it is used for identifying the anomalies. The anomaly 
detection finds the outliers in the real valued data set to detect significant change in the climate events. The key issue in finding the 
outlier is the false positive values in the real time data sets which lead to the consequences of  unexpected pattern of results/ or 
negative results. We process a novel framework, which uses machine learning technique to predict the critical information of 
unexpected results of climate changing events for a region in the state. 

 
KEYWORDS: Weather data sets, Data mining techniques, Anomaly Detection, Machine learning technique, predictive 

analytics.  
 

INTRODUCTION 

 

Anomaly detection refers to find the unexpected hidden patterns that do not match the normal flow of 

behavior. The above unexpected patterns are referred as anomalies, outliers, discordant observations, 

peculiarities; aberration etc [4] Anomaly detection system supervises the character of the system and also flags 

the appropriate deviations from the usual activity as an anomaly [2]. The approach is based on statistical 

technique for analysis of real time data sets to detect anomalies, deviations in the data sets. They are used to find 

the attack in data sets in the network and also find the intruder activities in the system. This detection system 

usually implements signature based detection, but it is unfit to identify the new type of attacks [2]. In this 

research paper, we proposes anomaly detection along with machine learning technique that includes 

classification, clustering and neural network based algorithm to identify the deviations in the real time data sets. 

The main challenge of this work is to track the deviations in weather data sets based on the seasonal 

implications. The algorithm adopted is used to train the model for real data for obtaining the pattern in the 

climate events. Approaches of Anomaly detection are as follows, supervised approach is best for known attacks. 

Unsupervised approach is effective for known and unknown attack. Clustering approach is also used in 
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unsupervised approach [4]. The machine learning approach is a specific area of specialization in computer 

science which adapts the mining technique to automate the recognition of patterns from the specific data sets 

[10]. In this paper we had worked on predicting the anomaly in the real time rainfall data sets and to predict the 

significant signs of changing climate events for a specific region in the state.  The novel frame work proposed 

was designed to forecast the changing climate problems for a decade weather data sets. In future this work will 

be enhanced to study the impact of changing climate events in the state. 

This paper is organized as below. In the section 2, we discuss the literature review of detection system. 

Section 3 describes the intrusion detection and its type. Section 4 describes the anomaly detection technique. 

Section 5 describes the proposed framework. Section 6 describes the Result and discussion. Section 7 describes 

the conclusion and future work 

 

Literature Review: 

Anomaly detection has become an important area of intensive research for secured communication. Many 

authors have suggested various approaches for unsupervised anomaly intrusion detection with artificial neural 

networks. In a framework that combined neural network with K-means clustering for the detection of real time 

anomalies,  Seungmin Lee et al. [3] have reported that new attacks can also be detected in an intelligent way. 

The algorithm is reported to be dynamically adaptive with increased detection rate while keeping the false alarm 

rate to the minimum. Adebayo O et al [8] have used two machine learning techniques namely Rough Set 

(LEM2) algorithm and k-nearest neighbor (kNN) algorithm for intrusion detection. However, poor detection rate 

of these algorithms on U2R and R2L attacks has been attributed to the few representations in the training 

dataset. But the attribute values in a training data set are completely different from the attribute values of the test 

dataset for these two attack types. Ozgur Depren et al [9] have designed a model for both misuse and anomaly 

intrusion detection by employing SOM for detecting anomalies only with important but limited number of 

features. The model has been based only on normal behavioral patterns and any deviation from the normal is 

considered as an attack. Zhi-song pan et al., have reported a misuse intrusion detection model based on a hybrid 

neural network and decision tree algorithm. They have discussed the advantages of different classification 

abilities of neural networks and the C4.5 algorithm for different attacks. While neural network algorithm is 

reported to have high performance to DOS and Probe attacks, the C4.5 algorithm has been found detect R2L and 

U2R attacks more accurately. 

 

Intrusion Detection System: 

The immunity-based agents roam around the machines (nodes or routers) and verify the situation in the 

network (i.e. look for changes such as malfunctions, faults, abnormalities, misuse, deviations, intrusions, etc.). 

These agents can mutually identify each other's activities and can take appropriate actions according to the 

underlying security policies. Specifically, their activities are synchronized in a hierarchical fashion while 

sensing, communicating and generating responses. Such an agent can learn and adapt to its environment 

dynamically and can detect both known and unknown intrusions.  This research is the part of an effort to expand 

a multi-agent detection system that can simultaneously monitor networked computer's activities at dissimilar 

levels (such as user level, system level, process level and packet level) in order to decide intrusions and 

anomalies in the data sets. In addition to anomaly, false positive are the major critical problem, since most of the 

alerts are not real [13]. This intrusion detection system will give the user, better monitoring the network 

environment and provide an additional tool to make the computing systems secure. 

 

Types of Intrusion Detection System: 

1. Network Intrusion System: 

An intrusion detection system is used to enhance the security of networks by inspecting all inbound and 

outbound network activities and by classifying suspicious patterns as possible intrusions [2]. Nowadays 

researchers focus on applying outlier detection techniques for anomaly detection because of its promising results 

in classifying true attacks and in reducing false alarm rate [10].  

 

2. Host Based Intrusion System: 

This system also audit the information includes identification and authentication mechanism [2] . It is used 

to find the way of intrusion. This system is used to monitor the behavior of network packets and also traffic in 

host [10]. 

 

3. Hybrid Intrusion System: 

In this system, it provides a option to manage both Network Intrusion system and Host based Intrusion 

system using Central Intrusion Detection system[10]. 
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Categories of Intrusion Detection System: 

Misuse Detection based IDS: 

It is the most commonly used technique in modern world [10]. The terminology of this technique is to find 

the known attack pattern. After collecting the pattern and implement those in to identify various attack. But it 

exploit system weakness and attack software applications [2]. 

 

1. Signature based approach: 

This method is popularly used in Intrusion detection system. This terminology is depending upon the 

creation of signature [3]. Signature creation is on the basis of associated traffic pattern code. It is used to detect 

malicious traffic but unfit for new type of attack [10]. 

 

2. Anomaly based Intrusion Detection: 

It is used to detect the abnormal behavior. This technique is based on the profile of normal behavior. It is 

purely depend on the precaution distinguish between abnormal and normal activities [10]. 

 

Anomaly Detection System: 

The background of this system to find the pattern of data and conformed to expected behavior [5]. The 

patterns are called as anomalies, outliers, exceptions, surprises etc in different domain. 

 

Types of Anomaly: 

1. Point Anomalies: 

The concept of this anomaly is  to find the anomalous of individual data sets for a specific area. 

 

2. Contextual Anomalies: 

This category is called as conditional anomaly for data instance. This is depend on two types of attributes is 

responsible for data instance. They are Contextual attributes and Behavioral attributes. 

 

3. Collective Anomalies: 

It is a collection of data instance found as anomalous to entire data set. The occurrence of collection is 

anomalous themselves. It occurs only in relative dataset. In case the occurrence of Contextual anomalies depend 

on the feature of context attributes in the data [4]. 

 

Techniques of anomaly detection” 

1. Supervised anomaly detection: 

Supervised algorithms, whose performances highly depend on attack-free training data. However, this kind of 

working out data is difficult to obtain in real world network environment. Moreover, with changing network 

environment or services, patterns of normal traffic will be changed. This leads to high false positive rate of 

supervised ANIDSs. Anomaly detection can detect novel attacks to increase the detection rate. Compared to 

supervised approaches, unsupervised approach breaks the dependency on attack-free training datasets. 

 

2. Unsupervised anomaly detection: 

Unsupervised approach have high false positive rate over supervised approach. Using unsupervised anomaly 

detection techniques, however, the system can be trained with unlabeled data and is capable of detecting previously 

unseen attacks. The performance of unsupervised anomaly detection approaches achieve higher detection rate over 

supervised approach. 

 

3. Semi-Supervised anomaly detection: 

Semi-supervised, depends on training data instances for the normal class. They do not require label for the 

anomaly class is widely accessible than supervised technique. The approach is to create a model for the class to 

normal character to in the anomalies in datasets. 

 

Anomaly detection using Machine Learning Technique: 

Machine learning is a stream of artificial intelligence is a scientific discipline which deals with the design and 

development of algorithms that provide the computer access to evolve characteristics based on heterogeneous data 

from databases [13]. The Main initiative of the research finding is to provide a way to automate the system to 

identify the difficult pattern and make fine solution depends upon the data. It is related to statistics, probability 

theory, control and theoretical computer science [4].The impact of this algorithm to produce the generalize 

experience. And also incur to provide the details regarding performance bounds, computational learning theorists 

and also the complexity time and feasibility of study [13].Clustering is a technique used to find the data element to 

relevant group without proper understanding of the peer definitions [4]. 
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Proposed Framework: 

This research paper focuses on to detect anomalous outlier in the weather data sets for rainfall system in a 

particular region. The primary goal of this is to find the critical information of changing climate events for a 

particular region in the state. 

 

 
Fig. 1: Proposed framework 

 

In the fig 1.0, the designed framework was able to identify the false positive values in the weather data sets 

and find the significant change in climate events due to seasonal variations for many years. The identified 

results imparts the extreme variability of weather conditions of rainfall events within the state and also to predict 

the false alarms on climate events leads to disagreement in policy decision within the state and also to take 

preventive measures for agricultural community.  In this above framework rainfall data sets are collected from 

database and pushed into cleansing process. Anomaly detection is applied to the cleansed data. Classification is 

performed to segregate as positive values and false positive values. If false positive values are detected it moves 

onto the filtering process then finally it moves onto to the framework for predictive analytics. If no attacks are 

found, simply data are transferred to the framework. In the final stage, the predictive analytics is applied to find 

the future existence of data and Report is generated. 

 

Conclusion:  

The detection of outlier and false positive values provides the ultimate information about the specific problem 

especially in natural resource of identifying the changes in climate events. It provides a way to protect the 

environment from destruction and also to provide a chance to take necessary preventive measures in time. Because 

of false positive values in rainfall data sets for a specific region will result in false alert in taking policy decision 

and also creates unimaginable circumstances in future. The outlier detection also provides a chance to identify the 

future existence of the resources too and to study the impact of anomaly for changing climate events. 
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