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ABSTRACT 
During the past few years, in the area of wireless communication and networking, a new standard named the Internet of Things 
(IOT) has an important aspect.This paper aims to develop an 'Internet of Things' based device, which assists to sense and analyze 
the information, it can deliver a real time notification based on information analysis and processing without human intervention. 
Whenever the motion is detected the camera will start capturing the video and stored temporarily in the raspberry pi module. 
With the help of  internet , Raspberry Pi can connect cloud servers like email and sent videos to a cloud server when it is 
accessible. User can access the video anywhere, any time, any place through internet and get notifications through SMS. Here, 
perform  video analysis to get information about moving objects from video. 
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INTRODUCTION 

 

Internet of Things is the communication of anything with any other thing, the communication is mainly 

transferring of useable data, for example, a sensor in a room to monitor and control the temperature. 

Surveillance is the process of monitoring of the behavior and the other changing information, usually of 

people for the purpose of managing and for the protection. This can include the distance observation using 

electronic equipment or electronically transmitted information and some low-technology methods such as 

human intelligence agents and in  postal interception.This can be majorly  used by government for the purpose 

of intelligence gathering and also for the prevention of crime and to provide  the protection for the person, group 

or object, and also for the investigation of crime.In criminal organizations it is used to plan and commit crimes 

by business to gather intelligence and also by the private investigators.  

Surveillance system is opposed mainly by various activists and a civil liberties. Some laws in Liberal 

democracies restrict the domestic government and also the private use of surveillance. It can be limited 

according to the circumstances where public safety is at risk. Authoritarian government seldom have an  

domestic restrictions which is common among the all types of countries. 

Over the past years information and communication technologies have been introduced in many fields. 

However the integration of these technologies is not yet used for security purposes.The significant challenge 

facing the security in many field is the interaction between security devices and to provide them intelligence to 

control other electronic devices such as cameras, repellers,etc to enhance security in various fields[3]. For 

example, a basic CCTV camera installed in a specific area cannot be of use until recorded media is accessed and 

it also cannot process the information about what is happening at particular location. In implementation and 
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adoption of information and communication technologies, cost is also a major factor. It is not easy to achieve 

exchange of information among devices and upgrading their functionality while keeping their cost to a 

reasonable level[1].So, the natural conclusion is that the security and monitoring systems must be responsible 

for transmitting data over network, analyzing the information and notify the user with real time information of 

surroundings. 

This lack of information transmission and data analyzing has been ”solved” by integration of internet of 

things with currently available security devices in order to achieve efficient food preservation and productivity. 

The related works involves various methodologies.For object recognition, phase angle method is proposed 

by Kavita AhujA, Preeti Tuli[9] and for background subtraction[11] frame difference method is proposed by 

Suresh D S, Lavanya M P[12].In our proposed work we are using a KNN classification method[6]-[7] for the 

classification.Some of the linear and non-linear filtering techniques can be proposed by Ruchika 

Chandel,Gaurav Gupta[5],non-linear filter such as median filter is used for the removal of noise in an image and 

a linear filter such as Gaussian blur is proposed for practical purposes. 

Using non-parametric estimation technique[2],model the dynamic information in an unstable background,if 

its reference model is different from the dynamic information,the pixel is detected as a foreground.In location 

based authentication[10]system require the information from various devices because the information is 

changing according to the device location.For video object segmentation Jiong Yang, Brian Price, XiaohuiShen, 

Zhe Lin and Junsong Yuan[4]have propose a efficient technique called Markov Random Field (MRF). 

For developing an intelligent security device based on IOT, Machine to Machine (M2M) framework, sensor 

network and database management are the foundations. The fields like data analytics and pattern matching also 

influences security devices. 

 

Applications Of Iot: 

A. Environment monitoring: 

Utilization of wireless identifiable devices and other IOT technologies present in green applications and 

environmental conservation are one of the market segments in the future.There will be an increased usage of 

wireless identifiable devices in environmentally friendly programs worldwide. 

 

B. Wearables: 

Wearable devices which are added with sensors and software which collect data and information about the 

users.These information is pre-processed to extract the essential insights about the user. 

 

C. Healthcare: 

The concept of connected healthcare system and a smart medical devices has enormous potential is not just 

for companies, but also for the well-being of the people in general. 

 

D. Smart Cities: 

Smart surveillance,smarter energy management systems and environmental monitoring are the examples of 

internet of things applications for smart cities. Smart cities are one of the real solutions for the troubles that  the 

people usually face due to population outburst, pollution, poor infrastructure and shortage of energy supplies. 

 

E. Agriculture:  

With the IOT the farmer can able to deliver the crops easily to the consumers in a small region as well as to 

the shops present in a wider area.The supply chain which is mainly in the hand of large companies will changed 

to be direct and there is a shorter chain between the consumer and a producer. 

 

Problem Scenario: 

Surveillance records are under security threat, when the surveillance system is seized or damaged by the 

intruders. 

It is a continuous process and also needs very careful observation by a human. It leads to wastage of time 

and man power. In private areas, most camera footage can be used for “post-incident” investigations.Security 

systems which are being used now days are not smart enough to provide real time notification after sensing the 

problem.Our proposed work focuses on analyzing past incidents,with added a functionality of anticipating the 

outcome through various image processing techniques. 

 

A.  Methodologies and Techniques Involved: 

 

1) Raspberry Pi 2 Model B: 

Raspberry pi is an hardware used in our process.Using this we can able to sense and analyse the information 

and transmit the abnormality information to the user 
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Importing: 

The code “import” in python is used to introduce packages to develop program. Because packages can be 

huge can store them in a separate location and use the import code to minimize the amount of code on current 

project.  

importRPi.GPIO as gpio 

import time  

 

2) Remote Communication Using Ethernet: 

 With the help of Internet, Raspberry Pi can connect cloud servers like email.it can be accessed by the user 

at anytime,anywhere. 

 

3) GSM board:  

Global System for Mobile Communications (GSM) it is a cellular network.Macro,micro,pico, femto,and 

umbrella cells are the five different cell sizes in GSM. 

In this process the Raspberry pi is connected to the GSM board via UART cable (or) TTL format.When the 

motion is detected this GSM will be sent the SMS to the receiver mobile phone via Raspberry pi. 

Here,it focuses on analyzing past incidents,with added a functionality of anticipating the outcome through 

various image processing techniques. 

 

B. Video processing methods: 

This session explains various methods involved in analysis, 

 

1) Preprocessing: 

a) Frame Conversion: 

The video plays a major role in our present environment. It consists of certain number of frames those 

frames will form the group of shots and it will produce the scenes, the combination of these different scenes will 

form the video.   

In order to analyze any video, first need to study the characteristics of the frames and to analyze the 

properties of the video this is done by the video to frame conversion using MATLAB.  

 

b) Resize: 

This is one of the process which involves in preprocessing. Here,convert image resolution into optimum 

size to process and produce the outcome in an efficient way. 

 

c) Filtering: 

Filtering is the process used for the removal of unwanted noise in an video.Gaussian filter is the one of the 

method used for the removal of noise and blur in an image.According to the Gaussian function the weights are 

computed[8].The pixel near the edge has a higher significance which reduces the edge blurring.It perform the 

same in all direction so,it is computationally efficient and rotationally symmetric. 

 

2) Feature Extraction: 

The data which is assumed to be large is transformed into small set of features to complete the task in an 

quick and efficient manner. 

The method which is mostly used for feature extraction is an local binary pattern. 

 

a) Local Binary Pattern: 

It is an operator which describes a pixel surrounding by using the bit code generated by the binary 

derivatives of a pixel. 

 

Working Principle: 

Divide the examined frames in to cells.Each pixel of the cell is compared with the pixel of its 

neighbor.Generate 0 if the center value of a pixel is greater than the neighbor.Generate 1 if the center value of 

the pixel  is lesser than the neighbor. 

Result is an 8-bit binary number which is converted into decimal for our convenience. 

 

3) Classification: 

There are two approaches used for classification one is an image based approach and the other is an video 

based approach.The image based system is tends to be slower than a video based system.Proposed work 

focusing here on video based system. 
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In video based system there are using statistics like appearance,shape and movement of the object based on 

compactness and motion features such as speed and direction of the motion and also based on the recurrent 

motion measurement. 

 

a) KNN Classification: 

The K-NN(k-nearest neighbor algorithm)is a method used for classification of the objects.It classifies data 

sets based on their similarity with neighbor.The object is assigned to the class which is most common among its 

K(positive integer)nearest neighbors and it is typically small.If K=1,then assign object simply to the class of its 

most nearest neighbor. 

Each pixel value of data with in the data set has a exact class label,Class={c1,…cn}. 

By analyzing the distance matrix k-closest neighbors are found. 

Analyze the K-closest data points to determine the class label which most common in the set. 

The class label which is most common is assigned to the data point that is being analyzed. 

 

Experimental Setup: 

The Fig.1 shows the setup of the proposed system.With the help of Ethernet, Raspberry Pi can connect 

cloud servers like email.The smart camera captures pictures and uploads them to cloud server. Once the account 

is created to the cloud server, the authenticated user can check the pictures in the cloud, after getting the short 

message service (SMS). 

 

 
 

Fig. 1: Experimental setup for a proposed system 

• The network capabilities of the smart camera are exploited for uploading video into cloud and to notify 

user through SMS.  

• Thus the data is safe in a remote location though surveillance system is damaged or seized by the 

intruders.  

• User can access the images anywhere, anytime, anyplace through internet. 

Some of the biggest cloud computing services are Web-based e-mail.Cloud computing can be seen as the 

technological evolution of server-based computing. Using a cloud computing e-mail solution allows the 

mechanics of hosting an e-mail server and maintaining it to be taken out of hands.   

It also means that your e-mail is accessible from anywhere. The emails are one of the most popular ways 

used by the people to communicate today and the service is evolving constantly to become faster and more 

reliable. E-mail clients are popular way to check e-mail. Cloud computing enables webmail clients to use cloud 

storage and give the opportunity to check emails from any place in the world.   

 

Conclusion: 

Motion detection is the process of detecting a change in the position of an object relative to its 

surroundings.Here, raspberry pi 2 module is attached with a dual camera and a GSM board. 

With the help of camera we can detect motion and if any unauthorized person is detected the camera should 

record a video and the recorded video store locally,with the help of internet it can be automatically send through 

email.The SMS alert is send to the user to the registered mobile number and time of motion should be displayed 

on webpage.Here,perform an analysis to avoid the noise present in the video and improve the efficiency by 

using various image processing techniques.  

 

 

 

https://en.wikipedia.org/wiki/Motion_%28physics%29
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Future Enhancement: 

The future  Plan involves speed up the processing rate and the analysis of detected object.Future research 

focuses on including other video features such as edges,color and texture.In Futher,try to have a algorithm with 

classifier to classify the object status and their characteristics. 
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