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ABSTRACT 
A lot of information is enclosed in the two dimensional representation of the pixel values, to represent a digital image. Digital 
images are used widely for communication due to the restricted structure that which contains mammoth information. As the 
tradition of using the image and video files for communication has increased a lot now-a-days, the vulnerabilities against them are 
also in the peak. Digital Image Forensics is a flourishing field as the vulnerabilities and chances of the image files getting tampered 
is at a greater prime extent. In this paper, a refined method for testing the authenticity of media files is proposed. An enhanced 
pixel based detection method is proposed and this method works at its best for the image files and short range video files. Also, to 
face the challenge of tampering, they have to be prevented from getting tampered and therefore to ensure this, Constrictive-
Dissemble algorithm is proposed such that the images that are being communicated over the network are tamper proof. 
Implementation of this algorithm indicates that the images tested are tamper proof, post implementation of this algorithm. The 
performance is also measured in terms of Precision, Recall and F-Measure values with respect to the image that is given as the 
input. 
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INTRODUCTION 

 

Communication can be done through many ways like the usage of texts, audio files but means of 

communication using images is very effective and is not dependent on any factor. Any individual can 

understand the information that is carried by the image, irrespective of the languages known by the individual. 

Images and videos act as powerful evidence and they are really a significantly probationary object. On the other 

hand, many image and video editing software are hailing for manipulating and thereby restricting the exposure 

to the external world. Image and video editing tools are frequently used to improve their quality for better 

viewing experience. This has also caused cropping up of much illegal software for intentionally tampering the 

images for personal benefits.   
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Fig. 1: Digital Image Forensics 

 

Though the process for enhancing the quality of the digital images and videos are being concentrated from 

the time of its acquisition process and till the attainment stage, many illegal manipulations are also consequently 

introduced. Thus, it has become a challenge to retain the truthfulness of the images even if it moves across many 

intruders and intermediates [12]. This show ends up in enforcing the need to prevent the images and videos from 

getting tampered. So, Constrictive-Dissemble (CD) algorithm is proposed, that act both as a compression 

technique and at the same time, it struggles to retain these files to be tamper proof. 

To detect the tampering in the image and video files, various methods have been proposed as in [8]-[9], 

[13]-[14]. This paper is about one such method that is used to detect the tampered regions using enhanced pixel 

based tamper detection algorithm.  

The sections of this paper are organized as follows: Section II is about the related works that discusses the 

state of the art scenario. The work proposed is discussed in Section III. Section IV is about the experimental 

setup and the results. And concluded in the Section V. Scope of this is presented in Section VI. 

 

Related Works: 

Anil Dada Warbhe et al., have proposed method that is capable of achieving to a great extent of proving the 

authenticity and integrity of the captured digital images. It is very useful to find affine transformations and in 

particular it can detect the tampering done based on rotation and scaling. Detection of copy-paste tampering is 

best done by this method, as it employs NCC (Normalized Cross Correlation) [3] tool for matching the features. 

The image is divided into overlapping blocks. The experimental set up is done on CoMoFoD (Copy Move 

Forgery Detection) as in [5] and [11], which consists of 260 forged images. The algorithm is implemented using 

the Matlab and the detection of forged regions is done. 

Guangqi Liu et al., [2] have proposed an explicit method for proving the authenticity and integrity in video 

files. This method uses computation of the hash values and multiple digital watermarking. The hash values are 

generated and embedded along with the digital watermarking. The frame number in which the embedding is 

done is noted so that, during the processes that takes place in the receiver end can make use of such information 

for proving the authenticity and integrity of the received video file. Feasibility may be achieved to some extent 

by the implementation of this method. 

Guohui Li et al., [4] have proposed a method to identify the duplicated region in the digital image. It uses 

two methods, one being Singular Value Decomposition – SVD method and the other being Discrete Wavelet 

Transform - DWT method. The image to be tested is taken and DWT is applied on the whole image and 

followed by SVD process. Haar wavelet transform is used and the window size is      4 × 4 pixels.  This method 

is suitable for compressed JPEG images also. After this process, gray-scale image conversion from the color 

image is done. And thereby the forged region in the image is found out. 

Pawel Korus has proposed a method based on the maximal entropy random walk method. This method 

finds the salient regions from the   non-overlapping super pixel blocks that are obtained by dividing the image. 

Random walk [1] method is applied on it.  The region which exceeds the set threshold values are identified as 

the forged regions. The experiment is setup on the forged image dataset from the UCID dataset. It outperforms 

the traditional methods. 

Mehdi Ghorbani et al., have proposed a work to identify and locate the copy move forgeries and this is done 

by finding the duplicated regions. In this, [7] a duplicated region is used to conceal a region in original image to 

limit its rendering of information to the outside world. For this, Discrete Cosine Transformation – Quantization 

Coefficients Decomposition (DCT-QCD) method is used. This method is limited to features that are variant to 

manipulations like rescaling, compression and rotation processes. 
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Proposed Work: 

The image that is to be tested for authenticity (tampering identification) should undergo certain stages. 

First, the image is preprocessed and it is made ready for forwarding it to the next stages. Then, the feature points 

are extracted and followed by the pixel based detection method. For this, the image has to be transformed. This 

is visualized in the Figure 2 below. 

 

 
Fig. 2: Flow diagram  

 

A. Preprocessing: 

Conventional window analysis method is used to analyze the input image. This process ends up with an 

output that can be carried forward to the next step as the response map, c. This map entails the details of the 

individual authentication units’ detection scores; ci ϵ [0, 1] where the binary values represent the existence or the 

absence of the features of the image that represent the forensic characteristics in that image.  

After finding out the forensic feature in the digital image, preprocessing extends to over segmentation step. 

In this step, the Simple Linear Iterative Clustering (SLIC) algorithm is used to segment the image depending on 

the block size that which is determined by the Discrete Cosine Transformation. The user is allowed to choose 

the compactness parameter for the identified super pixels of that image. 

The parameters are of two variants. The first one being the regionSize, the supposed size of the super pixel 

regions, and the second parameter is the spatial regularization strength. regionSize parameter is helpful in 

dividing the image into grids and then trade-off is set up by the spatial regularization process.  

 

B. Block Feature Extraction: 

This process is helpful in identifying the similarity that is exposed by the various extracted features of all 

the other blocked regions as in [10]. For identifying the similarity, Scale Invariant Feature Transform is used. 

The image derivatives are calculated and this reveals the color change values and if gray scale values are 

present. This then indicates the information that is concealed in that image. These values are arranged in matrix, 

and dilate a particularly chosen region. The dilated regions are then compared and those with the lowest values 

are aggregated. Then, remove the values with minimum significance as they may not render any useful 

information. The points that result from this process are stored as the HRLpoints. These points are used to 

uncover the main orientation points.  
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C. Saliency Detection: 

Saliency region is the eye capturing objects in the images that are visually attractive and the identification 

of the salient regions help in finding out the tampered regions without many difficulties.  The distance between 

the average of the pixel’s feature vector and the same with respect to the pixels in the neighborhood region is 

calculated to determine the salient regions [1].  A feature map is generated with the help of the results obtained 

from this process. 

A threshold value is set to filter out the tampered regions, i.e. the values which are within the set threshold 

values are the pristine regions of the image that is tested; and those which exceeds the established threshold 

values are considered as the tampered regions. For visually easy representation, the result of this process is 

visualized as gray scale image and it may enclose some salt – pepper noise as in [6]. The merged region 

representation helps in refining the salt – pepper noise and also it aggregates the identified salient regions of the 

image. 

 

D. Pixel based detection: 

The gray scale converted image and in which the salient regions are identified are taken as the input for the 

pixel based detection method. At first, the image is transformed, i.e. the significant pixels in the identified 

salient regions are identified in this process as visualized in Figure 3. This helps in further improvement in the 

urge of finding the tampered region. 

 

 

 

 

 

 

 

 

 

Fig. 3: Pixel based detection 

 

Once, the significant pixels are identified, the Hue Saturation Value (HSV) parameters are identified. When 

this HSV Technique is applied on the image after finding out the significant pixels, the change or any 

discrepancy in the luminance factor of the image tested can be detected. The luminance level of an image will 

help in finding out the tampered regions in such a concept that, this factor remains a variant for different 

acquisition devices. Finally, the obtained result is visualized. If there is no tamper identified, then it is reported.  

 

E. Constrictive Dissemble Algorithm: 

As in an image, there are huge information concealed within it, based on the high correlation factor, the 

image is divided into blocks and the less significant regions are truncated. The name Constrictive Dissemble 

itself clearly quotes that it pretends to change or get modified as a result of an act made upon it. Its flow is 

shown in Figure 4. 

 

 
Fig. 4: CD Algorithm 

 

Step 1: The input image is divided into blocks with size N1× N2.  

Step 2: The significant pixels that are identified are noted down and used to truncate the less significant 

pixels. 
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Step 3: Matrix the pixel values of the image after truncation process. 

Step 4: Archive the changes, if made, done on the pixel values of the image. 

Step 5: Filter the changes made using the values that are predefined. 

Step 6: Save the image file. 

The post representation of the pixel values of the image it can be seen that there will be no changes made to 

it and it remains the same with the pristine characteristics. 

 

Experimental Setup: 

This method is applicable to image and video file formats. Forged set of images are taken from the UCID – 

Uncompressed Color Image Dataset. It contains images of spatial resolution ranging from 512 × 512 to 800 × 

800 sizes. For video files, shorter range videos are chosen and tested. The video file is tested by first extracting 

the frames and the frame which is thought to be tampered is identified and manually uploaded.  

The application of CD algorithm on images will help in the prevention of the image from getting tampered. 

This happens even with intender not being aware of the process of image security applied on the image.  

 

Conclusion: 

The process of tampering detection is done by analyzing the image on the pixel level. The image is 

preprocessed and then salient objects are identified. From the salient regions that are identified, the significant 

pixels are identified. This lays as a foundation for identifying the tampered regions. The image with the 

identified significant pixels is transformed with the help of HSV Technique. This extends its application of 

finding out the tampered region. As this technique focuses very much on the coarse level of the image, the 

detection is accurate compared to the state of art techniques. Also, the application of Constrictive Dissemble 

algorithm employs a prevention factor for the image from getting tampered. It breaks the limitation of the use of 

larger blocks of images, representation of sparse matrix adaptation since it is more concentrated on the pixel 

level technique. 

 

Future Enhancement: 

The process of finding out the tampered region can be extended for high resolution images and prevention 

of the video file formats from being tampered can be done 
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