
ADVANCES in NATURAL and APPLIED SCIENCES 
 

ISSN: 1995-0772   Published BYAENSI  Publication 
EISSN: 1998-1090             http://www.aensiweb.com/ANAS 

2017 April 11(4): pages 349-355            Open Access Journal 

ToCite ThisArticle: M. Amaresh, Sneha S Sureddy, Rashmi.K, Gayathri R, Ponsindhu. T., Mitigation of Malicious nodes 
using T-AODV in MANET. Advances in Natural and Applied Sciences. 11(4); Pages: 349-355 

 

Mitigation of Malicious nodes using T-AODV 
in MANET 

 
1M. Amaresh, 2Sneha S Sureddy, 3Rashmi.K, 4Gayathri R, 5Ponsindhu. T  
 
1Assistant Professor Dept of CSE Gitam University Karnataka, India. 
2Assistant Professor Dept of CSE Gitam University Karnataka, India. 
3Assistant Professor Dept of CSE Gitam University Karnataka, India. 
4Assistant Professor Dept of CSE Gitam University Karnataka, India. 
5Assistant Professor, Department of Commerce, KG College of Arts and Science, Coimbatore, Tamilnadu, India., 
 
Received 28 February 2017; Accepted 22 March 2017; Available online 25 April 2017 
 

Address For Correspondence: 
M. Amaresh, Assistant Professor Dept of CSE Gitam University Karnataka, India. 
E-mail: amaresh.m.1989@gmail. com 

 
Copyright © 2017 by authors and American-Eurasian Network for ScientificInformation (AENSI Publication). 
This work is licensed under the Creative Commons Attribution International License (CC BY). 
http://creativecommons.org/licenses/by/4.0/ 

 
 

 

ABSTRACT 
One of the most challenging research areas is Mobile Ad hoc Networks (MANETs), due to its ambiguous nature of insider attacks. 
To study about these insider attacks many attempts have been made in recent years. Various insider attacks are available, among 
that blackhole attack is most threatening one which drops the packets which pass through it. Proposed model uses the Ad hoc On-
Demand Distance Vector (AODV) routing protocol which uses the shortest path to transmit data from source to destination. When 
inside attacker comes within the shortest path it drops all the packet and the communication is lost. Proposed technique uses the 
trusted path instead of shortest path in AODV called T-AODV. Trust value is calculated in every node about its neighbors node. A 
detailed NS-2 implementation of innovating new trusted routing protocol  using AODV routing protocol has been carried out and a 
complete and relative analysis of AODV with Trusted AODV is accomplished. For our performance grade we use packet delivery 
ratio, throughput and packet drop ratio. Trusted AODV increases the packet delivery; our simulation-based study shows that. 

 

KEYWORDS: MANETs; Blackhole; AODV; T-AODV.  
 

INTRODUCTION 

 

A self-configuring network is a Mobile ad hoc Network (MANET). Without having a fixed network 

infrastructure MANET nodes are working co-operatively in ad hoc manner. Each and every node in a MANET 

is free to move in a random fashion and is mobile in nature. The dual behavior of each node is, it acts as both a 

router and a host this is the important attribute of MANET. MANET nodes have limited computation, 

communication and energy resources which include PDAs, cell phones, and laptops, etc. Due to the following 

factors a MANET is more vulnerable to attacks as compared to a wired network. 

 

 Complex security solutions cannot be used as Nodes have limited energy. 

 Transmission of data packets and routing is done in wireless medium, which is shared and generally 

unreliable and makes eavesdropping more likely.  

 Due to the broadcast nature of MANETs the communication is unreliable, even though the channel is 

reliable. 

 There is no central management point, which makes it challenging to assure that all nodes participating in 

the network are benign. 
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Fig. 1.1: Architecture of MANET 

 

The most damaging attacks are from the routing layer, even though attacks can be launched from all layers 

of the protocol stack. There are two types of routing attacks outsider attacks and insider attacks. The attacker 

which has no authentication information about the data and control packets is known as outsider attacks. Using 

cryptography and authentication schemes we can easily deal with outside attacks.  

Blackhole, RREQ flood, hello flood, selective forwarding, and denial of service, rushing, Sybil and 

wormhole are the most typical insider attacks on the routing layer. The inside node already has all the 

cryptographic information so in these attacks cryptography may not help directly. To overcome this 

disadvantage a good routing protocol was designed. First fully understand how the attacker can launch the attack 

in order to protect against insider attacks. How AODV can be misused and modified to work maliciously is the 

main focus of this paper. Packet efficiency and throughput are drastically degraded by Sinkhole and Blackhole 

attacks. The performance of the routing protocol are affected by Selective Forwarding and Selfish node attacks 

but not in a deadly manner 

 

2  Manet Routing Protocols Taxonomy:  

      In MANET, each and every node has the freedom to join, leave, and move around the network. This 

movement creates a dynamic environment that affects packet routing. Therefore, efficient packet routing is one 

of the most challenging problems in MANETs. The objective of routing is to guide packets through the 

communication subnet to their final destinations. As a result of working on this problem, numerous routing 

protocols have been proposed. The aim is to find the most suitable path from source to destination, with the 

ultimate goal being to establish efficient route and efficient message exchange within MANET.  

 

1   Proactive Routing Algorithm:  

      The proactive routing algorithm is the new version of the Internet Link State algorithm. The proactive 

routing algorithm maintains routing tables that contain the information and the update for each node in the 

network. In order to maintain a consistent network view, for each topological change in the network, nodes 

should propagate updates throughout the network. Proactive routing protocols share a common feature—that is, 

background routing information can be exchanged regardless of communication requests. For example, if node 

A wants to send data to node D, then node A should search in a previously prepared topology table (stored on 

node A itself) to find D. The Optimized Link State Routing (OLSR) Protocol is an example of the proactive 

routing protocol.  

 

2 Reactive Routing Algorithm:  

     The reactive routing algorithm is the new version of the Internet Link State Distance Vector algorithm. The 

reactive routing algorithm is characterized by Route discovery mechanisms and Maintenance mechanisms. 

Route discovery consists of route request and route reply, which differ from one protocol to another. The Route 

discovery mechanism is initiated when a source needs to communicate with a destination that it does not know 

how to reach. When there is a request from node A to transmit data to node D, a Route discovery process is 

begun by broadcasting to all nodes searching for node D. When D receives this message, it replies to the request 

to build the route to source A.  

 

3   Hybrid Routing Algorithm:  

     Hybrid routing algorithms combine the two previous techniques (the proactive and the reactive) in an attempt 

to bring together the advantages of the two approaches. As such, hierarchical architecture is utilized in that these 

algorithms require an addressing system wherein the proactive and the reactive routing approaches are 

implemented at different hierarchical levels. Such algorithms are designed to increase scalability by allowing the 
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nodes closest to each other to connect and form a number of groups and then assigning the group nodes different 

functionalities, both inside and outside the group, to reduce the Route discovery overhead. This is mostly 

achieved by proactively maintaining routes to nearby nodes and determining routes to far away nodes using a 

route discovery strategy.  

 

3  Related Work: 

  Manoj V, Raghavendiran N, Mohammed Aaqib M, Vijayan R, [1] have proposed a trust based routing 

protocol using threshold value, node is punished or rewarded by decreasing or increasing the trust counter. If the 

trust counter value falls below a trust threshold, the corresponding intermediate node is marked as malicious. 

And also provides link-layer security using the CBC-X mode of authentication and encryption. X. Li Z. Jia P. 

Zhang R. Zhang H. Wang, [2] have extend the ad hoc on demand distance vector (AODV) routing protocol into 

ad hoc on-demand multipath distance vector (AOMDV) routing protocol, ad hoc on-demand trusted-path 

distance vector (AOTDV), is proposed for MANETs to discover multiple loop-free paths as candidates in one 

route discovery using hop counts and trust values and provides a flexible and feasible approach to choose the 

shortest path for trust. 

 H. Xia Z. Jia L. Ju Y. Zhu, [3] have build a trust management model subjective trust evaluation and fuzzy 

logic rules prediction method and proposed a fuzzy trusted dynamic source routing (FTDSR) protocol which can 

kick out the untrustworthy nodes in order to obtain a reliable passage delivery route. Poona Gera, Kumkum 

Garg, Manoj Misra,[4]  Proposed a novel method to enhance security in data transmission and encryption phases 

and design a routing protocol based on trust, which ensures secure and undisrupted delivery of transmitted data. 

An end to end encryption technique used to self encrypts the data without the necessity of a cryptographic key. 

Manoj V, Raghavendiran N, Mohammed Aaqib M, Vijayan R, [5] addresses the security issues by incorporating 

the concept of Trust and Certification Authority to combat the misbehaving entities. Certificate Authority 

employs Fuzzy based analyzer to distinguish between trusted and malicious behavior of nodes by distributing 

the certificates only to the trusted nodes and detecting the misbehaving node.  

Xin Li, Zhiping Jia, Peng Zhang, Haiyang Wang, [6] have used weighted forwarding ratios to compute node 

trust and discount rule to compute path trust. Furthermore, adopting the trust model, it propose a reactive routing 

protocol to find multiple trusted paths in one route discovery, which meet the dependable or trust requirements 

of data packets to provides a feasible approach to choose a shortest path in all trusted paths. A. Rajaram, S. 

Palaniswami, [7] used a trust values to favor packet forwarding by maintaining a trust counter for each node. 

Sergio Marti, T.J. Giuli, Kevin Lai, and Mary Baker, [8] have proposed two techniques: watchdog that identifies 

misbehaving nodes and a path rater that helps routing protocols avoid these nodes to improve the throughput in 

an ad hoc network in the presence of malicious nodes.  

Thanigaivel G, Ashwin Kumar N, Yogesh P, [9] have proposed a protocol which ensures the trust among the 

nodes in the network and isolates the malicious node from the network by invoking a non cooperative 

movement. Charles E. Perkins Elizabeth M. Royer [10] have proposed a new routing protocol Ad hoc On 

Demand Distance Vector(AODV) quite suitable for a dynamic self starting networks and provides a loop free 

routes even when repairing broken links. Manel Guerrero Zapata, N. Asokan [11] proposed a secure ad hoc 

routing protocol to improve the security of AODV by using two mechanisms: digital signatures to authenticate 

the non mutable fields of the messages, and hash chains to secure the hop count information. 

 

      A.Rajaram and S.Palaniswami [12] have propose to develop an enhanced distributed certificate authority 

scheme to provide data integrity, thus making the network more secure from both inside and outside attacks. 

The proposed scheme makes use of Shamir’s secret sharing scheme along with a redundancy technique to 

support certificate renewal and revocation. Farag Azzedin, Ahmad Ridha, and Ali Rizvi [13] uses fuzzy logic to 

model trust in a P2P environment. Our trust model combines first-hand (direct experience) and second-hand 

(reputation) information to allow peers to represent and reason with uncertainty regarding other peers’ 

trustworthiness. Fuzzy logic can help in handling the imprecise nature and uncertainty of trust. Maha Abdelhaq, 

Sami Serhan, Raed Alsaqour and Rosilah Hassan[14] have proposed Local Intrusion Detection. In LID security 

routing mechanism, the intrusion detection is performed locally using the previous node of the attacker node 

instead of performing the intrusion detection via the source node as in Source Intrusion Detection (SID) security 

routing mechanism. 

 

4   Ad Hoc On Demand Distance Vector:  

      One of the routing protocols used for wireless ad hoc networks is Ad hoc On-Demand Distance Vector 

(AODV). As it discovers a route to a destination only when required, AODV is a reactive protocol. In AODV, a 

route request message i.e. RREQ is broadcasted,when the node  needs a connection. SourceNode get response 

from each of its neighboring node in either of the  two ways: 

 

• If the route already exists, source node receives route reply message i.e. RREP message.  
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• Source Node entry is done in the routing table of the neighboring node, hop count is incremented by 

neighboring node in the RREQ message and it rebroadcast the RREQ message to its neighbors. 

 

Destination or some intermediate node may receive the route request packet, if it is intermediate node, 

creates reverse path automatically from the destination to it. Forward pointers are setup by the RREP message 

following the reverse path for data packets to reach the destination. Source start sending the data packets 

immediately when it receives a RREP message. Source updates its routing table whenever better route to the 

destination is found. If source receives a RREP message  with less number of hops or with a higher sequence 

number then it is updated as better route. A route error message i.e., RERR message is sent to the source by the 

upstream node when a link break is occurred, if required source reinitiates route discovery procedure. 

 

 

5   Routing Attacks In Manets: 

       With the assumption in Mobile ad hoc networks that all the nodes contributing for protocol specification are 

truly cooperative, distributed routing protocols are used. As malicious node does not follow protocol 

specifications and can disrupt network operations, in its presence the assumption is not true. Routing attacks in 

MANETs has been studied with malicious AODV i.e., making AODV work with malicious nodes. Routing 

attacks in MANETs are discussed in the following section. 

 

A. Selfish Node Attack: 

The successful functions of MANET is completely dependent on the cooperation of nodes in 

communication. Selfish node participates in the routing protocol correctly but does not forward the data packets 

to the destination. The malicious node may drop all or few of the packets that are routed through that node. 

 

B. Blackhole Attack: 

Blackhole attacks can be categorized as route disruption attacks. In these attacks a malicious node sends 

wrong routing information to its neighbors and mentions that it has a shortest route to the destination. Due to 

this manipulation of the routing protocol it draws all or much of the traffic to itself. Neighbor nodes start 

sending all the packets through this malicious node. It is up to the configuration of that malicious node whether 

it drops all the packets or performs some other action. If the node drops all the packets then it becomes a 

blackhole attack. 

 

C. Selective Forwarding: 

In selective forwarding attacks, a malicious node selectively forwards messages to other nodes and drops a 

some of messages. The number of packets dropped depend on the configuration by the adversary and 

sometimes, the malicious node is configured to drop only those packets that are destined for a specific node. 

Selective forwarding attack is occurred when the attacking node is explicitly included on the route of a data 

flow. This type of attack is difficult to detect. It can degrade the performance of the routing protocol, especially 

when it is used in combination with other attacks such as wormhole and blackhole attacks. 

 

D. RREQ/Data Flood Attack: 

In proactive routing protocols, the possible routes for destination nodes are already known; this category of 

protocols does not discover routes on demand. Therefore, proactive protocols have no threat from route request 

(RREQ) flooding attack. But reactive protocols such as AODV and DSR discover the route on demand by 

sending out route request message. Due to the dependency of reactive protocols on their RREQ scheme, it is 

very easy to initiate flooding attacks. The flooding attack may be RREQ flooding or data flooding attacks. In 

RREQ flooding attack, the attackers generate many RREQ packets in unit time to unknown IP address. As the 

priority of RREQ packets is higher than data packets, the RREQ are handled first and this scenario becomes a 

honey pot for an attacker. In data flooding, the attacker first maintains the routes to the destination node and 

then frequently sends useless data packets, which engage the network and stop the processing of legitimate data 

packets. 

 

E. Hello Flood: 

To ensure the connectivity of the network Some special control messages are normally broadcasted. In 

AODV, presence of the neighbor is communicated through a broadcast control message called hello message. 

When a node receives a hello message from its neighbor, it can take one of the following two actions: 

 

 Create a new routing table entry for that neighbor.  

 Refresh old entry of the neighbor indicating that it is still active.  
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Failure to receive any hello message from a neighbor for several time intervals indicates that the neighbor is no 

longer within the transmission range, and the connectivity has been lost. 

 

F. Worm Hole Attack: 

In this attack, two nodes collude to create a tunnel with each other and modify the routing messages to 

attract all the traffic towards them. The wormhole attacker could be damaging the network performance by 

partially or completely dropping packets, modifying data packets, or launching denial of service attack by 

isolating the nodes. 

 

6   Proposed Approach:  

In proposed model trust value is calculated for each node in the neighbors node. In our trust model, every 

node maintains a value (which is called as trust value) for each of its neighbors (nodes that are within its radio 

range). This value is a measure of the level of trust it has on its neighbor. Mobile nodes are created using NS-2 

for wireless environment. Source node send route request to all of its neighbor nodes, all the neighbor nodes 

sends that packet to its neighbor nodes, likewise the route request packet will reach the destination. Destination 

node will select the shortest path to send the reply packet. After receiving route reply packet the source node 

send the message to the destination node. If there is any malicious nodes in this shortest path, packet loss may 

occur. So in NS-2 create the malicious node among the network. There are many types of attacks but the 

proposed technique concentrate on avoiding Black hole attack. In a Black hole attack the malicious node 

advertises itself as having a valid path to the destination. With this intension the attack consumes or intercepts 

the packet without any forwarding. An attacker can completely modify the packet and generate fake 

information, this cause the network traffic diverted or dropped.  

 

6.1  Trust Model: 

      In trust model, every node maintains a trust value to its neighbor nodes. This value is a measure of the level 

of trust it has on its neighbour. For scalability, proposed trust model uses only local information to calculate the 

trust value. Let Ti( j) denote the level of trust of node i on neighbour j. The values of Ti( j) range from 0 

(denoting absolutely no trust) to 1 (denoting full trust) 0 ≤ Ti( j) ≤ 1. We have taken Ti( j) to be the weighted 

average of two components  

 

Ti(j) = Ti(self )(j) +Ti(neighbour)(j)  

 

Ti(self)( j) represents the trust of node i on node j, based on node i’s observation of node j’s behaviour (e.g. 

by monitoring traffic of node j). Ti(neighbour)( j) represents the trust that neighbours of node i has on node j. 

These neighbours of node i are also neighbours of node j.  Neighbor trust is calculated as average of each nodes 

trust value on its neighbor node. 

In trust model, apart from the nodes maintaining trust values for their neighbours, the routes that are 

established also have trust values associated with them. This is needed so as to facilitate a node while 

establishing routes. It enables a node to decide whether a new route to a destination node that is showing up at 

the moment is better (has more trust value) than the existing one. The trust value of a node can be considered as 

a measure of the reliability of that node. A route is nothing but a sequence of nodes. Consequently, the 

reliability (trustworthiness) of a route depends on the reliability of all the nodes in the route. 

 

6. 2 Trust Value Estimation: 

To estimate the trust value for each node, there are three parameters defined in each neighbor of a node that 

are Sent, Send and Source list. The Send and Sent parameter stores the number of packets to be send and the 

number of packets already sent respectively. Each of them is divided into N column or slots. Each column stores  

M  number of a positive integer value, which represents number of packets to be sent or send. Once the number 

of column filled again it start from the first that is slots are accessed in a circular fashion. For these two data 

structures, also define an index CurrentSlot, which points to the slot in both parameter, which is currently being 

accessed. Sourcelist defines a list of sources of packets to be forwarded. 

Assume that node i is monitor its neighbor j. All packets that are sent or received by node j are seen by node 

i. Thus, node i maintains the data structures for node j. Node i monitor for two kinds of actions of node j. First, 

node i watches for the packets that it has sent to node j to be forwarded further. Second, node i watches for 

packets, which are sent to node j by a neighbor of node i to be forwarded by node j.  Thus, in both cases, 

whenever node i finds that node j has received a packet to be forwarded further, it increments the Send count of 

node j by one. Similarly, whenever node i finds that node j has forwarded a packet it has to forward, it increases 

the Sent count by one. If any of the Send or Sent counts exceeds the limit M, then the content of the next slot 

initialized to 0 and made the currentslot. 
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7     EXPERIMENTAL RESULTS 

 

 

 

Simulations were done using ns2.32, the underlying MAC protocol being 802.11. 15 nodes of 250 m radio 

range were randomly deployed in an area measuring 700 m × 300 m, which move using the random waypoint 

model with a pause time of 0s. Every point in the graphs is an average of the results obtained from simulating 10 

different topologies for a period of 9600 s. The traffic is of type CBR at 4 packets/s, the packet size being 64 

bytes. To obtain a fair result, all possible connections are included in the traffic. They last for a part of the 

simulation time and are repeated over the simulation period. Another reason why all possible connections are 

taken into consideration is to allow convergence within the simulation period. Although the bit sending rate is 

less for each connection, the traffic load of the whole network is not. This is because the number of traffic 

connections is very high as all possible connections from a source to destination are taken. 

 

7.1 Packet delivery ratio (PDR): 

Ratio of the total number of data packets received by the destinations to the total number of data packets 

sent. Figure 7.1  shows the results of average packet delivery ratio for the misbehaving nodes 1,2,3,4,5  scenario. 

Clearly T-AODV schemes achieve more delivery ratio than the AODV scheme since it has both reliability and 

security features. 

 

7.2 Malicious packet drop ratio (MPDR): 

Ratio of the total number of data packets dropped by the malicious nodes to the total number of data 

packets sent. 

 

7.3 Average throughput (AT): 

The total amount of data received by all nodes per second. 

 

 
Fig. 7.1: Delivery ratio vs. Attackers 

 

 
Fig. 7.2: Drop ratio vs. Attackers 

 

∑ 𝑇𝑜𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑(𝑘)
𝑁−1

𝑘=0
 

 

Ti(Self)(j)  = 

∑ 𝐹𝑜𝑟𝑤𝑎𝑟𝑑𝑒𝑑(𝑘)
𝑁−1

𝑘=0
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Fig. 7.3: Throughput vs. Attackers 

 

8  Conclusion And Future Work” 

In this study a trusted routing protocol is used. A node has the trust value for its neighbor nodes which  

creates the basic building block of trust model. The proposed trust calculation technique, which is executed by 

every node in the network independently that uses only local information thereby making it scalable. Moreover, 

other techniques which is  based on traffic monitoring requires a lot of space and time for buffering packets and 

searching for a packet match, but this approach does not require such an overhead. Simulation results illustrate 

the effectiveness of this approach. Proposed approach only considers the blackhole attack but in future work we 

can avoid neighbor attack, jellyfish attack and many attacks. 
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