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ABSTRACT 
Secure data transmission and energy efficiency is one of the most prominent issues for wireless sensor networks (WSNs). In this 
paper, we present a secure and trustable hierarchical routing (STHR) scheme based on active detection model for large scale 
WSNs. The main objective of this paper is that it evaluates the nodal trust very quickly and avoids black holes through number of 
active detection routes. The energy in non-hotspot is fully utilized by the detection routes to achieve secure data transmission and 
energy efficiency in the cluster based WSNs. Because the cluster head plays an important role, we propose a priority based cluster 
head selection algorithm in which an appropriate cluster head is selected based on the highest trust and energy. This scheme also 
prevents the cluster head to become a compromised node. The analysis shows that our approach improves data route success 
probability by avoiding potential attack and also optimize network lifetime when compared to traditional methods. 
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INTRODUCTION 

 

Wireless Sensor Networks are dynamic and can consist of various types of sensor nodes. The environment 

is heterogeneous in terms of both hardware and software. The sensor node construction focuses on reducing 

cost, increasing flexibility, providing fault tolerance. Development process and conserving energy also need to 

be considered. Wireless sensor networks have been widely applied in various applications such as smart home, 

health care, agriculture, military surveillance and forest fire monitoring. Secure data transmission from source to 

sink and minimizing energy dissipation to extend the network lifetime [3] is still a challenging issue, especially 

for large scale WSNs, because of large number of sensors, enormous amounts of data to be collected and long 

geographical distances for data delivery. 

 Security plays an important role especially when WSNs are used to collect sensitive and significant data. 

However, due to the inherent resource constrained characteristics of WSNs topology, sensor nodes are 

vulnerable to various potential attacks possible by malicious nodes to harm the network and make unreliable 

communication. Some of such kinds of attacks are Selective forwarding attack [2], Grey hole attack, Sink hole 

attack, Black hole attack, Warm hole attack, Hello flood attack etc. A black hole attack is one of the typical 

routing attacks in which a malicious node falsely advertises optimal paths (e.g. the shortest path) to the 

destination node during the route discovery process. Hindering the route discovery process or intercepting all 

data packets being sent to the destination or sink node are the intentions of the malicious nods. Therefore how to 

avoid black holes and send data securely is of great significance in the large scale WSNs. 
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Different techniques have been introduced to avoid malicious nodes and for secure data transmission such 

as intrusion detection system [12, 20], digital signature based protocol [16] and trust based systems [8, 9, 13, 19, 

22]. Although these strategies have some merits, still they are facing some challenging issues in security, energy 

efficiency and difficulty in obtaining the trust of a node. In this paper, we propose secure and trustable 

hierarchical routing based on active detection model for large scale WSNs. The mail goal of this approach is to 

provide high successful data routing and energy efficiency through cluster based multi-hop network. 

 

Related Works: 

On the basis of analyzing the various secure and trustable routing in wireless sensor networks, this section 

describes the survey of existing research work. The literature provides various schemes that significantly 

improve data route success probability and ability against black hole attack with improved network lifetime and 

also the problems dealing with that. 

Detection and separation of malicious nodes has been attempted by Ming-Yang Su [12], that selectively 

performs black hole attacks by deploying IDSs in MANETs (mobile ad hoc networks).  According to the 

amount of abnormal difference between RREQs and RREPs transmitted from the node, all IDS nodes perform 

an ABM (Anti-Black hole Mechanism), which is used to estimates the suspicious value of a node. With the 

deployment of the proposed IDSs, the total packet delivery ratio can be greatly improved. For instance by using 

9 IDS, the total packet loss rate can be successfully reduced to about 10.05% (threshold set as 5) or 13.04% 

(threshold set as 10). With 9 IDSs, the detection rate was 100%, and the false positive rate was 0% in most 

cases. However this scheme requires more IDS for better performance that leads to high cost. 

Another scheme called TARF (Trust Aware Routing Framework) was designed and implemented by 

Guoxing Zhan et al. [13], to secure multihop routing in dynamic WSNs against attackers exploiting the replay of 

routing information. TARF effectively protects WSNs from severe attacks through replaying routing 

information. Neither tight time synchronization nor known geographic information are required for this. The 

disadvantage is that the trust manager does not distinguish whether an error or attack occurs to the next hop 

node or other succeeding nodes in the route. 

Fenye Bao et al. [14] developed a hierarchical dynamic trust management protocol for cluster-based 

wireless sensor networks, considering two aspects of trustworthiness, namely, social trust and QoS trust. This 

scheme demonstrated the feasibility of dynamic hierarchical trust management and application-level trust 

optimization design concepts, by discovering the best way to form trust as well as use trust out of individual 

social and QoS trust properties at runtime to optimize application performance.  The problem of this approach is 

that if the cluster head is failed or compromised, then this approach will not work. 

A Security and energy efficient disjoint route (SEDR) scheme is proposed by Anfeng Liu et al. [15], to 

deliver sliced shares to the sink node with randomized disjoint multipath routes, by utilizing the available 

surplus energy of sensor nodes, based on the secret-sharing technique, such that the network security is 

maximized without decreasing the lifetime of WSNs. The SEDR scheme outperforms in both network security 

and lifetime under various parameters. But this scheme has both packet loss and delay due to the fading channel. 

Shiva Murthy G et al. [16] implemented an Energy efficient node-disjoint multipath routing protocol 

(EENDMRP) to increase the network lifetime. EENDMRP performs better than AOMDV protocol. There is an 

improvement of 7% in packet delivery fraction, reduction of 28.6% in end-to-end delay, reduction of 67.56% of 

normalized routing load and energy saving of 19.1%. The proposed protocol defends data tampered or altered 

routing, selective forwarding, sink hole and byzantine attacks. However EENDMRP is limited to physical data 

routing and multimedia data routing is not taken into consideration. A new metric measuring energy and QoS 

with link reliability is yet to be designed. 

M.Mohanapriya and Ilango Krishnamurthi [17] proposed a light weight solution methodology which is a 

simple acknowledgement scheme to detect gray hole nodes in MANET. In the presence of suspected nodes, here 

IDS nodes will turn into promiscuous listening resulting less energy loss, which makes this method suitable for 

the resource constrained characteristics of MANET. The problem is in the placement of IDS nodes. If the IDS 

nodes do not cover the entire network, detection and isolation of grey hole nodes may not be positive when the 

grey hole attackers are outside the range of all IDS nodes. 

An authenticated end-to-end acknowledgment based approach was implemented by Abderrahmane 

Baadache and Ali Belmehdi [18], which checks the correct forwarding of packets by intermediate nodes in 

multi-hop wireless ad hoc network, in order to struggle against black hole attack. This approach detects the 

black hole launched in simple or cooperative manner, the modification and the replay of messages. Compared to 

the 2-hop ACK [5] and the watchdog approaches, this approach has the best delivery ratio of packets and the 

highest detection ratio, but this approach is a quite resource demanding, generate communication overhead and 

not scalable. 

Jian-Ming Chang et al. [20] developed a new mechanism called Cooperative bait detection scheme (CBDS) 

for detecting malicious nodes in MANETs under gray/collaborative black hole attacks.  In this approach, the 

source node stochastically selects an adjacent node with which to cooperate, that is the address of the adjacent 
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node is used as bait destination address to bait malicious nodes to send a reply message. In terms of routing 

overhead and packet delivery ratio, CBDS outperforms the DSR, 2ACK, and BFTR schemes.  However this 

approach requires more time to detect and trace the malicious nodes.  

 

Network Model And Assumptions: 

(a) Consider a large scale WSN consisting of a fixed base station (BS) and a large number of sensor nodes, 

which are heterogeneous in functionalities and capabilities. We assume that the BS is a trusted authority and 

always reliable. Also the sensor nodes are grouped into clusters and each cluster has a cluster head which is 

elected based on priority based scheme with highest trust and energy. The sink gets location information from 

the sensors and forms the sensor field map. Then the clusters are formed based on the proximity as shown 

below. The entire sensor field is geographically divided into n clusters. 

n=5% of N   (N is the total number of sensor nodes) 

The cluster heads execute data aggregation and transmit data to the BS using multi hop communication with 

comparatively high energy.  

(b) Consider that the link level security has been established among nodes through a common 

cryptography based algorithm, because a link key is considered to be safe unless the adversary physically 

compromises either side of the link.  

(c) Also consider that the black holes are formed by compromised nodes and hinder the route discovery 

process or to intercept all data packets being sent to the destination or sink node. 

 

Overview Of The Proposed Scheme: 

The STHR scheme is composed of an active detection routing protocol and secure data transmission with 

hierarchical clustering as shown in figure 1. 

An active detection routing protocol [11] refers to a route without data packets. The purpose of this 

detection route is to convince the adversary to launch an attack so the system can identify the malicious node 

behavior and mark the black hole location. Through this detection routing, the trust of the node can be obtained 

quickly which is used to guide the data route effectively to choose nodes with highest trust to avoid malicious 

nodes or black holes. The active detection route is shown via the blue arrow in figure 1. 

 
Fig. 1: Illustration of proposed scheme 

 

 
Fig. 2: Working flow of proposed scheme 
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The secure data transmission protocol [21, 22] for hierarchical clusters is used to transmit the data between 

the cluster heads to the BS using multi-hop routing algorithms. In this protocol, priority based cluster selection 

algorithm is used to elect the cluster head using highest trust and energy. The data transmission is shown in via 

dotted black arrows in figure 1. Figure 2 shows the working flow of proposed scheme. 

 

1. Active Detection Routing Protocol: 

An active detection protocol [11] is implemented in this section. This protocol uses two packets (i.e) 

detection packet and feedback packet. The structure of the detection packet consists of six parts as shown in 

Table-1.  

 
Table 1: The structure of detection packet 

Head Type Src ϖ ω Id 

 

1. Head of the packet        2. Type of the packet   

3. Source node ID            4. Maximum detection route length  

5. Number of hop count for which acknowledgement is returned to the source   6. Packet ID 

 
Table 2: The structure of feedback packet 

Head Type Src Dest S-id Id 

                                          

The feedback packet also contains six parts as shown in Table-2.  

1. Head of the packet       2. Type of the packet     

3. Source node ID           4. Destination node  

5. Detection packet ID    6. Packet ID 

 Because nodes collect the detection route information, the feedback packet is returned back to the 

source node. Figure 3 shows the algorithm for detection route protocol. 

 

 
Fig. 3: Algorithm for Active Detection Routing Protocol 

 

2. Calculation of Nodal Trust: 

Trust of the nodes will be calculated by every node during active detection routing [11] to support black 

hole avoidance. When the node A performs a detection route for node B at time ti, if the detection data are sent 

successfully, the trust of the node from A to B will be ∆ (ti ). Otherwise, the trust will be Ʌ (ti). When taking 

into account that A has w communications with B during t, detection order by time is:  
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Then it will calculate the nodal trust as follows. First it evaluate total direction trust [11] from A to B at 

time t by using the equation  
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Where ℏ(i)ϵ[0, 1] is called as an attenuation function to weight direction trusts at different times. 

Second it calculate the recommendation trust [11] from A to C as 

      

                      R
𝐶
𝐴
 = C

𝐵
𝐴
 X C

𝐶
𝐵
 

 

Where C   is the direction trust of A to B and C  is the direction trust of B to C.  

And it merges the set of recommendation trust from A to K as  

 

                   U
𝐾
𝐴

  =  (  uni   R 𝑛𝑖 ,𝑘
𝐴

 )| uni𝑛𝑖∈𝐴𝑛
 

 
Finally it will evaluate the comprehensive trust [11] by combining recommendation trust and the direction 

trust      

     C
𝑇

𝐴,𝐵
 = 𝛿C B

A
+  1 − δ U B

A
    

  
3.  Secure Data Transmission with Hierarchical Clustering: 

This protocol is divided into two parts such as priority based cluster head selection process and multi-hop 

data routing. This protocol is used to elect the cluster head in terms of high trust with energy efficiency and 

transmit the data through cluster head using multi-hop communication. 

 

a) Priority Based Cluster Head Selection Process: 

In this section, priority based cluster head selection is proposed where the nodal trust plays a important role 

in deciding the cluster head. The implementation of clustering is never completed without a proper cluster head 

selection. The new cluster head is elected by calling the priority based cluster head selection procedure.  

This process is invoked whenever one of the cluster heads is not able to attain its responsibilities due to 

some necessary situations like, low energy or compromised by the adversary. The invocation of the selection 

procedure does not mean that all cluster head are replaced. Only the corresponding cluster members will 

participate in the selection process to elect the new cluster head. The re-election procedure is based on Cluster 

member Table (CMT) which is maintained by all the cluster head. 
 

Table 3: Cluster member table (CMT) 

NID P(X,Y) Weight Available Energy 
Trust 

value 

 

Current cluster head will record its cluster member details along with the trust values and energy level. 

Based on the trust value and energy level of the member, every node will get the priority for the next cluster 

head role. When the current cluster head leaves its role, it automatically handover its role to another node which 

has highest trust value with sufficient energy. After a new secured priority based cluster head node is elected, it 

stars to continue its process. 

The major advantage of the priority based method is: 

•  It will minimize the time taken to elect a new cluster head  

•  Cluster head role is distributed uniformly. 

• Avoid unwanted repetition of cluster head selection procedure 

 

b) Multi-hop Data Routing: 

The nodes which wants to send data to the sink, first forward the data to its cluster head. The cluster head 

then collects and aggregates the data. Finally it will send the data to the BS or sink node through another cluster 

head using multi-hop routing [21]. In large scale WSNs, multi-hop data routing is used for transmission between 

cluster heads to the BS, where direct routing is not possible due to huge distance. 

 

RESULT AND DISCUSSION 

 

This section explains the result obtained by the proposed STHR scheme, using the following simulation 

parameter. 
 

Table 4: Network Parameter 

Parameter Meaning  Value 

N Number of Nodes 100 
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X x Y Size of the network 1000x1000 

Speed Speed of the node 18m/sec 

rs Sensing Range  15m 

R Transmission Range 250m 

J Initial energy 1000J 

 

 
 

Fig. 4: Probability of successful routing as the network operates 

 

 
Fig. 5: Probability of successful routing under diff. no. of black nodes 

 

Figure 4 and 5 shows that the probability of routing in terms of network operates and different number of 

black nodes. It has been clearly understood that the packet delivery fraction of STHR scheme is much higher 

than the shortest routing, multipath routing and also trust based routing. 

 

Conclusion: 

A secure and trustable hierarchical routing for large scale WSNs has been proposed to avoid black holes 

efficiently and to transmit data securely. This scheme enables high packet delivery ratio, security, energy 

efficiency and scalability. The STHR scheme can detect trust of the nodes quickly and provide best successful 

data routing technique with energy efficiency. 

Because the long distance transmissions and multi-hop routing leads to unbalanced energy consumption, 

this scheme can be further extended by using mobile element based data collection with hierarchical clustering. 

This method can able to provide promising way to achieve a better trade-off between the energy consumption 

and the data latency. 
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