
ADVANCES in NATURAL and APPLIED SCIENCES 
 

ISSN: 1995-0772   Published BYAENSI  Publication 
EISSN: 1998-1090             http://www.aensiweb.com/ANAS 

2017 April 11(4): pages 1-6             Open Access Journal 

 

ToCite ThisArticle: D. Pauline Freeda and K. C. Prabu Shankar., Trusted CBCR scheme to enhance the Performance and 
Security in MANETS. Advances in Natural and Applied Sciences. 11(4); Pages: 1-6 

 

Trusted CBCR scheme to enhance the 
Performance and Security in MANETS 

 
1D. Pauline Freeda and 2K. C. Prabu Shankar 
 

1Assistant Professor & Head, Department of Computer Science & Engineering, St.Anne’s College of Engg. & Tech, Anna University, 
Panruti, Tamil nadu, India. 
2Assistant Professor & Head, Department of Computer Science & Engineering, Loyola Institute of Technology, Anna University, Panruti, 
Tamil nadu, India. 

 
Received 28 January 2017; Accepted 22 March 2017; Available online 4 April 2017 
 

Address For Correspondence: 
D. Pauline Freeda, Assistant Professor & Head, Department of Computer Science & Engineering, St.Anne’s College of Engg. & Tech, 
Anna University, Panruti, Tamil nadu, India. 
 

 
Copyright © 2017 by authors and American-Eurasian Network for ScientificInformation (AENSI Publication). 
This work is licensed under the Creative Commons Attribution International License (CC BY). 
http://creativecommons.org/licenses/by/4.0/ 

 
 

 
ABSTRACT 
The Mobile ad hoc networks (MANET’s) is a self organized infrastructure less networks than wired networks. The main challenge 
is to provide secure network services. Certificate revocation process provides secure network communications. The Certificate 
Authority (CA) issue certificates to all nodes. The certificates can be revoked from attackers and cut off from further network 
activities. The proposed cluster based certificate revocation with vindication capability (CCRVC) scheme can be used for quick and 
accurate certificate revocation. The falsely accused nodes are revoked to improve the reliability of the scheme. The threshold 
based mechanism is proposed to enhance the accuracy. This certificate revocation scheme is more effective and efficient to 
provide secure communications. 
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INTRODUCTION 

 

Mobile Ad Hoc Networks (MANET) is dynamic in nature consistingof cell phones, laptops, this can freely 

move in the network. MANET is used in various applications such as military, emergency communications and 

other real time applications by forward packets in limited transmission range. 

Security is an important requirement for network services. Implementing security [1], [2] is to protect 

networks against malicious nodes, the attacker can network so nodes can move freely it may join and leave the 

network. Therefore, the MANET’s having more security attacks than wired networks.The certificate 

management can be used for secure application which gives trusted public key infrastructure [3], [4]. It 

encompasses three components they are prevention, detection and revocation.CertificateRevocation[11], [12], 

[13], [14], [15], [16], [17] plays an important role in MANET’s. The misbehaved nodes certificates should be 

removed and stop to access the network immediately. 

 

Related Work: 

MANET’s is difficult to secure ad hoc networks because of limited protection, vulnerable attacks and 

dynamically changing networks. A different type of techniques has been proposed to improve network security. 

This section introduces existing approaches of certificate revocation they are voting-based mechanism and non-

voting based mechanism. 

 



2   D. Pauline Freeda and K. C. Prabu Shankar., 2017/Advances in Natural and Applied Sciences. 11(4) April 2017, Pages: 1-6 

 

1.1 Voting-Based Mechanism: 

Voting-based mechanism means revoking certificates from malicious nodes with the help of neighboring 

nodes.The new nodes are getting certificates from neighbors. The attacker node certificates can be revoked basis 

on the neighbor’s nodes votes. In URSA [14], every node performs one hop monitoring and exchanges that 

information with other neighbor nodes. When the number of negative of negative votes exceeds, the certificates 

can be revoked from accused node and it cannot participate in network activities. The main thing is the node 

cannot communicate with others without having valid certificates. If the degree, it cannot be revoked that attack 

nodes and it freely communicate with others. Another drawback is it does not address false accusation from 

attacker nodes. 

In URSA, there is no certificate authority (CA) exists in the network, instead of that each node monitor the 

behavior of its neighbor nodes. The proposed Arboit et al. [15]allows all nodes to vote together. The main 

difference from URSA is that nodes vote with variable weights in terms of reliability and trustworthiness. Based 

upon the neighbors vote the certificate can be revoked from accused node. Therefore, the accuracy can be 

improved and exchanging voting information is also high. 

 

1.2 Non-Voting Based Mechanism: 

In non-voting based mechanism, Park et al [17] proposed a cluster based certificate revocation scheme. 

Here the nodes are coordinate and form the clusters. This scheme maintains the Warning list and Black list 

which contains accuser and accused node. The certificate authority (CA) is maintaining the control messages. It 

is responsible for issuing certificates to all nodes and revoking the certificates from accusation nodes. It 

removed the falsely accused nodes from the black list by its cluster head (CH). Therefore it takes minimum time 

for certificate revocation. 

 

Cluster-Based Scheme: 

In this section introduce the proposed cluster-based revocation scheme, which can quickly revoking attacker 

nodes from neighboring node. This scheme maintains warning list and black list, in order to protect legitimate 

nodes from malicious nodes. Using cluster head, falsely accused nodes are revoked. This scheme address only 

the issue of certificate revocation not certificate distribution [5], [6]. 

 

2.1 Cluster Construction: 

To construct the topology, the cluster based [20] architecture is implemented. Here the nodes are combined 

to form a cluster. Each cluster consist cluster head (CH) with cluster members (CM). They are located in certain 

transmission range of CH. The certificate authority issues certificates to all nodes. After getting the certificate 

the nodes can join the network.The certificate authority is responsible for both distributing and managing 

certificates so the nodes can communicate with each other. The neighboring nodes often check the availability 

of the nodes using neighbor sensing protocols. It broadcast the hello message then it assumes new link is added 

to the network. If it is not received hello message in certain period of time, it assumes that node is disconnected 

from the network. 

The cluster head (CH) distributes CH Hello Packet (CHP) to neighboring nodes periodically. The CHP 

packet is reached to all cluster members (CM) within their transmission range. If new cluster member wants to 

join in that cluster means, it accepts the CHP packets from the CH. Then the CM replies to the CH by sending 

CM Hello Packet (CMP). Afterward the cluster head will accept the CMP and it will join the cluster. The CH 

and CM make ensure the communication by sending CHP and CMP. 

 

2.2 Certification Authority: 

A trusted third party is said to be certification authority, which can be used to provide the certificates for 

new node and revoking the certificates from attacker node. The CA is responsible for maintaining WL and BL, 

which are hold accusing and accused node respectively.The BL hold the accused nodes as an attacker and WL 

hold the corresponding accused node. The CA updates the two lists and it broadcast that list to the whole 

network. After that malicious nodes can be identified easily and isolate them from further network activities. 

 

Threshold–Based Mechanism: 

Conventional voting mechanisms set the threshold value K as a constant. This mechanism is mainly 

proposed to find the warned nodes are legitimate nodes or not. We have to set the constant value K. if the 

threshold value is set too big, it will take a long time to find that the warned node as a legitimate node because 

the method has to wait for more accusations to reach the verdict. If the threshold value is set too small, revoked 

malicious nodes can be released by other malicious nodes from the WL. To overcome these problems, we 

propose to determine the optimum threshold value K based on the neighboring nodes. 
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Node Classification: 

Based on their behavior, the nodes can be classified as legitimate node, malicious node and attacker node. A 

node having valid certificates and it does not launch any attacks that is said to be legitimate node and it have 

secure communications. A node not having valid certificates and it access the network with the help of any 

legitimate node then it is said to be malicious node. A node which can launch attack and disrupt network 

communications then it is attacker node.Further, the nodes can be categorized as normal node, warned node and 

revoked node.The normal node does not launch any attacks and it has high reliability, also it has the ability to 

accuse other nodes. The low reliability nodes are warned nodes that are placed in the warning list. The warning 

list contains a mixture of legitimate nodes and malicious nodes. The warned nodes cannot accuse any neighbor 

node. The accusednodes are placed in the BL that is said to be revoked nodes. 

 

4.1 Certificate Revocation: 
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Fig. 1: Certificate Revocation 

 

In certificate revocation process, three stages are implemented they are accusing, verifying and notifying to 

revoke a malicious attacker’s certificate.The nodes can be identified by neighboring nodes. The CA is 

responsible for maintaining the BL and WL and broadcast that list to all cluster members. The CM updates that 

two lists and check malicious nodes availability. It checks the local BL to match with any node. If it detects any 

detect any attacker node, its send an Accusation Packet (AP) to CA. The CAverifies the certificate validation of 

the accusing node. If it confirms then it put that node in to BL and revoked that node successfully. In between 

time, that malicious node is put in to WL. The CA updates the WL and BL and propagates that list to whole 

network.  

 

4.2 Recovering false accusation: 
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Fig. 2: Certificate Recovery 

 

Sometimes the legitimate node may address as malicious node and the CA put that node in to BL and 

disseminates to all CH and CM. The CH is responsible for detecting false accusation node against legitimate 

node and restores that node within its cluster. CH can detect attacks from CM then and revoked it. If the 

legitimate node is identified as malicious node that will be added to the BL and propagates to all nodes. The CH 

updates and detects any node as falsely accused, it send a Recovery Packet (RP) to the CA. The CA validates 

that recovery packet and restores that node in to cluster and updates the BL.  

 

Performance Evaluation: 

In this section, we discuss the simulation results using Qualnet4.0 network simulator. The purpose of our 

simulations is to improve the performance of the scheme in terms of efficiency. In particular, we simulate our 

proposed scheme to verify its efficiency in revoking attacker nodes. 

 

5.1 Simulation Setup: 

We can use many devices (mobile phones, laptops, PDA) to construct a MANET in particular area. These 

devices are randomly moved and communicate with neighboring nodes. 
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Table 1: Simulation Parameters 
Parameter Value 

Number of nodes 50-100 

Node Placement Random 

Node transmission range 250m 

Mobility model Random-Waypoint 

Node speed 1-10m/s 

Simulation time 500s 

Routing protocol AODV 

 

We simulate a MANET with 50-100 normal nodes in Qualnet4.0 simulator and use ad hoc on-demand 

distance vector (AODV) as an IP routing protocol. The node movements followed by random way-point 

mobility pattern [23], [24], in which each node moves to a randomly selected location at different velocities 

from 1 to 10m/s.The simulation parameters are shown in Table 1. The transmission range is set to be 250m. An 

attacker node periodically launches attacks every 5 seconds that can be detected by other nodes. 

 

5.2 Simulation Results: 

5.2.1 The detection performance:  

Here, we analyze the detection performance to verify the efficiency of our method. Fig. 3 shows 

comparative results of previous method versus our method. For simulation, we consider 60 normal nodes and 

malicious nodes are changes as 15,30,45,60. As numbers of malicious nodes are increases detection time varies 

between previous method and our method. The detection time is reduced fast compared with previous method. 

Also falsely accused nodes are released from WL after certificate revocation. 

 

5.2.2 Impact of mobility: 

To evaluate the detection performance of the scheme, we study the impact of mobility on the detection. Fig. 

4 shows the detection time as the node mobility changes. Here the threshold value is equal to 2 and mobility is 

set to be 1m/s, 2m/s, 5m/s, 10m/s. The results show that the detection time decreases as the node mobility 

increases.  

 

5.2.3 Security analysis: 

In the proposed scheme, a CH can recover the falsely accused node certificate from BL and revoking the 

malicious node certificate by certificate revocation process so the mobile network allowing only authenticated 

nodes and get secured. To enhance the security, threshold-based mechanism is used. Here the threshold value is 

considered as 5, 10, and 15 having constant movement in mobile network. When threshold becomes large, the 

detection time increases. Fig. 5 shows that all users having full security in mobile network.  

 

Conclusion: 

This paper focused the secure network communication in MANET’s. Certificate revocation process makes 

ensure the secure communication. The proposed CCRVC scheme can be used to revoke the malicious certificate 

and restore  

 

 
 

Fig. 3: Previous method versus our method  
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Fig. 4: Impact of mobility  

 

 
Fig. 5: Impact of security 

 

false accusation node. The revocation time is reduced by single node accusation and improving the 

accuracy by restores the falsely accused node using CH. Therefore this scheme increases the normal node in 

MANET. To enhance the accuracy threshold-based mechanism is used. 
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