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ABSTRACT 
The main objective of this project is to save power in an Automatic Teller Machine and provide an ECO friendly cardless method 

for its operation; this entire process is done through voice in multilingual commands. The existent Automatic Teller Machine is 

always in an active state so there is a loss of electrical energy, and the current transactions are done through card based on manual 

system. Consequently most of the people are not able to use their card without anyone’s help and also these cards causes 

detriment to nature. The proposed ATM machine consumes power by an automation, when a user enters into an ATM it is in an 

active  mode otherwise it is in a Sleep mode so that the power is consumed, thus the user will be able to operate their ATM without 

anyone’s help and there is no need to carry a card. Furthermore, the proposed system uses IVR technology (Interactive Voice 

command) using that a user can interact with ATM machine with a pre-recorded voice. And this system provide two levels of 

security, firstly we consider the security level at the client side by providing biometric authentication scheme along a password of 

4-digit long. Secondly we ensure a secured communication link between the client machines to the bank server using an optimized 

energy efficient AES processor. 

 

KEYWORDS:  IVR (Interactive Voice Response Technology), Multilingual, AES processor.  
 

INTRODUCTION 
 

The Automatic Teller machine is an electronic device where all the transactions are done anywhere and 
anytime (24X7). Now-a-days, when the customer inserts the ATM card in the ATM the machine will request for 
a PIN (Personal Identification number) if the PIN is correct, access will be authorized and transaction will 
continue, the customer then has to enter the amount for withdrawal, and if the customer has enough money in 
the account then the amount will be accessed. All these processes are carried out physically. ATM is active for 
all 24 hours hence the power is consumed more. By physical operations some people are not able to use their 
ATM cards by themselves they are seeking someone’s help and also their own unique cards are used by their 
family members. Then they have to carry their card every time, they can’t perform any transactions without their 
ATM cards when they are in need. These ATM cards are made up of Poly vinyl plastics which are referred to as 
poison plastic which produces toxins, during manufacture, when exposed to fire, or decomposed in landfills and 
also produce lot of health problems. Nowadays security becomes a great issue in every part of life. Passing of 
information faces massive problems due to various types of communication attack. The biometric authentication 
process adds a new dimension to security. We are currently using triple Data Encryption Standard (3DES) 
which has some drawbacks; such as, it is vulnerable to differential attacks and also slow in performance.  
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II. Technologies and Algorithms: 
2.1 AES Algorithm: 

The Rijndael algorithm referred to as the AES Algorithm, is a symmetric key block cipher that can process 
data blocks of 128 bits, using cipher keys with lengths of 128, 192, and 256 bits. AES has four stages required 
for every round except that the last round excludes the mix column phase and the first round has only key 
addition. The four stages of Rijndael algorithm (AES algorithm) are: Substitute bytes: This function uses an S-
box to perform a byte-by-byte substitution of the block. For encryption and decryption, this function is indicated 
by SubBytes () and InvSubBytes () respectively. Shift rows: This is a simple permutation. For encryption and 
decryption, this function is indicated by ShiftRows () and InvShiftRows () respectively. Mix Columns: This is a 
substitution that makes use of arithmetic over GF (28), with the irreducible polynomial m(x) = x8 + x4 + x3 + x 
+1. For encryption and decryption, this function is indicated by MixColumns () and InvMixColumns () 
respectively.Add round key: This function does a bitwise XOR operation of the current block with a portion of 
the expanded key. For both encryption and decryption this function is indicated by AddRoundKey (). For the 
AddRoundKey () stage, the inverse is achieved by XORing the same round key to the block, using the result: A 
⊕ A ⊕ B = B. 
 
2.2 Fingerprint: 

Fingerprint is a characteristic unique for each person of which contains unique identifiable piece of 
information. The uniqueness in each fingerprint is due to the peculiar genetic code of DNA in each person. 
Ridges and valleys are the parts of fingerprint that provide friction for the skin. The direction and location of 
ridges make the identification. A fingerprint in its narrow sense is an impression left by the friction ridges of a 
human finger. In a wider use of the term, fingerprints are the traces of an impression from the friction ridges of 
any part of a human. There are three types of fingerprint patterns. 
 
2.3 Proximity Sensor: 

A proximity sensor is a sensor able to detect the presence of nearby objects without any physical contact. A 
proximity sensor often emits an electromagnetic field or a beam of electromagnetic radiation (infrared for 
instance), and looks for changes in the field or return signal. There are different types of proximity sensor in that 
we are using capacitive proximity sensor.  
 
2.3.1Capacitive Proximity Sensors: 

Capacitive proximity sensors are similar to inductive proximity sensors. The main difference between the 
two types is that capacitive proximity sensors produce an electrostatic field instead of an electromagnetic field. 
Capacitive proximity switches will sense metal as well as non-metallic materials such as paper, glass, liquids, 
and cloth. Proximity sensors are generally constructed with four main elements: (1) a sensing plate and ferrite 
core assembly; (2) an oscillator (and the oscillator is not running until the object to be detected is within range.); 
(3) a convertor/trigger circuit (detector) and; (4) an output device. Capacitive sensors depend on the coupling 
between the sensing plate and earth ground. The capacitance level will vary depending on target density, 
conductivity and relative humidity. If the adjustment potentiometer is correctly set, the oscillator will be turned 
on when a target is within range. 
 
2.4 IVR Technology: 

Interactive voice response technology that allows a computer to interact with human through the use of 
some pre-recorded multilingual voice used to operate an ATM machines very effectively. 
 
III.Proposed System: 

The proposed system is to overcome those disadvantages of the current system we designed an ATM that 
saves power, eco-friendly cardless ATM machines and it also is based on multilingual interactive voice to 
interact with the system. And this paper presents security in two ways in which both the fingerprint image for 
the client side security and the AES algorithm for the secured communication in between are provided. 

Currently the ATM machine is in Hibernate mode when a user enters into an ATM  centre then the machine 
awake from a Hibernate mode to a Sleep mode. This activity is carried by a proximity sensor present on the roof 
of the door which triggers an ATM machine. When the person enters near an ATM machine the Proximity 
sensor present in the ATM senses the human activity and the machine triggers to Active mode. Otherwise the 
machine  will enter into a sleep mode or hibernate mode, in sleep mode the use of energy is upto 1-6 watts and it 
takes few seconds to awake a machine but in hibernate mode is as less as than the sleep mode. 

As soon as the ATM machine is active, then the user use fingerprint scanner for both Authentication and 
also used instead of magnetic stripe cards to access one’s individual account. Finger print based authentication is 
more secure, reliable and standard than the password based authentication. Finger-scan biometric is based on the 
distinctive characteristics of the human fingerprint. Our existing is password based whose limitation is that its 
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identification is inclusive to card and password, as well as insecurity of the communication link which has 
accessed to be hacked. This system is encrypted by the algorithm. And in this system we use interactive voice 
response technique to make the process easier, so the client can access their own account. 

 
IV. Merits: 

� When the system is active the power consumption is upto 5.52 kWh per day by using this proposed 
system we can able to save our energy upto 25%  

� By voice authentication, the security level of account is conformed 
� Less chance of radioactive pollution 
� Reduce greenhouse emission 
� Prevent disease such as asthma, birth development problem and lung cancer etc., which are caused by a 

plastic material used in ATM cards 
 
V. Figures and Tables: 
5.1 Proximity sensor: 

 
 
 
 
 
 

5.2 Workflow: 
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5.3 Performance of the Project: 

 
 

VI. Conclusion and Future Work: 
So by this we can able to create an eco-friendly environment and diseases like birth development problem, 

endocrine disruption, asthma, lung cancer etc..are reduced by this card less technology. The operations from 
welcome to exit are performed based on IVR technology. With the help of these multilingual pre-recorded 
voices, the user understands the process and interacts with the ATM machine by their well-known language. So 
each user can able to process their ATM accounts without anyone’s help.Thus we are looking for a society 
where energy is conserved and money transaction via ATM becomes smart because of its intractability. Also the 
usage of toxic poly vinyl is reduced; thereby we introduce this system completely for human welfare 
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