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ABSTRACT 
Attribute-based encryption (ABE) with outsourced decryption not only enables fine-grained sharing of encrypted data, but also 

overcomes the efficiency drawback (in terms of ciphertext size and decryption cost) of the standard ABE schemes.ABE scheme 

allows a third party (e.g., a cloud server) to transform an ABE ciphertext into a (short) El Gamal-type ciphertext so that the latter 

can be decrypted much more efficiently by the user. However the ABE scheme cannot be found by the end user. So that the end 

user could be cheated into accepting a wrong or maliciously transformed output. In this paper, we first formalize a security model 

of ABE with verifiable outsourced decryption by introducing a verification key in the output of the encryption algorithm. It is 

simple, general, and almost optimal when compared with the original outsourced ABE. It also increases the user’s and the cloud 

server’s computation costs except some nondominant operations (e.g., hash computations), expands the ciphertext size except 

adding a hash value (which is <20 byte for 80-bit security level). No unauthorised users can access the data. We show a concrete 

construction based on Green et al.’s ciphertext-policy ABE scheme with outsourced decryption, and provide a detailed 

performance evaluation to demonstrate the advantages of our approach. 

 

KEYWORDS:  Attribute based encryption, cloud computing, verification key, data sharing 
 

INTRODUCTION 
 
The concept of attribute-based encryption was first proposed in a landmark work by Amit Sahai and Brent 

Waters and later by Vipul Goyal and Omkant Pandey. It is a type of public-key encryption in which the secret 
key of a user and the ciphertext are dependent upon attributes (e.g. the country he lives, or the kind of 
subscription he has) It is possible only if the set of attributes of the user key matches the attributes of the 
ciphertext. A crucial security aspect of Attribute-Based Encryption is collusion-resistance: An adversary that 
holds multiple keys should only be able to access data if at least one individual key grants access. Recently, 
several researchers have further proposed Attribute-based encryption with multiple authorities who jointly 
generate users' private keys. Attribute-based encryption (ABE) can be used for log encryption. Instead of 
encrypting each part of a log with the keys of all recipients, it is possible to encrypt the log only with attributes 
which match recipients' attributes. This primitive can also be used for broadcast encryption in order to decrease 
the number of keys used. Data encryption using symmetric or public key cryptography is not amenable to 
scalable access control. A promising approach to address this issue is attribute-based encryption (ABE), first 
proposed by Sahai and Waters. ABE schemes can be divided into two categories: Ciphertext Policy ABE (CP-
ABE) and Key-Policy ABE (KP-ABE), depending on the access policy is embedded into the ciphertext or the 
user’s private key. In CP-ABE, an access policy A is embedded in a ciphertext CT and a user’s private key SK 
is associated with a set S of attributes. The ciphertext CT can be decrypted by SK if and only if f (A, S) = 1for 
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some predicate functionf, meaning that S ∈ A. In KP-ABE, every ciphertext is associated with a set of attributes, 
and every user’s private key is associated with an access policy on attributes. A user is able to decrypt a 
ciphertext only if the set of attributes associated with the ciphertext satisfies the access policy associated with 
the user’s private key. Both CP-ABE and KP-ABE can prevent any unauthorized users from accessing data, 
even if the user stores data in an untrusted server. Such properties of ABE schemes are very attractive in the area 
of cloud data storage. However, a drawback of the standard ABE schemes is their relatively large ciphertext size 
and high decryption cost, and this problem is especially acute for resource limited devices such as mobile 
devices. Specifically, in an ABE scheme, the size of the ciphertext and the cost of decryption grow with the 
complexity of the access structures/policies. Moreover, current constructions of ABE schemes, see rely on 
pairing-based groups and require many pairing operations (which are usually more expensive than 
exponentiations) in decryption. Though there exist ABE schemes with constant ciphertext size and/or constant 
number of pairing operations in decryption, their access structures are restricted to AND gates or threshold gates 
which severely limit their practical applications. To overcome this problem, Green et al. suggested to outsource 
decryption in attribute-based encryption. In their approach, shown in Fig. 1, a user’s private key is split into a 
“transformation key” (denoted by TK), and an El Gamal-type secret key (denoted by DK). The transformation 
key can be publicly shared with a proxy, called Ciphertext Transformation Server (CTS), while the secret key 
DK must be kept private by the user. ABE ciphertexts are stored in a Cloud Storage Server (CSS). A ciphertext 
CT stored in the CSS is first submitted to the CTS which uses the key TK to transform CT into a simple and 
short El Gamal-type ciphertext CT same message, instead of being decrypted by the user directly. From CT the 
user is able to recover the message using the secret key DK with just one exponentiation operation. The user’s 
transformation key can transform any ABE ciphertext satisfied by user’s attributes, without revealing any 
information of the underlying message to malicious CTS. Thus, the user saves both bandwidth and local 
computation time significantly. In the following, we will use the term ABE with outsourced decryption and the 
term outsourced ABE interchangeably. In some application scenarios, it is necessary to check the correctness of 
the transformation. As explained in to save computation time, a lazy proxy may return a ciphertext CT it 
transformed previously for the same user or a malicious proxy may return a transformation of another (or 
modified) ciphertext to the user. Some of the recent verifiable computation techniques could be leveraged to 
construct ABE schemes with verifiable outsourced decryption. However, they are currently impractical for ABE 
systems. As explained in, the solutions and rely on Gentry’s fully homomorphic encryption system and one 
“bootstrapping” operation of the homomorphic operation would take about 30 minutes for a high security 
parameter. The solutions allow a client to outsource pairing operations to a server. However, the client still 
needs to compute multiple exponentiations in the target group for every pairing it of the outsources. To make 
their outsourced ABE system verifiable, Green et al. proposed a simple method to adapt their RCCA (replayable 
chosen-ciphertext attack) systems to such a setting. They appended a tag H(r ) to the ciphertext, where r is the 
ciphertext randomness and H is a hash function modeled as a random oracle. In their RCCA secure construction, 
since the final decryption allows recovery of the encryption randomness r , the user can compute H(r ) and check 
whether it matches the tag. This approach essentially requires the original tag be untampered with. Otherwise, 
malicious CTS could replace the original ciphertext and its tag with a new ciphertext and a new corresponding 
tag, and then transform the new ciphertext using the user’s transformation key. Obviously, the user cannot detect 
the dishonest behavior of the transformation server. However, the authors did not provide a formal framework 
for analyzing verifiability, and their method could only work in a heuristic model, namely random oracle model. 
In addition, their method would be infeasible in the standard model, since their constructions of outsourced ABE 
in the standard model did not support recovery of the encryption randomness. Recently, Lai et al formalized a 
security model for capturing the modification in an outsourced ABE system and proposed a concrete 
construction with verifiable outsourced decryption.  
 

 
 
Fig. 1.1: ABE System with Outsourced 
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Their construction appends a redundant ciphertext of a random message and a tag to each ciphertext, and 
requires the original untransformed ciphertext as an auxiliary input in the final decryption step by the user. 
Compared with Green et al.’s outsourced ABE scheme, the scheme in Lai et al. Introduces significant overhead 
in both ciphertext size and decryption operation. In the authors gave an efficient method to check the correctness 
of the outsourced decryption in a distributed system. It requires more than one key generation service provider 
(KGSP) and at least one KGSP honestly takes the right ciphertext as input. Otherwise, their verification model 
suffers from the attack as existed in Green et al.’s security model. In this paper, we present an efficient method 
to verify the correctness of the transformed ciphertext in an ABE system with outsourced decryption. 
Specifically, our approach is built on an outsourced ABE scheme that works in the key encapsulated mechanism 
(KEM) setting where the ABE ciphertext encrypts a symmetric session key. Instead of using the encapsulated 
session key to symmetrically encrypt a message, we first compress it to a shorter string using a hash function, 
and the output of the hash function is later used to check the correctness of the session key. However, the hash 
value makes the session key loss some entropy and makes it no longer uniform. Hence, we apply a key extractor 
to the non-uniform session key to extract a nearly uniform symmetric key, called symmetric encryption key, 
which is used to encrypt the message. To verify the integrity of the symmetric encrypted ciphertext, we compute 
a hash value on the concatenation of the ciphertext and the hash value mentioned above. The second hash value 
is then used to verify the correctness of the outsourced decryption. This method works well as long as the hash 
function is collision resistant. Intuitively, the second hash value guarantees the integrity of the symmetric 
encrypted ciphertext and the first hash value implicitly guarantees that the symmetric session key is correct, 
which in turn guarantees the correctness of the symmetric encryption key and hence the recovered message. We 
provide formal proofs of the (selective) chosen-plaintext security and the verifiability in the standard model, 
which is a slight modification of the security model first proposed for verifiable outsourced ABE. In our security 
model, we explicitly specify the encryption algorithm to output a ciphertext together with a verification key. The 
verification key resists modification and serves as an auxiliary input of the decryption algorithm to check the 
correctness of the outsourced computation. In our construction, the verification key is just the second hash value 
mentioned above. We stress that any ABE system without such an auxiliary key as input cannot check the 
correctness of the outsourced computation, since any one can generate a valid ciphertext of a different message 
to replace the ciphertext the user intends to decrypt. Indeed, previous constructions implicitly view the original 
ciphertext (or part of it) as the verification key. Our approach applies to the construction of both verifiable 
outsourced CP-ABE and verifiable outsourced KP-ABE. To keep the paper compact, we present a concrete 
construction of CP-ABE scheme with verifiable outsourced decryption based on Green et al.’s CP-ABE with 
outsourced decryption but without verifiability. To validate the advantage of our approach, we implement our 
scheme on an Intel Core PC environment to test the performances of both the local client and the proxy server 
(i.e., the cloud transformation server). The performance results as given  indicate that our approach is almost 
optimal in converting a non-verifiable outsourced ABE scheme to a verifiable one. The above definition of 
verifiability allows the adversary to obtain a decryption key of the challenge ciphertext. This may be a bit too 
strong, as in practice, the proxy only knows the transformation key. So, we can restrict the adversary’s ability 
the same as that of the adversary in the model of RCCA security, i.e., the adversary is forbidden to query the 
Corrupt oracle on any value I key such that f (I * enc ) = 1. We can further weaken the adversary’s ability to the 
selective setting, i.e., the adversary must commit the change value. We can further weaken the adversary’s 
ability to the selective setting,i.e the adversary is forbidden to query the corrupt oracle. 
 
Literature Survey: 

[1] Cipher text-Policy Attribute-Base Encryption 
The only method for enforcing is to employ a trusted server to store the data. Thus, our methods are 

conceptually closer to traditional access control methods such as Role-Based Access Control (RBAC). By using 
our techniques encrypted data can be kept confidential even if the storage server is untrusted moreover, our 
methods are secure against collusion attacks. 

[2] Attribute-based encryption schemes with constant-size cipher texts 
Attribute-based encryption (ABE) its key-policy flavor the primitive enables senders to encrypt messages 

under a set of attributes and private keys are associated with access structures that specify which cipher texts the 
key holder will be allowed to decrypt. This paper proposes the first attribute-based encryption (ABE) schemes 
allowing for truly expressive access structures and with constant cipher text size. 

[3] Outsourcing the decryption of ABE cipher texts 
Attribute-based encryption (ABE) is a new vision for public key encryption that allows users to encrypt and 

decrypt messages. For example, a user can create a ciphertext that can be decrypted only by other users with 
attributes satisfying (“Faculty” OR (“PhD Student” AND “Quals Completed”)). 
[4] Attribute based encryption with verifiable outsourced decryption 
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ABE is a public-key based one-to-many encryption that allows users to encrypt and decrypt data based on 
user attributes. One of the main efficiency drawbacks of the existing ABE schemes is that decryption involves 
expensive pairing operations and the number of such operations grows with the complexity of the access policy. 

[5] Securely Outsourcing Attribute-Based Encryption with Checkability  
It enhances the versatility of access control mechanisms due to the high expressiveness of ABE policies the 

computational complexities of ABE key-issuing and decryption are getting prohibitively high. we propose a new 
Secure Outsourced ABE system, which supports both secure outsourced key-issuing and decryption. 

[6] ABE for fine-grained access control of encrypted data 
There is a trend for sensitive user data to be stored by third parties on the internet. Eg:email, personal data 

and personal preferences are stored on web portal sites such as google and yahoo.one method for alleviating 
some of these problems is to store data in encrypted form.If the storage is compromised the amount of 
information loss will be limited.  

[7] Secure schemes for secret sharing and key distribution 
Both secret sharing schemes and key distribution are used in multi-party system.These schemes make it 

possible to store secret information in a network, such that only good(for example, large enough) subsets can 
reconstruct the information. These are schemes in which the sets which can reconstruct the secret are all the sets 
greater than a certain threshold. 

[8] Secure delegation of elliptic-curve pairing 
The first practical identity-based cryptosystem based on the elliptic curve pairing has become a very active 

research area. The increasing popularity of pairing-based cryptosystem and their foreseeable deployment in 
computationally constrained devices such as smart-cards and dongles spurred recent research in the 
implementation of pairing. It seems natural to find-out whether a smart-card could interact with such packages 
to privately compute the elliptic-curve pairing. 

[9] Fuzzy identity-based encryption 
Identity-based encryption allows for a sender to encrypt a message to an identity without access to a public 

key certificate. For example, a user can send an encrypted mail to a recipient, without requiring either the 
existence of a public key infrastructure. 

[10]  Relaxing chosen-ciphertext security 
        Security against  chosen ciphertext attacks has been accepted as the standard requirement from encryption 
schemes that need to withstand active attacks. 
 
The Proposed Scheme: 

We first formalize a security model of ABE with verifiable out-sourced decryption by introducing a 
verification key in the output of the encryption algorithm. ABE scheme does not allows unauthorized users to 
access the account. 
 
3.1 Proposed Algorithm: 

Green et al.’s ciphertext-policy ABE scheme algorithm steps: 
• Setup 
• Encrypt   
• Key Gen 
• Decrypt 
Setup (ƛ, U) 
 The setup algorithm takes attribute universe description and security parameter as input. The output will be 

the master key and public parameters (PK).  
Encrypt (PK, M, A) 
This type of encryption algorithm takes public parameters (PK),an access structure (A), a message (M), 

as input. The output will be cipher-text CT.  
Key Generation (MK, S)  
For key generation algorithm input will be a set of attributes (S) and the master key (MK). It produce 

outputs as private key (SK).  
Decrypt (PK, CT, SK)  
This decryption algorithm takes, cipher text (CT), which contains an access policy (A), and a private key 

(SK), as input. If the set (S) of attributes satisfies access structure A then the algorithm will decrypt the cipher 
text and return a message (M). 
 
Blowfish Algorithm: 
Encryption: 

Divide x into two 32-bit halves: xL, xR 
For i = 1to 16: 
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xL = XL XOR Pi 
xR = F(XL) XOR xR 
Swap XL and xR 
Swap XL and xR (Undo the last swap. 
xR = xR XOR P17    
xL = xL XOR P18 
Recombine xL and xR 
 
Blowfish was actually designed by Bruce Schneier in 1993 as an alternative to existing encryption 

algorithms. It takes a variable-length key, from 32 bits to 448 bits, such that it is ideal for both exportable and 
domestic use. 
Two parts in this algorithm are 
 
The expansion of the key: 

It actually breaks the original key into a set of subkeys. Particularly, a keys not more than 448 bits should 
be separated into 4168 bytes. There exist a P-array and four 32-bit S-boxes. The P-array has 32-bit subkeys, 
whereas each S-box has 256 entries. 
 
The encryption of the data: 

In encryption 64-bit will be an input and is denoted with x, whereas the P-array is denoted with Pi (in which 
i is the iteration).Blowfish has a key length from 32 bits to 448 bits and block size is 64-bit. It is a 16-round 
Feistel cipher . It uses large key-dependent S-boxes and is similar in structure to CAST-128.  

Fig 3.1 shows Blowfish's F-function. This function splits the 32-bit input into four eight-bit quarters. Each 
quarter is given as input to the S-boxes. The outputs are added modulo 232 and XOR ed to produce the final 32-
bit output.  

 

 
Fig. 3.1: Blowfish’s F function 
 
4. Modules: 
Owner Module: 

This Module have the encryption algorithm, Encryption means converting a plaintext message into 
ciphertext which again be decoded into the original message. An encryption algorithm along with a key is used 
in the encryption and decryption of data. There are several types of data encryptions which form the basis of 
network security. Encryption schemes are based on block or stream ciphers. In this module the data owner give 
request to TPA(Domain) and get the username and password from TPA through mail. Data owner login with 
that user name and password, finally data owner upload the text file with encryption algorithm and also generate 
secret key. 
 
User Module: 

Generally in user module all actions based on user will take place. Likewise the data user will have to give 
request to TPA(Domain) and receives the username and password from TPA through mail. Data user can login 
with provided user name and password. Data user will give request to data owner and receive  the secret key 
from data owner. Finally data user will enter the secret key and get the decrypt text file. User module avoids 
access of unauthorized users.  
 
Cloud Server Module: 

Virtualized servers running Windows or Linux operating systems that are instantiated via a web interface or 
API. Cloud Servers behave in the same manner as physical ones and it can be controlled at an administrator or 
root level, depending on the server type and Cloud Hosting provider. 
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Fig. 4.1: Cloud server module 
 
Tpa Module: 

TPA(Domain) module  provides the access authority for both user and owner. It means data owner and user 
request to TPA for creating account. The TPA will create the data owner and user account with encrypt 
password and send the key through mail. Here TPA will not know the user and owner password. The password 
will automatically generate with encrypt algorithm. So it is more secure. 
 
Security Module: 

It provides security using Cryptography and study of hiding information. Modern cryptography intersects 
the disciplines of mathematics, computer science, and electrical engineering. Applications of cryptography also 
includes ATM cards, computer passwords, and electronic commerce. Encryption is the process of transforming 
information  using an algorithm make it unreadable to anyone except those possessing special knowledge, 
usually referred to as a key. The result is in encrypted information.The word encryption also implicitly refers to 
the reverse process, decryption, to make the encrypted information readable again. AES is a simple design, a 
high speed algorithm, with low memory costs. AES is asymmetric block cipher.   
 
Admin Module: 

The approval bar, a gray bar located below the main menu on each administrative module screen, it 
contains the authorization number and symbol for your First Search account. Once Changes made in the 
administrative module will affect the use of that account. If you have multiple accounts, the authorization 
number in the bar reminds you of the account for which you are viewing or changing settings. To view or 
change the settings for another account, first you must log on to the administrative module using the 
authorization number and administrative password for that account. 
 

RESULTS AND DISCUSSION 
 
To capture the worst influence on the ciphertext size and decryption time by the complexity of access 

structures, each ciphertext is generated under “AND” access policies  (A1 AND A2 AND ... AND AN), where 
each A is an attribute. Then, we generate a pair of corresponding transformation key and decryption key that 
contains the N attributes necessary for decryption. This approach captures the worst case that involves all the 
ciphertext components in the decryption operation. Experiments are conducted on an Intel Core i5processor with 
8GB RAM running 32-bit Windows 7 operation system. All the three implementations are just slight 
modifications of the libfenc ABE library which includes the Waters CP-ABE scheme. Decryption times are 
estimated by picking the average over 100 iterations. We provide the results on the performance of the three 
outsourced ABE schemes. The numbers (10, 20 ...) in the first line of the table denotes the number of key (or 
policy) attributes. Cipher-text size of an efficient verifiable outsourced decryption is to mainly avoid 
unauthorised access. 

 
Fig. 5.1: Time taken to encrypt data 

 
Main advantage of this paper is the minimised cipher-text size and the base time taken to encypt data and 

decrypt data is minimised. 
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Fig. 5.2: Time taken to decrypt data 

 
Fig 5.1 and fig 5.2 explains the time taken to encrypt and the time taken to decrypt data is minimized when 

compared to the existing paper. 
 
Conclusion: 

In this paper, we proposed a simple and generic method to convert any ABE scheme with non-verifiable 
outsourced decryption to cipher-text policy ABE scheme with verifiable outsourced decryption in the standard 
model. To concretely assess the performance of the new method, we presented an instantiation of our generic 
method based on Green et al.’s outsourced CP-ABE scheme without verifiability. We implemented our 
instantiation, Green et al.’s scheme and Lai et al.’s verifiable outsourced scheme on PC. Experiment results 
showed that our method is nearly optimal in the sense that it introduces minimal overhead in exchange for 
verifiability.  The cipher-text size is minimised and unauthorized access is mainly avoided.  
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