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ABSTRACT 
Cloud is a leading computing platform. Naturally, a question that arises is whether we can beat attacks in cloud environment.. 

Efficiency, reliability, economics, and sustainability of electricity services are improved by smart grid technology. It is a 

interconnected network for reliable and delivering efficient power generation from suppliers to consumers. The major challenges 

of smart grids, however, are how to manage power assets and huge amount of data received from devices; and Sender 

authentication and user privacy preservation are two important security issues on this information flow. Cloud , a technology that 

provides a resources on demands, is a good candidate to address these challenges since it has many good properties such as 

energy saving, cost saving, agility, scalability, and flexibility. In this paper, we propose a cloud computing to be more secure based 

on framework for big data information management in smart grids, which we call “Smart-Frame.” Here, we are using different 

VM’s to reduce the total traffic volume in the communications network, this scheme allows gateway smart meters to help 

aggregate power usage information, and the power generators to measure the total amount of power that needs to be generated at 

different times in cloud data center . The main idea of our framework is to build a data integrity protection (DIP) with help of 

random value protocol to provide more security to data. In addition, we present a security solution based on Two-phase 

validation, identity-based encryption, and signature re-encryption and proxy re-encryption. From this we conclude that we can 

defeat attack and increase the performance in cloud area. 
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INTRODUCTION 
 

Affordable and consistent electric power is fundamental to modern society and economy. With the 
application of microprocessors, reliable and value electric power is becoming increasingly important. On the 
other hand, the electric grid was cited by the National Academy of Engineering as the highest engineering 
achievement of the 20thcentury [1]. 

The smart grid (SG) evolves the planning of legacy grid which can be characterized as providing one-way 
flow of centrally generated power to endusers into a extra distributed, dynamic system characterized by two-
way flow of power and information. Information and communication technologies (ICT) play a vital role in the 
SG. The SG will involve networking of  sensors in transmission and distribution facilities, smart 

Meters, back-office devicess as well as home devices which will work together with the grid. Large amount 
of information traffic will be generated by meters, sensors and synchrophasors. 

While networking technologies and systems have been greatly improved, the SG faces challenges in terms 
of reliability and security in both wired and wireless communication environments. Some of the key 
requirements of the SG from the aspects of global multimedia interactions include [2]: 

� Integration of renewable energy resources. 
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� Active end user awareness to enable energy conservation, 
� Secure communications, 
� Better utilization of existing assets to address extended sustainability, 
� Management of distributed generation and data storage, 
� Integration, communication and organization of information system to promote open system 

interoperability and to increase safety. 
 

Cloud Computing: 
Cloud computing has become popular due to several advantages over traditional computing models. Typical 

advantages include flexibility, scalability, energy efficiency, and cost saving [24]. For this reason, it has been 
expected to be a dominant computing. By employing cloud computing in smart grids, we not only address the 
issue of large information management but also give a high energy and cost saving platform. It is because the 
outline can scale very fast to deal with changes in the amount of processing information and it can provide a 
high use of computing resources. Actually, earlier to our work, initial efforts have been devoted to prove that 
cloud computing can satisfy requirements of information management in these systems [4].In particular, in [14], 
properties of smart grid and cloud computing were analyzed to establish the affiliation between them. 
Furthermore, in [4], use cases of a smart grid were discussed to understand detailed requirements of information 
management, and cloud computing properties were studied to show that they meet the requirements. 
Nevertheless, none of these works comes up with a concrete design for information management in smart grids 
besides rather conceptual analyses. 

 
Big Data: 

Big data usually includes data sets with sizes beyond the ability of commonly used software tools 
to capture, manage, and process data within a tolerable beyond time. Big data "size" is a constantly moving 
target, as of ranging from a few dozen terabytes to many petabytes of data. Big data is a set of techniques and 
technologies that require new forms of integration to expose large hidden values from large datasets that are 
diverse, complex and of a massive scale. 

Definition of the 3Vs is still widely used, and in agreement with a consensual definition that states that "Big 
Data represents the Information resources characterized by such a High Volume, Velocity and Variety to require 
specific Technology and logical Methods for its transformation into Value". The 3Vs have been expanded to 
other complementary characteristics of big data:  

• Volume: big data doesn't sample. It just observes and tracks what happens. Size of a data. 
• Velocity: big data is often available in real-time. Speed of storing and retrieving data. 
• Variety: big data draws from text, images, audio, and video. Both structured and un-structured data.  
 

2 Our Approach: 
We propose a secure cloud computing by using three layers ,they are: 
*  END USER 
* REGIONAL CLOUD 
* TOP STORAGE  

 
Fig. 1: 
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Different Virtual Machine’s are used to reduce the total traffic volume. We propose a security solution for 
the skeleton based on identity-based encryption and signature [6], and identity-based proxy re-encryption [18]. 
Providing information security for smart grids is very vital since much of the information in smart grids is 
sensitive and needs to be strictly protected. 

Information escape in smart grids can lead to vulnerabilities that affect not only individuals but also the 
whole nation because leaked information can be used to begin attacks to both individuals and the whole smart 
(power) grids at the national level. The main idea of our security result for the Smart-Frame is to allow all the 
involved entities, i.e., top and local cloud computing centers and end-users to be represented by their identities 
which can be used as encryption keys or signature confirmation keys. The entities in the lower level can use the 
identities of higher-level entities to encrypt their information for secure communication with the entities in the 
higher level. For example, the regional centers use the top cloud’s entity to encrypt their messages. By 
employing an identity-based re -encryption scheme, the information storages, which are method of  regional 
clouds, can re-encrypt the received confidential data from the end-user devices so that services requested by the 
end-users decrypt and process the confidential data without compromising the information storages’ private 
keys. One of the obvious benefits we can add from applying identity-based cryptography to the Smart-Frame is 
that through using identities rather than digital certificates which depend on traditional public key infrastructure 
(PKI). 

 
Basic Identity – Based Cryptographic Schemes: 

Two very basic cryptographic structures for the security of the Smart-Frame are identity-based encryption 
and identity-based signature schemes. Introduced by Shamir in 1984 [43], identity-based cryptography is to 
remove the requirement of checking the validity of certificates in fixed public key infrastructure. In an identity-
based encryption scheme, the private key generator (PKG), a trusted party, first generates covert master key mk 
and public parameter params. Note that params, which is long-term, will be given to every party that is caught 
up. Once a receiver submits his/her identity, denoted by IDrec, the PKG computes the private key KIDrec linked 
with IDrec by running the private key extraction algorithm 

Extract providing its master secret key mk as input. Here, the identity IDrec can be any sequence such as an 
email address, a telephone number, etc. Note that the is tribution of the private keys can be done in a alike way 
as digital certificates are issued in normal public key cryptography: Users would validate themselves to the PKG 
and obtain private  keys associated with their identities. Secure channel may have to be established between the 
PKG and the users depending on the location to prevent eaves droppping. Now any sender, who is in the 
possession of IDrec, encrypts a plaintext message M into a ciphertext C by running the Encrypt algorithm. Upon 
receiving C, the receiver decrypts it by running the Decrypt algorithm providing the private key KIDrec 
obtained from the PKG previously as input. The basic operations of the IBE system are illustrated .An identity-
based signature scheme [12] can be described as follows. Likewise, when the signer submits his/her identity 
IDsig, the PKG computes the private key KIDsig related with IDsig by running the Extract with the master 
secret mk. Using KIDsig , the signer can sign a message M to create a corresponding signature s by 
administration the Sign algorithm. Providing the message M, the signer’s identity 

IDsig, and the signature s, any party (verifier) can validate whether the signature s is valid one or not. The 
basic operations of the IBS scheme are illustrated. Note that both IBE and IBS avoid the use of digital 
certificates but provide understood certification of each user within the system as only the user who successfully 
registered his/her identifier and obtained the corresponding private key can conduct decryption or produce a 
valid signature.                     

 
Identity-Based Proxy Re-Encryption: 

Proxy re-encryption lets a proxy to transform a ciphertext produced under Alice’s public key in such a way 
that the transformed ciphertext can be decrypted under another party Bob’s private key. The concept of proxy 
re-encryption was first introduced by Mambo and Okamoto [34], whose main goal was to achieve efficiency 
better than “decryptand- encrypt” approaches. The first fully functioning proxy re-encryption scheme was 
proposed by Ateniese et al. [1]. 

Compared with the previous approaches, their proxy reencryption scheme was unidirectional, so it does not 
require delegators to reveal their secret keys to anyone in order to allow proxy to re-encrypt their ciphertexts. 

 
3 General System Architecture: 

The overall architecture of the Smart-Frame.In this architecture, a smart grid can be divided into several 
regions each of which is managed by a cloud computing center that can be setup from either a public cloud or a 
private cloud. The role of a regional cloud computing center is to manage intelligent devices in the region as 
well as to provide an initial processing for information received from these devices. Besides regional cloud 
computing centers, there is a special cloud computing center at the top level, which is in charge of managing and 
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processing data for the whole grid. In each of these cloud computing centers, the following cloud computing 
services could be deployed: 
 
Infrastructure-as-a-service (IaaS): 

   This type of service forms the backbone of the system. It helps to provide resources on demand for all 
applications and services deployed in the system. Main tasks of information management in smart grids such as 
information gathering, information processing, and information storing, are all executed inside this layer of 
service. 

 
Software-as-a-service (SaaS): 

While IaaS is the backbone of the system, all smart grid services will be deployed as SaaS at the top of the 
system. Examples include services that allow customers to save or optimize their energy usage such as Google 
Power Meter [11]. 

 
Platform-as-a-service (PaaS) 

PaaS provides tools and libraries to develop cloud computing applications and services. Salesforce [41] is a 
typical PaaS example, which provides libraries to develop some specific types of applications in saleforce or 
fieldforce domains. In smart grid domain, since a number of applications could be required to follow special 
security requirements and have to allow lawful interceptions, it is useful to have a general PaaS that has already 
integrated these requirements to implement applications. 

 
Data-as-a-service (DaaS): 

DaaS could be deployed to provide useful information for statistics purpose. Since smart grid data is often 
extremely large, it is useful to provide such statistics services for users. Statistics can be used for optimization 
purposes for not only electricity users but also electricity providers at different levels. 

 
 

Fig. 2: over view Architecture  
 

4 Information Flow Management: 
Since smart grids need to handle huge amount of data, it is extremely important to manage information 

flows efficiently. In the Smart-Frame, we suggest a centralized service to manage information flows. This 
service takes inputs as both information requests from service clusters and general statistics (e.g., the amount of 
information, time of arrival) from information storages. Using these inputs, the service generates an information 
flow schedule, which specifies sources and destinations of information flows as well as how they are processed 
(e.g., which specific operators are applied on information flows and where they are applied). 
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5 Security Solution For Smart-Frame: 
Security of Smart-Frame Supported by Identity-Based Cryptography Since security is a major concern in 

the smart grids, it is of great importance for our Smart-Frame to provide a solution to address that. As mentioned 
earlier, one of the huddles for widely deploying security solutions based on public key cryptography is the high 
cost for maintaining PKI. We envision that Identity-based cryptography can be a good solution (though it is not 
perfect) for resolving this problem since identity-based cryptography has the following advantages in regards to 
the Smart-Frame security. 

1) Under traditional public key cryptography, each participating entity must locate and verify the public 
keysof the receivers. This is especially burdensome for end-user devices in our Smart-Frame, which are usually 
assumed as limited in power and networking capacity. 

2) Although traditional public key cryptography is scalable in theory, a number of issues regarding user 
interfaces for maintaining public-key certificates (involving certificate revocation) have to be resolved. 

However, since any identifier strings can serve as encryption key or signature verification keys, identity- 
based cryptography could provide better scalability for the system. This is important in Smart- Frame in which 
numerous end-user devices can join and leave the system often. 

3) For the convenience of the participating entities in the system, implementing key recovery is easy using 
identity- based cryptography. In contrast, in traditional public key cryptography, key recovery system is hard to 
implement requiring to keep secure database of private and public key pairs of the users. Due to the generic 
nature that private keys can be derived from the users’ identities and master key of the private key generator.  

4) In terms of encryption, traditional public key cryptography always require a setup phase to generate 
public-keys of the receiving parties. However, identity- based cryptography does not need such phase and users 
can encrypt their messages using the receiving parties’ identities even before the receivers get the private keys 
form the PKG. This can be useful in the Smart-Frame where availability is an issues in the power grid. 
Availability will be assured by minimizing the time and frequencies for updating identities (public-keys). 

5) Identities used as public keys in identity-based cryptography are flexible and versatile in format and 
description. They do not have to be restricted like the X.509 certificate format used in traditional public key 
cryptography. This versatility will be useful in our Smart-Frame in which identities can describe participating 
entities more flexibly. There is, of course, a key escrowing problem in identity based cryptography. However, 
this can be relatively a mild issue for our setting as the Smart-Frame is mainly concerned with power grids 
which cannot fully be open to public network. In this setting, confidentiality, integrity and availability will have 
more priorities. 

Note that Shamir already showed that a functional IBS scheme can be constructed using the RSA primitive 
[12]. 

More recent work by Galindo and Garcia demonstrated that a very efficient IBS scheme can be constructed 
using discrete-logarithm primitive [19].  However, we note that research has been being performed actively to 
improve the performance of pairing computation as surveyed in [7].  

 
Discription: 

Key Generation 
Setup: Given a security parameter _, the PKG generates a secret master key mk and a set of parameters 

params. The PKG distributes params to all the clouds and end-users. 
Extract TC Key: Upon receiving a top cloud’s identity TC, the PKG generates a private key KTC associated 

with TC by running the private key extraction algorithm Extract providing TC as input. We denote this process 
by KTC Extract RCKeyðparams; mk; TCÞ. 

Extract IS Key: Upon receiving an identity of  the information storage in the regional cloud, denoted by IS, 
the PKG generates a private key KIS associated with IS by running the private key extraction algorithm Extract 
providing IS as input. We denote this process by KIS Extract IS Keyðparams; mk; ISÞ. Extract Service Key: 
Upon receiving an identity of the service A in the regional cloud, denoted by Ser A, the PKG generates a private 
key K Ser A associated with Ser A by running the private key extraction algorithm Extract providing Ser A as 
input. We denote this process by K Ser A . 

Extract EU Key: Upon receiving an end-user’s identity EU, the PKG generates a private key KEU 
associated with EU by running the private key extraction algorithm Extract providing EU as input. We denote 
this process by KEU Extract EU Key ðparams; mk; EUÞ. 

Decrypt Service: The service A decrypts C Ser A using its private key K Ser A. We denote this by M 
Decrypt Service K Ser A; CSerAÞ. 

Signature Generation by End-Users. 
Sign EU: Each end-user can generate a signature s for a message M using the private key KEU associated 

with its identity EU. We denote this process by s Sign EU ðparams; KEU; MÞ. Verify EU: Any party can verify 
a signature s for some message M using params and the identity of the end-user, EU. We denote this process by 
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d Verify EU ðparams; EU; s;MÞ, where d is either “accept” or “reject”. Signature Generation by Entities in 
Regional Cloud  

Sign IS: Each information storage in the regional cloud can generate a signature s for a message M using 
the private key KIS associated with its identity IS. We denote this process by s Sign IS ðparams; KIS;MÞ. Each 
service in the regional cloud (denoted by Ser A as a representative) can also generate a signature. 

Verify IS: Any party can verify a signature s for some message M using params and the information 
storage’s identity IS. We denote this process by d Verify IS ðparams; IS; s; MÞ, where d is either “accept” or 
“reject”. The signatures generated by a service in the regional cloud (denoted by Ser A as a representative) can 
be verified in the same way. 

Signature Generation by Top Cloud 
Sign TC: The top cloud can generate a signature for a message M using the private key KTC associated 

with its identity TC. We denote this process by s Sign TC ðparams; KTC;MÞ. 
Verify TC: Any party can verify a signature s for some message M using params and the identity of the top 

cloud, TC. We denote this process by d Verify TC ðparams; TC; s;MÞ, where d is either “accept” or “reject”. 
 

Conclusion: 
In this paper, we have introduced the Smart-Frame, a general framework for big data information 

management in smart grids based on cloud computing technology. Our basic idea is to set up cloud computing 
centers at three hierarchical levels to manage information: top, regional, and end-user levels. While each 
regional cloud center is in charge of processing and managing regional data, the top cloud level provides a 
global view of the framework. Additionally, in order to support security for the framework, we have presented a 
solution based on identity-based cryptography and identity-based proxy re-encryption and data integrity 
protection. As a result, our proposed framework achieves not only scalability and flexibility but also security 
features. We have implemented a proof-of-concept for our framework with a simple identity-based management 
for data confidentiality. Our immediate next step is to also support proxy re-encryption for the framework. 
Finally due to this the performance and security was fully improved.  
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