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ABSTRACT 
Network reachability is used to detect violations of security policies across network and understanding end to end network 

behaviour. The computation across one domain is a difficult problem in itself, while the same computation across multiple 

domains is a challenging one. The security policies of individual domain is a serious concern and needs to be produced through 

this process. Therefore Network reachability across multiple domains is a difficult task. Critical infrastructures such as 

communication networks, electrical and transportation systems are highly vulnerable to natural disasters and malicious attacks. 

Failures of links and nodes  may have impacts on large parts of the system. Traditionally vulnerability in network separate both 

the node and link vulnerability and thus ignore joint attack and link attack schemes that may cause severe damage to the network. 

In this paper, we propose the first new assessment method JLAD, that unifies both link and node vulnerability assessment. And 

moreover we are using Merkle hash algorithm for packet classification and comparison in quick way to improve communication 

and network performance. Along with proposed model we have including dynamic estimation hash routing to determine the 

network reachability along a network path through different throughput. We have implemented and evaluated on both real and 

synthetic. 
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INTRODUCTION 
 

All Network devices allowed set of packets on its path from source to destination which is refered as 
network reachability. In end to end network connections we have to focus on violation of security. Mainly we 
have to focus on violation policies of router which is configured incorrectly. Disruptive events such as natural 
disasters and malicious attacks have to meet its quality of service requirements if not  then network breakdown 
and service outages can occur. To reduce the risk it is necessary to assess network vulnerability. By using this 
most possible attacks can be easily identified.         

Some approaches determine the importance of small number of nodes and links. It cannot analyse the 
damage caused by simultaneous attacks. Other sets of works study about the removal of links and node by using 
several graph measures. However these measures are not efficient of high priority. 

Other sets of works focused on local nodal centrality in order to differentiate the critical vertices from 
others and then evaluate the network by quantifying vertices. However these measures failed to indicate 
accurate vulnerabilities on network. Thus systematic analysis and tools are needed for securing data and 
network traceability for performance expansion. 
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Problem Definition: 
Little work has been done on network traceability analysis. However there is no accurate algorithm for 

computing traceability. The drawbacks which analysed from previous work is delay-rerouting and chance of 
intruders while transferring data's and performance  degradation  

 
Limitations Of Prior Art: 

Liu and F. chen [1] proposed a quantification process that must be secure as well as efficient. P. K. Agarwal 
[2] described a concept to find out the vulnerable points within network under various metrics using  geometric 
tools. It provides more security and network resilience. However it will take longer time to retransmitting data. 
T. N. Dinh[3] described a concept to investigate a measure called pairwise connectivity to formulate 
vulnerability assessment problem. It avoids data loss but it difficult to handle in large networks. A. Al Aamri[4] 
uses routing protocols to improve scalability by reducing the amount of routing overheads. It provides security 
in business implication infrastructure. While reducing routing overhead a cost of extra delays can occur. A. E. 
Gammal and X.Wu [5] providing a modeling framework using proactive routing for data handling and energy 
saving. Mohammed [6] provides an approach to reduce the number of rebroadcast to provide better throughput 
and reachability but suffer from relatively longer delay. F.Li and B.Luo [7] used homomorphism encryption 
method to protect user privacy. It supports data aggregation in smart grids while protecting user privacy. 

 
Our Approach: 

Motivated by the previous work, in this paper we propose some new concepts and algorithms for securing 
datas and performance expansion. We propose the first New assessment method JLAD, that unifies both link 
and node vulnerability assessment. The new assessment method is to  optimize a problem and we aim to identify  
mixed links and nodes with minimum cost which is removed would cause damage to network connectivity. 

And, more over we are using Merkle hash algorithm for packet classification and comparison in quick way 
to improve communication cost and network performance. Along with proposed model, we have including 
Dynamic estimation hash routing to determine the network reach ability along a network path through different 
throughput in network path.  

 
System Work& Methodology: 

In this paper we present various types of algorithm to increase the performance and security over network 
.They are: 

    
(1)  JLAD(Joint Link Attack Detection) 
(2) Merkle Hash Algorithm. 
(3)  Dynamic Estimation Routing Hash algorithm. 
 (4)Estimate entropy Flow. 
We make four key contributions in this paper: 
(1) We propose a reachability modeling and formulation that encompasses elements that have not been 

addressed in prior work.  
(2)  We  propose a network  reachability using different algorithms  
(3)  We propose a security concept for querying network  reachability. 
(4) We describe an approach to handle ACL updates in an effective manner. 

 
General System Architecture: 

The packets are transferred from source to isp. There is a possibility of intruders attack when packets are 
transferred to isp. To prevent this, we have proposed a concept of JLAD algorithm. Thus the safe and secure 
packets are forwarded to merkle hash algorithm. This algorithm is used to classify a packets. The main concept of 
this algorithm is to splitting up the packets to n-n no of nodes. This will increase the performance and reduce the 
time taken. Finally the verification of merkle hash algorithm is finished. Then the packets are forwarded to 
dynamic estimating routing hash algorithm. This algorithm is proposed here to select a best path, depends upon 
weight, BW and performance of a packet for transmitting data dynamically. 
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Fig. i: system architecture   
 
After that we have to estimate entropy flow to check whether the inflow and outflow of the packets are 

measured using polynomial time calculation. The packets reaches end point. Finally acknowledgement will be 
sent to source. 

 
A. USER: 

Initially user  send a data from its source to destination. 
 

B. ACL: 
It provides a list of access control entries. Each entries in a list identify trustee and specify the access rights 

allowed or denied for that trustee. It is generally configured to control traffic and also rules  are applied to port 
numbers or IP addresses that are available on a host. 

 
C. Dynamic Estimation: 

It analysis and estimate the number of packets which is not reached the destination and need to adjust the 
rebroadcast delay. It is used to determine the order of disseminating neighbor coverage to the nodes which 
upstream node. It determines the reachability of networks. 

 
D. Isp: 

It is an organization that provides services for accessing internet. It can be a local, regional, national or 
international in nature. It can provide a wide range of access. 

 
E. Joint Node And Link Detection: 

It unifies both link and node vulnerability assessments. This new assessment helps to prevent intruders attack 
when packets are transferred. It enhances the overall system performance and reduces time delay. 

 
F. Polynomial Time: 

It assures the network reliability. It measures the time taken of a packet to reach its destination.  It does not 
allow dropping the node until the packet reach its destination. The performance of a system will be maintained. 

 
G. Entropy Flow: 

Entropy flow will be estimated to check whether the inflow and outflow of packets are accurate. 
 

H. Routing Protocol: 
It specifies how two routers communicate with each other. Routing algorithms determines the specific choice 

of route. Each router has prior knowledge if its networks has attached directly. Routing protocol shares 
information first among its neighbours and then throughout the network. 
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Evaluation: 

In this paper we evaluate both the performance of packet transmission and packet delivery ratio. 
 

A. Performance: 
  

 
 

Fig. ii: Time Delay for normal process and Dynamic Estimation 
      
It describes how the performance is increased while transmitting packets between two ends. In dynamic 

estimation 0sec time delay is possible if the number of packets is less. (i.e)Up to 80 packets time delay is 0 sec 
only. After that time delay is occurred. For 120 packets time delay is observed at 2 sec.In normal process 0sec 
time delay is occurred upto 30 packets only. After that time delay is gradually increased. While transmitting 40 
packets, 5sec time delay occurred. For 120 packet time delay is observed as 9 sec. 

While comparing both the normal process and dynamic estimation, time delay is decreased in dynamic 
estimation. 

  

 
  

Fig. iii: Comparing the performance of normal process and dynamic estimation  
 

B. Packet Delivery Ratio: 
It describes the packets which are successfully delivered to its destination while compared with number of 

packets has been   sent.  
(ie)  time taken by a packet to reach its destination. It includes the delay which is caused by packet loss or 

route discovery process and queue in data transmission. We can analyse and compare the packet delivery ratio 
for normal process and dynamic estimation using input values and implement it in graphical representation.  
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Fig. iv: Packet Delivery Ratio for normal process and dynamic estimation. 
 
In normal process, delivery ratio is decreased while transmitting more number of packets. For 120 packets, 

delivery ratio is 5.5.While analyzing dynamic estimation process; delivery ratio is gradually increased for more 
number of packets. While transmitting 120 packets, delivery ratio is observed as 9.61.It is very efficient to 
transmit large amount of packets. 

While comparing both the normal process and dynamic estimation, packet delivery ratio is increased in 
dynamic estimation process. While using dynamic estimation both the performance and packet delivery ratio is 
increased. 

 

 
 

Fig. v: Comparing the packet delivery ratio of normal process and dynamic estimation. 
 

Conclusion: 
Joint node and link attacks pose a serious threat to the network. In addition to network connectivity, it is 

also important to assess the vulnerability of the network under joint node and links networks in terms of other 
performance metrics such as network throughput, maximum network flow between source– destination pairs, 
and so on. And, more over we are using  Merkle hash algorithm for packet classification and comparison in 
quick way to improve communication cost and network performance.  

Along with proposed model, we have including Dynamic estimation hash routing to determine the 
reachability of network. We have implemented and evaluated our protocol on both real and synthetic. While 
using dynamic estimation, time delay is decreased and packet delivery ratio is increased through this process.   

Furthermore, the problem of allocating resource to protect the network under the joint attacks is of great 
importance and is the topic of our future study. 
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