
ADVANCES in NATURAL and APPLIED SCIENCES 

 
ISSN: 1995-0772                                                                                                                                           Published BY AENSI  Publication 

EISSN: 1998-1090                                                                                                                                                           http://www.aensiweb.com/ANAS    

2016 May 10(5): pages 14-19                                                                                                                                    Open Access Journal                                                                                                   

To Cite This Article: M.Rajasekar, K. Joshua Babu Rao, M.Prabakar., Monoidal Norm Based Propositional Fuzzy Technique 
In Data Leak Detection. Advances in Natural and Applied Sciences. 10(5); Pages: 14-19 
 

Monoidal Norm Based Propositional Fuzzy 

Technique in Data Leak Detection 

 

1M.Rajasekar, 2K. Joshua Babu Rao, 3M.Prabakar 

 

1Assistant Professor, Department Of Computer Science and Engineering, Veltech Multitech Engineering College, Avadi, Chennai. 
2,3PG Scholar, Department Of Computer Science and Engineering, Veltech Multitech Engineering College, Avadi, Chennai. 

 

Received February  2016; Accepted 18 April 2016; Available 25 April 2016 

 
Address For Correspondence: 

M.Rajasekar, Assistant Professor, Department Of Computer Science and Engineering, Veltech Multitech Engineering College, Avadi, 

Chennai. 

  

 

Copyright © 2016 by authors and American-Eurasian Network for Scientific Information (AENSI Publication). 

This work is licensed under the Creative Commons Attribution International License (CC BY). 

http://creativecommons.org/licenses/by/4.0/ 

 

 

 

ABSTRACT 
Data is one of the important asset in the IT Sector. Communication and transfer of the sensitive data is always a challenge in every 

Organizations. Mostly the Sensitive data is communicated via a third party, whom we refer as an Agent. The Distributor is the one 

who owns and distributes the data to the Agents. After a while the Distributor finds his sensitive leaked or used by some other 

entity. So these Agents are not completely trust worthy, and some efficient measures are to be made in order to find the Guilty 

Agents who has leaked the distributors Sensitive Data. And here comes the concept of Data-Leak Detection (DLD). The Data-Leak 

Detection along with the Watermarking Technology provides a consistent and reliable way to identify the Guilt Agent. In order to 

increase the accuracy of finding the Guilt agent we also make use of the Data Allocation Strategies and also amendment of fake 

tuples in the original data without affecting the integrity of the Original Data. 
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INTRODUCTION 

 
In today’s environment data leakage is an inevitable phenomenon and it is a critical work for the data 

owners to secure their information and prevent their information from leakage. The Guilty Agents leak the data 
for financial gain or to ruin the goodwill of the data owner through negative publicity. In spite of providing well 
secure environment for the organization by Intrusion Detection system (IDS), Firewall, Vulnerability 
Management and other network Security Standards –organizations now focus their attention to an equal threat, 
which is the Data-Leakage, by their so called trusted Agents who are not completely Trust Worthy. 

Usually, data leakage is identified by watermarking. Watermarking is a technique in which a unique code is 
appended in each copy of the distributed data. If that copy of data which is distributed the agents is identified or 
found to be used in a unauthorized environment, then the agent who leaked that particular copy of data can be 
recognized. Watermarks, holds good only up to certain point, but it involves some alteration and transformation 
of the original data. We study amodest technique for identifying the agent who is responsible of the leakage of 
the sensitive records of the distributor. And also provide the simplest way of preserving the privacy of the user’s 
data in this process of detecting the guilt. And also we present algorithms that are used to efficiently handle the 
Agents request and allocate the according to the Agents Request. 

 
II.Existing System: 

Data-Leak Detection in today’s environment is done with the help of watermarking technology. 
Watermarking is a technique in which a unique code is inserted in each distributed copy of the data. Data leaks 
can be identified using these codes. The distributor that is the data owner keeps a record of the embedded data 
and its respective agent. This seems to be a simple and efficient ways to detect data leakage, but in some cases 
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the watermarks can be cracked if the Agent is malicious and there comes a difficulty in identifying the guilt 
agent, therefore this technique proves to be inefficient and unreliable. 

 
III. Proposed System: 

In our proposed system we not only use the watermarking, but also the amendment of fake tuples or records 
in the original data in such a way that the agent does not recognize the fake data. This improves the 
effectiveness in detection of the guilty Agent. Fake records of data are objects created by the distributor which 
appears as similar asthe actual data. The fake objects which appear genuine are disseminated among the agents 
along with the sensitive data of the distributor. Different set of fake objects are appended to the distributed data 
of different agents in order to upsurge the chances of identifying agents that leak data. 

 
IV. System Architecture: 

The system is the combination the data distributor and the Semi-Trusted Agent to whom the data is 
distributed. The Agent Requests for the data in two types of request they are the explicit request and the implicit 
request, which are discussed in the following chapter. Once the distributor receives the request from an Agent he 
then optimizes by using our proposed methods, the shingles and the fingerprint algorithm. Each and every data 
has an identity of the agent to which it is distributed, this identity is a unique attribute that is embedded in the 
sensitive data. After creating the digest of the sensitive the datasets are stored in the database and then each and 
every digest data is provided with a unique key or an identifier for later assessment and evaluation of the leaked 
data. The agent identifier and the digest data identifier are two separate entities that are used in data Leak 
Detection. 

Once the data is found in the unauthorized environment, the distributor, with the help of the Data-Leak 
Detection provider, assesses the leaked data for the finger print of the data by using the Agent identifier the guilt 
agent is identified. The addition of fake tuples is also one of the main process in our system, this fake tuples or 
records are appended in our original data in a randomized way with the help of grid based distribution algorithm 
in which we have made a formal survey. 

 

 
Fig. 1: System Architecture 

 
V. Problem Setup And Notations: 

  
Let us consider a set a Data that has to be distributed to a set Agents=Main Data Set. 
D= {D1, D2… Dm} 
A= Set of Agents 
A1, A2, A3… An=Agent Set 
Ri=Request 
The agent can make a request to the distributor in two 
Ways either sample request or explicit request.  
 
1. Sample request Ri=SAMPLE (D,mi): Any subset of  mi records from D can be given to Ai. Example: If 

T contains user records for a given firm. If agent U1 requests for any random 100 records of the users, then such 
a request is called as sample request. 

 



 16                          M.Rajasekar et al., 2016/ Advances in Natural and Applied Sciences. 10(5) May 2016, Pages: 14-19 

 

 

2. Explicit request Ri=EXPLICIT (D, condi), Agent Ai receives all D objects that satisfy condi. Example:   
In a system, if an agent makes a request for Records of user satisfying a specific condition then, such a data 
request is explicit request. 

Apart from these the Data Owner must also make Sensitive Data appear as less sensitive or a fuzzy dataset, 
for this we propose the following techniques that efficiently creates data sets that appear less sensitive and we 
also use algorithms for creating the hash of such data. Once the data is ready then it is distributed to the 
corresponding   

 
VI.Data Allocation Strategies: 

Data allocation is one of the main focuses of the distributor. The Owner or the Distributor is hypothetically 
allocates data objects to the semi-trusted Agents intelligently. While distributing objects, the fake objects are 
made as an imposter of the real objects and are embedded along with the original object. The key information 
that is encapsulated in the fake objects is the information about the agents who carries that object. This is 
encapsulated in such a way that the Agent can’t distinguish between the original data and the fake record. This 
is done in order to increase the probability of detection of the detection of the Guilt Agent.  

The distributor distributes the data to each agent with set of constraints and such constraints are used to 
identify the Guilt agent. In order to alter the sensitive data and to preserve the privacy of our data, a random 
record is added by the distributor. 

We characterize our four problem cases with the names EN, EY, SN and SY, where “E”denotes explicit 
requests, “S”denotes sample data requests, and “Y” is for the fake records, and for the case where the duplicate 
objects are not permissible is denoted as“N”. 

 
Fig. 1: Request Type Handling 

 
VII. Algorithms For Data Allocation: 

The algorithms for types of allocations have different constraints, as requested by the Agent. Such 
algorithms are provided below. 

 
Explicit Request: 

The distributor adds the fake record based on the request of the Agents. If it is an explicit request we have 
the two algorithms for adding fake objects. If two agents say (A1 & A2) request for the same record then a fake 
object say (f1) can be sent to both the agents with another unique entity that identifies each agent. 

In case of class “EN” the distributor cannot append fake objects to the original data that is to be distributed 
to the Agent. So, the data distribution is as per the request of the Agents, but the distributor can alter or change 
the data sent to the agent based on some attributes. 

In the case of “EY” the distributor cannot alter or change the data, but he can create a new fake data say (Fn) 
and append it to the distributed data of the Agent. If the number of fake objects are increased the success our 
objective is more sure. 
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In above two algorithms, we present a technique for randomly allotting duplicate objects into the original 

data. The first Algorithm is a common “interface”, which is being used by various other allocation schemes, 
whereas, the second Algorithm the random selection is performed. We represent the combination of the first and 
the second algorithm as e-random.  
 
Sample Request: 

In this data request, each and every agent Ai can receive different objects of any subset. Therefore there are 
‘n’ number of object distributions. In each and every distribution the distributor can change the order of the 
subsets and thereby the chance of detecting the Agent who is responsible for the data leak detection is high. 

 

 

 
 
Algorithm 3: 

is a general allocation algorithm whose function implementation differentiates algorithms that depend on it.
  
Algorithm4(s-random) 

We introduce the element that represents the distribution of shared objects, in precise the element 
Ekdisplays the number of semi-trusted Agents who receive object Ok. The working of this algorithm is based on 
the Round Robin allocation. 
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VIII.Fuzzy Fingerprint Method: 
Fuzzy finger print mechanism for confidential data-leak detection, is done by shingle and Rabin fingerprint, 

and then implementing our randomized method of Leak-detection. Shingles is a technique which consist, 
sequence of contiguous characters with fixed size. For example, for string “confidential” can be modelled into a 
3-gram shingle set, consists of the following elements, {con,onf,nfi,fid,ide,den,ent,nti,tia,ial,ala,lco}.Shingling 
of the document is done with the help of the sliding window, and it helps the document to be viewed as a 
snapshot. Shingling operation efficiently breakdowns a sensitive dataset into a number ofindigenous pieces. 

The shingles mechanism does not satisfy the entire concept of Privacy preserving concept. Now we need to 
convert each and every shingled element into its equivalent digest or fingerprint which distinctively represents 
the data. In Order to do that, we use the Rabin fingerprint algorithm which produces short and hard-toreverse 
digests through the fast polynomial modulus operation. Rabin fingerprint has proven min-wise independence 
property. Rabin fingerprints are calculated as polynomial modulus operations, and it is done using fast XOR, 
shift, and table look-up operations. This process is defined as follows. For a binary string C1, C2….CR length R 
and a complex polynomial p(x), we compute the fingerprint f. 

 

 
 
We use a sliding window to generate shingles of k-bit long. For an input of size r, we repeat this 

computation to produce “r-k+1” data elements and their equivalent. Here the data owner discloses a subset of 
sensitive-data’s fingerprints to the DLD provider for use in the detection by first sorting the fingerprints. The 
number of fingerprints to be designated is specified by the data owner. 

 
IX. Detection And Evaluation: 

The leak detection is done with the help of the straight forward detection method, provides an alert to the 
owner or the Data Leak Detection Provider if the Leaked data fingerprints matches the fingerprints of our 
sensitive data. Using this method also has a drawback, that is if the alert is provide to the Data Leak detection 
provider instead of the provider and if both of the fingerprints matches, then there is a chance for the Data Leak 
Detection provider to aware of the Shingles as it will reveal the contents of the packets. So our job is to carry out 
the detection process without revealing the content of our data to the Data Leak Detection Provider, and also 
allow him to monitor for Data Leakage’s. 

In order to solve this problem we provide a randomized technique, they are, 
� The owner or the distributor of the data modifies the fingerprint data set in randomized way before 

revealing them to the Data Leak Detection Provider. 
� The Data Leak detection provider executes the detection process by a range based assessment and not 

by precise match. The range that is used in the evaluation is the one which is predefined by the owner. 
 

Conclusion: 
In this digital world, we handle enormous data, both sensitive as well as unimportant data. The sensitivity of 

each of each and every data decreases in the matter of time, a data which is considered sensitive or classified 
may not be given the importance after a while. Here in our paper we included the mechanisms for identifying 
the Guilt Agent and also propose a very simple way of doing it, without further loss of confidentiality of the 
distributors data. We also have analyzed various related works for our system and given the collaborative 
thoughts of such works. Even though we have a system for identifying the data leakage with the help of our 
watermarks in our data and also have certain allocation strategies, we must also consider that an agent may be 
malicious and he can tamper our data and our fake records. Such conditions can be analyzed and evaluated in 
our future work. 
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