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ABSTRACT 
Data prediction is contemplated in WSN to develop the system lifespan by enabling the sink to determine the data sampled. The 

basic architecture of WSN is usually a hybrid type where it is a combination of infrastructure and infrastructureless networks. The 

communication from sensor to sensor head takes place through pear to pear architecture and the communication from cluster 

head to base station involves broadcast based architecture. This hybrid architecture is to reduce the energy consumption of sensor 

nodes as it will be depleted soon when each sensor broadcasts sensed data to base station as and when senses. Hence a cluster 

head will be elected for each cluster by considering the battery, memory and processing ability. All the sensors will be sending 

their sensed data to the cluster head in a pear to pear manner. 
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INTRODUCTION 
 
 Wireless Sensor Networks (WSNs) provide the affability of interfered sensing, but act as a challenge of 
achieving long lifetime with a limited energy budget, often provided by batteries. It is well-known that 
communication is the first energy sink, which is adversely, given that the ability to report sensed data motivates 
the use of WSNs in several pervasive computing applications. 
 This project is to construct a energy efficient wireless sensor network and to transmit the sensed data in a 
secure way, reaching the base station for query processing on the historical data and to apply data prediction 
strategies. The data prediction approach is applicable when data is reported periodically commonly in many 
computer applications. 
 This approach is to truncate communication without compromising data quality is to predict the drift 
followed by the data being sensed an idea at the core of many techniques. The former approach is well known 
and has been designed by many works to the best of our knowledge none of these works has been verified in 
practice for prediction deployment. Therefore the affability on the resource scarce WSN devices remains 
concealed. The work that gains only in terms of messages suppressed a standard approach sending all samples. 
This centric view in data is quite confident. WSN’s consumes energy not only when transmitting and receiving 
the data and also continuous control operations driven by the network layer protocols. 
 
Existing System: 
 Data Collection is a fundamental functionality of many WSN applications, and is commonly implemented 
by nodes periodically taking sensor measurements and reporting the corresponding samples to a data sink. The 
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data prediction strategy, applied on each node. The sensor node builds a model of its data based on some initial 
values and transmits the model to the sink. To reduce the approximation error in recent data points, producing 
models that are accurate in past data. Instead, existing systems computes models capturing the trends in recently 
observed data producing models accurate to future data. Evidently, these are best modeled when data exhibit 
short term linear behavior. Data collection is a fundamental functionality of many WSN applications, and is 
commonly implemented by nodes periodically taking sensor measurements and reporting the corresponding 
samples to a data sink. Clustering on various types of sensor and reporting the corresponding samples to a data 
sink. Clustering on various types of sensor nodes and the security concerns for data prediction with energy 
efficiency is not considered. 
 
Proposed System: 
 We propose an efficient hybrid data prediction technique with data Aggregation which can drastically 
reduce energy consumption of sensor nodes during communication. In data prediction the communication can 
be significantly reduced by avoiding transmission of each raw sample to the sink. This is achieved by using a 
model to estimate the sensed values, and by communicating with the sink only when there is a change in the 
sampled data when the Aggregation time out is triggered in cluster head. Each node is using a model to predict 
its own sensor data, and compares the predicted values with those actually observed and generates a confidence 
value. 
1. In our Proposed Design we promise to give high authenticity of each sensing data and Integrity of the same in 
a recoverable environment for concealed Data Aggregation (CDA) by privacy Homomorphism Encryption 
Scheme using Ecc-Elgamal Signature in a Binary transmission for three completely different Network Clusters. 
2. Base Station can recover each sensing data as well as can compute on it. Overhead is greatly reduced as 
Cluster Heads of High and Hete Sensors can respond for Base Station Requests. 
3. So communication cost is drastically reduced that a Low Cluster Network can also be deployed to a WSN. 
4. Binary Transmission of data ,Encryption using Public Key ,Private Key ,Cluster Key and thus creating a 
Signature for each data and (Two Layer authenticity) verifying authenticity at both cluster heads and in Base 
Station helps to securely send data in huge WSN containing different clusters. 
 The key can be generated by randomly chosen secret key of X with 1<X<P-1 and compute y=gx mod P.  
Then the signature can be generated based on gcd(K,P-1)=1 compute  
r=gk (mod P) S=(H(m) – xr)K -1 (mod P-1) 
 then verify that g H(m)= yr rs(mod P) It can be corrected over  
Fermats little theorem 
 gH(m)= gxr gks. 
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Architecture Diagram: 

 
 
Modules: 
4.1 Network Formation & electing Cluster Head 
 Three Completely different Clusters are formed in a Wireless Sensor Network named 
o Homogenous Low Sensors Cluster. 
o Homogenous High Sensors Cluster. 
o Heterogeneous Sensor Cluster. 
 Cluster Heads are elected based on the battery, Memory and processing ability for each cluster and only the 
cluster head aggregate the received data from its cluster sensors and sends to the Base Station .The Homo High 
and Hete clusters have the high capability sensors and hence can do computations on aggregated data and send 
the corresponding result and also respond to Base Station(BS) request thereby reducing overhead drastically. So 
Homo Low Clusters can also be incorporated into WSN since it contains Low Sensors which just aggregate and 
sends the cipher text to BS. Each Node is equipped with 3 keys 1.Cluster Key 2.Private Key 3.public Key in 
which bit length varies depending on type of cluster. 
 
4.2Data transmission and Aggregation: 
 Sensors send its own sensing data to its cluster head as each and every sensor knows its own cluster head 
and generates a shortest path to reach it and transmits through it. Each Sensed data is converted into a packet 
and is encrypted and the cipher is subjected to signature generation process. The Cluster Head receives the 
encrypted cipher text and signature is verified and the data is aggregated. Cluster Head recovers the data and in 
Homo High and Hete and generated the signature using elgamal. For Homogenous Low and Hete Clusters only 
Aggregation process takes place as Homogenous low cluster is memory constrained. 
 
4.3Recovering data using Signature 
 The Aggregated Data's are Converted into a Single Packet when Aggregation Time out is triggered in 
Cluster Head. Now a cipher text is created by encryption and a signature is also generated for the same and the 
cipher is concealed in signature by compressing and converting the whole compressed content to binary. In 
Homo Low Cluster the Head Just verifies signature sends the data to Bs without aggregating packets. BS once 
again verifies each and every data by verifying signature thereby ensuring data Integrity and Authenticity. Base 
Station can also send request to Cluster Heads of High & Hete Clusters and can receive the recovered data from 
Cluster head by verifying signature. 
 
4.4Data Prediction and Query Processing:  
 The Low Confidence data from the sensor nodes are dropped in cluster head by data prediction strategy on 
each cluster head. Hence the redundant data's are free from communication reducing overhead. The dropped 
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packets are shown in a graph for redundancy evaluation by time vs. drop count. The Broadcasted compressed 
encrypted binary packets are being accumulated on Base Station and it is fed to a Database after Verification of 
Packets from various Clusters.  
The Historical thus formed by time are subjected to four kinds of Query Processing. Top-K Based Query 
Processing (Top Ranked Values on each Cluster), Necessary Set Based Query Processing (Values Should be 
Present), Sufficient Set Based Query Processing (Values that are more than enough)and Boundary based Query 
Processing (Ranked values in a range.  
 
Related Works: 
 Data prediction has been extensively studied for resulting different techniques to compare linear, nonlinear 
and correlation models. Data driven approaches has been evaluated theoretically, but no prior work explores the 
real effect of the network stack on energy savings. Network level energy savings approaches can be classified 
into layer protocols. Low power listening protocols, dominate real deployments due to their availability, 
simplicity and effectiveness.  
 
Conclusion: 
 Data prediction exploits the fact that many applications can operate with approximate data, as long as it is 
ensured to be within certain limits of the actual data. So this allows huge reductions in communication. We 
applied a technique of data aggregation to over many data points from real world applications, a performance 
often better than other approaches despite in data prediction. The practical usefulness of data prediction 
improves system lifespan for mainstream periodic reporting. We design, develop and evaluate a energy efficient, 
light weighted, secure and reliable system for hybrid WSN to transmit and process historical data on different 
types of clusters using Elgammal Signature Scheme, Aggregation methods and data prediction strategies. It is 
more reliable transmission system to eliminate data loss.  
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