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ABSTRACT 
Cloud computing, is a promising computing environment which allows users to remotely store the data in one centralized place. 

Adoption of innovative practices in the medical area is one of main application of the cloud. Cloud computing is broadly used for 

maintaining Personal Health Records (PHR). It is basically a patient health-centric model for exchanging data in cloud. PHR is 

mostly kept in a third party server i.e. cloud server. The major problems raised in existing approaches are securing the PHR from 

malicious access, that are dealt with a New Graphical Password Scheme Resistant to Shoulder-Surfing, privacy preserving access 

control with authentication for securing data, cloud proposed digital image authentication from jpeg headers are briefly discussed 

in this paper and the problems of existing methodology are rectified in the proposed system. The security strength of the proposed 

scheme is based on Knowledge factor, Possession factor and Inherence factor. Dynamic access control One-Time Password (OTP) 

and  Radio-Frequency IDentification (RFID ) are used to provide the security for PHR .The advantage of the methodology used is 

that even real time service from doctors can access patient information  by verifying and analysing the PHR of the patient online. 
 

KEYWORDS:  Cloud Computing, Personal Health Record (PHR), Dynamic access control, Radio frequency Identification 

 
INTRODUCTION 

 
 Cloud computing is a model which provides convenient, on-demand network access to a shared pool of 
configurable computing resources such as networks, server, storage, applications, and service) that can be 
rapidly provisioned and released with management effort as minimal as possible or service provider interaction.. 
It allows us to create, configure, and customize the business applications online.PHR has emerged in recent 
years for secure sharing of patient centric model of health information in cloud. It is a centric model that focuses 
on patient as overall control of patient’s data is with patient. Patient can create, delete, modify and share own 
PHR information through the public cloud. It enables activities like storage, retrieval and efficient sharing of the 
medical information. Each patient is having the full access control of own  
 Personal Health Information and can share our health data with a wide range of users in public and personal 
domains for further clarification; PHR Owner create, manage and access PHR file, PHR stored in cloud server, 
PHR sharing with family or friend, Sharing with health care providers, Sharing with insurance company, 
Emergency staff access, Access by Cloud providers, Cloud server. 
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Fig. 1:  Architecture of PHR Data Sharing. 
 
 Each patient personal health information could be exposed to the third party servers and to unauthorized 
parties[2]. To assure the patient's control over access to their own private PHRs, it is a promising method to 
encrypt the PHRs before outsourcing. But still issues such as risks of privacy exposure, scalability in key 
management, flexible access, and efficient user cancellation have remained the most important challenges 
toward obtaining fine-grained, cryptographically enforced data access control. 
 
Related Works: 
 Attribute based encryption and internal-operations of personal health records in cloud computing system 
provide mechanism to preserve patient-centric PHR access and effective key management at the same time. The 
key idea is to divide the system into many security domains (public domains (PUDs) and personal 
domains(PSDs)) according to the different user’s data requirement .Interoperation is the ability of two or more 
systems or components (for example two or more medical information systems) to exchange information and 
use the information that has been exchange. For each PSD, its users are mostly have personal association with a 
data owner (such as family members or close friends), and they make accesses to PHRs based on access rights 
given by the owner. In both types of security domains, ABE is used to realize cryptographically provided, 
patient-centric PHR access. Role attributes are defined for PUDs, representing the professional role or request of 
a PUD user. Users in PUDs receive their attribute-based secret keys from the AAs, without any direct 
interaction with the owners. Since the PUDs contain the maximum number of users, it greatly minimizes the key 
management overhead for both the owners and users. For PSD, data attributes are defined which depicts to the 
intrinsic properties of the PHR data, such as the category of a PHR file. Since the count of users in a PSD is 
often small, it reduces the difficulties for the owner. When encrypting the details of data for PSD, all that the 
owner needs to know is the intrinsic data properties.[4] 
 
Existing System: 
 Various systems are already designed to store a patient's health record in cloud. Some of those existing 
systems are, 
 
A.  New Graphical Password Scheme: 
 One of the most commonly used authentication technique is the graphical password scheme. In this system, 
the user selects a certain number of images from a set of pictures during registration scheme and suggests users 
to create a pictorial representation of a story for the sequence retrieval [5].It does not include a direct input 
method instead, it depends on the users to draw across their password images in the form of a curve. The curve 
includes both pass-images and decoys guards. To create a password, a user chooses several images in an order 
from his/her set of pass-images. The user can remember the connection between the images in the password by 
mentally constructing a story. For confirmation, the user should draw the curve across his/her pass images in 
right order without lifting the stylus from the drawing surface [6]. 
 
B. Privacy Preserving Access Control with Authentication:  
 According to this scheme a user can create a file and store it securely in the cloud.ABE and ABS are the 
two types of protocols that are used in this scheme. There are three users, a creator, a reader and writer. Creator 
Alice is capable of receiving a token from the trustee, who is honest is assumed. A trustee can be someone like 
the federal government which is capable of managing social insurance numbers etc on presenting her 
health/social insurance number the trustee gives her a token γ. There are multiple number of KDCs, which can 
be scattered. A creator on presenting the token to one or more KDCs is capable of receiving keys for 
encryption/decryption and signing .By designating the verification process to the cloud, it relieves in the time 
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consuming verifications of the individual users. The decryption process takes place using the secret keys it 
receives from the KDC's. In case it has sufficient attributes matching with the access policy, then it decrypts the 
information stored in the cloud system [7] 
 
C.Digital Image Authentication from JPEG Headers: 
 Digital images are now introduced as evidence into courts of law. Initially a digital image must be recorded. 
It is often important to determine if a digital image has been altered in any way from the time of its recording, 
including manipulations as simple as cropping. Previous works in detecting double JPEG compression contains 
some promise to detect any form of image manipulation. Digital forensic techniques have been developed to 
detect various traces of tampering region; duplication ; resampling ; colorfilter array artifacts  ; inconsistencies 
in camera response function ; inconsistencies in lighting and shadows ;inconsistencies in chromatic aberrations ; 
inconsistencies in sensor noise; and inconsistencies in statistical features. 
 In contrast, the exchangeable image file format (EXIF) headers  and JPEG quantization tables used by 
cameras and the software manufacturers are somewhat unique, and can, therefore, be used to find whether an 
image has been altered from the original recording. Building on this previous work, we describe how various 
aspects of the JPEG format can be used for authentication. This analysis is validated on over1.3 million images 
spanning 33 different camera manufacturer sand 773 different camera and cell phone models. 
 
Proposed System: 
A.Knowledge factor ("something only the user knows"): 
 Knowledge factors are the most important form of authentication. In this form, the user is required to prove 
knowledge of a secret in order to authenticate like password, PIN and Pattern. Knowledge factor may come to 
knowledge of an Attacker. The Attacker might guess or estimate a password or PIN. Where the token is a shared 
secret, the Attacker could access to the computer system or Verifier and acquire the secret value. An Attacker 
may set up malicious software (e.g., a keyboard logger) to reveal the secret. Additionally, an Attacker may find 
out the secret through offline attacks on network traffic from an authentication attempt.[10] 
 
B.Possession factor(“something only the user has”): 
 Possession factors have been commonly used for authentication from many years, in the form of a key to a 
lock. The basic principle is that the key holds a secret which is common between the lock and the key, and the 
similar principle is used for possession factor authentication in computer systems. A number of types of pocket-
sized authentication token are available which display the change in pass code on an LCD or e-ink display, 
which must be typed in at an authentication screen, thus the need for an electronic connection is avoided. This 
can be done one in the forms such as sequence-based token, time-based token, and the token may have a small 
keypad on which a challenge can be entered. 
 Possession factor may be damaged, lost, stolen from the owner or cloned by the Attacker. For example, an 
unauthorized user who gains access to the owner’s computer might duplicate a software token. A hardware 
token might be duplicated, stolen, tampered. [10] 
 
C.Inherence factor (“something only the user is”): 
 Inference factor may be produced or replicated. An Attacker may obtain a duplicate copy of the token 
owner’s fingerprint and a replica is constructed.  
 
In the multistep authentication process we propose three steps ,they are as follows: 
• Dynamic access control 
• ONE-TIME PASSWORD (OTP) 
• Radio-frequency identification (RFID) 
 The first and foremost method in multistep authentication is the DYNAMIC ACCESS CONTROL which 
allows users manage, access, or share Personal Health Record (PHR) in Cloud computing environments .In the 
environment, multi-users can access to PHR for appending, revision, deletion, and inquiry. Such multiuser 
present distinct access authorities that the access relationship is rather complicated. Patients can append PHR, 
such as the temperature and blood pressure that are measured by themselves. However, after appending the 
professional diagnostics details of doctors, patients can no longer revise it. 
 Cloud In the process of medical treatment, each patient might be diagnosed by various doctors because of 
different illnesses.  On the basis of professional medical field, the accessing authorities to patient’s PHR would 
be distinct. Even the doctors of the same department are restricted the access to PHR. 
 Apart from patients and doctors being able to manage PHR, even other healthcare personnel could  be able 
to manage it as well. For instance, nurses can update some physiological information, pharmacists could inspect 
the past medication, cashiers could simply examine the drug records on the day, and other users with 
preliminary-authorization can merely read some information, such as friends or researchers. PHR can  not only 
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be viewed by medical personnel in general hospitals but also PHR could also be accessed by multi-users for 
home care, remote care, and management of  health .  
 PHR scheme is patient-centred that individuals could maintain and record the health information. Besides, it 
is required to combine personal medical information from various medical units that it used to access and 
provide personal health and medical records through the Internet or portable media. Presently, many online PHR 
systems offer patients to manage their personal medical records. However, as PHR is received from different 
places and patients could not be able to ensure that the contents being instantly updated or complete, the 
application of PHR has gradually transferred for storing data in Cloud servers because of the arrival of Cloud 
computing. Since there are enormous users and complicated access control schemes in PHR scheme and users 
cannot ensure the data being immediately updated and complete, this study proposed that it have PHR more 
efficiently provide numerous multi-users with dynamic access control scheme in Cloud servers. Having a fair 
Certification authority (CA) authorizes a super key to each user, the super key could be utilized to prove the user 
having a legal key and to verify the identity so as to ensure the security, authenticity, reliability, and 
completeness transmission of information.  
 

 
 
Fig. 2: Architecture of Proposed System. 
 
 The central authority (CA) is considered as to build a structure for access control according to the 
relationships that is established between the users. The proposed scheme of PHR consists of three phases, 
namely Initialization, Key generation and Derivation. [10] 
 The second key technique in multistep authentication is ONE-TIME PASSWORD (OTP) The generation of 
OTP is done using special algorithms to provide randomness. The randomness of algorithm is required because 
without any randomness there is a chance to predict the future by analysing the past OTP’s. By using several 
mathematical algorithms, the server has to provide a key for transmogrification which can be done only by 
sending OTP as mails. 
 The third step in multistep authentication is RFID Radio Frequency Identification (RFID) technology. It is 
an efficient and patient privacy secured e-Health system based on passive RFID and cloud. Radio Frequency 
Identification (RFID) technology that is capable of using electromagnetic fields attached to a tag to identify 
objects. The RFID-based procedures are the most efficient and advanced when compared to traditional e-Health 
process, patient’s information may be explored in the period of data transmission and this will cause improper 
medication use or medical errors. In this, we propose a RFID-based e-Health system which strengthens patient’s 
privacy and security and also enhances the efficiency of out-patient clinic procedure using Attribute Based 
Encryption Algorithm (ABE). 
 In Our system we would be providing a RFID card to every patient. There would be central server cloud 
where all the patient information would be stored. When the patient visits the doctor for the first time all his 
identity details would be fetched from the database. After this the doctor would provide the patient   a RFID 
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card. Then he would check the patient and may advice him to undergo some medical tests. The doctor  then 
would upload all this information on the central server cloud or he can upload the patient reports in the 
cloud .The doctor would also upload the medicine prescribed by him to the patient. The Pathologist can also 
upload the reports in the cloud. The patient also views his/her own history with the help of website.[8] 
 
Conclusions and Future Enhancement: 
 Thus there are important requirements for the adoption of innovative practices in the medical area. Cloud 
computing, is one of the most emerging computing environment which allows users to remotely store the data in 
one centralized place. In this paper cloud computing is used for maintaining Personal Health Record (PHR). It is 
basically a patient health-centric model for exchanging data in cloud. Personal Health Record (PHR) is mostly 
kept in a third party server i.e. cloud server. Already existing systems leads to various problems. In order to 
overcome those problems the implementation of a proposed scheme including Dynamic access control, One-
Time Password (OTP) and  Radio-Frequency IDentification (RFID ) which are completely based on three main 
factors namely the knowledge factor ("something only the user knows"),the Possession factor ("something only 
the user has")and the inherence factor  ("something only the user is"). 
 Further work includes the promotion in OTP for more security purpose. We have also planned to 
investigate the issue of pin and pattern which can be easily accessible without the user’s knowledge and to study 
in more depth about RFID 
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