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ABSTRACT 
The proposal that this paper covers is to have an authenticated framework that perpetuates privacy and non-repetition of data. In 

the VANET network, the security breaching is too high which can mislead the data and breach the security of the system. A VANET 

is developed with the intention of creating nodes that can communicate among the vehicles in during their movement, in the RSU 

or road side units. It is highly important to have secure connection over vehicle-vehicle and Vehicle-Roadside point to avoid 

misleading messages. Data privacy and the attacks that can possibly happen which can breach privacy are discussed in this paper. 

We provide with authentication framework and identity based signature (IBS) which can detect, minimize and eradicate accident 

prone vehicle liabilities due to message misleading.   
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INTRODUCTION 

 
 Past decade saw the emergence of wireless networks across the globe in huge proportions. The wireless 
devices ruled by developing itself in the hand of man as Personal Digital Assistants, laptops, mobiles & sensor 
based navigators. By considering the possibilities with which wireless network can be used, the transportation 
industry has opened and paved way for wireless communication which can in-turn accommodate vehicular 
safety, toll pay slips, fuel level estimation and simple internet service providence. 
 VANET is nothing but simple extension and implementation of MANET. All the vehicles are considered as 
nodes and they communicate between each other in node-to-node fashion. The node units broadly falls under 
two categories [1]: Road Side Units (RSU)and On Board Unit (OBU). 
 
 Road side units are the stationary immobile units which are rooted on the roadside at particular measured 
intervals. On Board Units are the vehicles with nodal device or wireless connection embedded within them, with 
some device that is capable of communicating.  
 The nodes are always considered to be connected with each other which can rely on the nodes to 
communicate with each other. The nodal attack may lead to any of the following consequence in the VANET. 
May cause vehicle accidents or can cause financial loss by messing up pay slips. Misjudging the time can result 
in traffic jams. 
 In this paper, we want to make sure to have power filled VANETs communication, we need to secure and 
frame communication frameworks to come up with routing algorithm. Various malicious attacks are possible 
which can be avoided by the authentication framework that we propose. Using the RSU common points, we can 
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avoid the misleading messages which are capable of breaching the communication. We provide with an IBS 
(identity based signature) which can detect and identify the vehicles in the VANET network which in turn can 
provide and fulfill the safety parameters avoiding the intruders. 
 
Types Of Vanet Attackers: 
 Depending on their attacking capabilities and the attack radius [2] up to which they can execute their 
powers in the VANET network, the attackers in a network are categorized under the following four categories: 
 
Active vs. Passive Attackers: 
 An active attacker in VANET network may change the messages that are being communicated while the 
passive attacker is muted spectator of what happens in the network. 
 
Inside vs. Outside Attackers: 
 If the attacker is an insider who belongs to the node, the damage caused by him may be overwhelming. The 
outsider doesn’t belong to the vehicular node where the attack happens and the security breaching is less. 

 
Malicious vs. Rational Attackers: 
 Malicious attackers change the nodes, information and messages but doesn’t aim in getting any benefits 
from the attack. The rational attacker on the other hand, seeks benefits from attacks. 
 
Local vs. Extended Attackers: 
 Local attacker has limited area of security breaching. An extended attacker can attack beyond the limit 
without any restrictions. 
 
Vanet Security Parameters: 
 The security [3] parameters are wide ranged in the VANET network and it should fulfill the promises that 
are listed below. 
 
Availability: 
 The VANET network should be available irrespective of the other kinds of attack parameters. Even during 
intrusion, the network must be able to withstand its message passing abilities. 
 
Confidentiality:  
 No one other than the team members can access the encrypted messages in the network. 
 
Integrity: 
 In the VANET network, the message should be sent and received with authentication token to ensure the 
node verification is perfect. To ensure the message that has been transferred is correct, the data verification is 
required. 
 
Pivacy: 
 Against the security breaches, we must be able to store the VANET network user details in one profile or 
drive. 
 
Traceability: 
 To restrain from vehicle duplication, it is important to have component that can trace and revoke from 
future image. 
 
Existing Work: 
 Data privacy attacks and breaches are common in VANET networks. The existing system uses symmetric 
key [4] management where the key management schemes in the VANET is using cryptographic message 
attestation. The major disadvantage of this system is that the vehicles must attest each other through the trust 
and trust providing authorities, who doesn't entertain VANET security breach when implemented in a large-
scale. The restriction of large-scale implementation, misplaced id matches, and non-authentication and repetition 
of the vehicular details makes the existing system a mess in realistic implementation 
 
Proposed Work: 
 An authenticated framework that is being proposed here transfers messages between vehicles and RSUs. The 
Identity based schemes for the transfer of data securely from vehicles to the road (V2R). The same framework 
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validates the communication from R2V as well. The IBOOS framework is used to Vehicle to vehicle 
transformation which reduces the computational cost by half.  
 
We divide the system into three modules: 
• Architecture of the VANET 
• Message sharing from Vehicle to Vehicle 
• R2V and V2R using RSU 

 
1. Architecture of the VANET:  
 Trusted authority and Roadside units along with on board units are the main components of the VANET 
network. All the units of the vehicular network are authorized with the trusted authority. Road side units are 
immobile while on board units are movement oriented. 
 
2. Message sharing from Vehicle to Vehicle: 
 With a group access token, the vehicle to vehicle communication is carried out across vehicles in VANET 
network. Using HMAC key [5], which is generated using the hash based HMAC algorithm, the on board units 
are authenticated and the geo-location of the vehicle is verified without which the communication of the 
message from sender to the receiver cannot happen. 

 
3. R2V and V2R using RSU: 
 The current id of the vehicles is used to communicate across the geo-locations where the vehicle is present. 
The road side unit takes up the responsibility of collecting ID and data messages that has to be encrypted by the 
on-board unit. When the hash based HMAC receiver knows the id of the sender, the communication happens 
which receives the authenticated message.  
 The three modules are set-up and executed to achieve the optimization of vehicular VANET data 
transmission in a authenticated framework.  
 
Architecture Diagram: 
 

       
 
 V1, V2, V3, V4 denoted the vehicle that are marked by IBS ID. Any number of vehicles can be connected 
in the network of VANET. The RSU and OBS are responsible for communicating with the authentication 
framework which in turn communicates with the base stations in the VANET network. 
 
Experimental  Setup: 
 To implement the peoposed system, we make use of the following specifications. The RSU and OBU are 
defined with the following specifications. 
 

Serial No 
Experimental Setup 

Support Needed Specification 
1 Hard disk 20GB and above 
2 Compiler C, C++ compiler 
3 Software Tools Netscape Navigator, TCL 
4 Total RAM size 512MB 
5 Processor Pentium IV and above 

 

Authentication 
Framework 

Base Station I Base Station II 

V1 V2 V3 V4 



132                V. Lakshmi Priya et al., 2016/ Advances in Natural and Applied Sciences. 10(5) May 2016, Pages: 129-133 

 

Implementation: 
 

 
 
Fig. 1: Geographic Routing Protocols to Maintain Neighbor positions. 
 

 
 
Fig. 2: LAL Improve The Routing Performances.  
 
 When the routing protocol does not use the location information of the mobile node, then the routing is 
topology-based routing protocol. If the position information is used in the routing protocol, then the routing is 
position-based routing protocol. There are two methods of forwarding data packets in position-based routing: 
greedy algorithm.  
 In greedy forwarding, the next hop node is the closest in distance to destination. Nodes outside the range are 
considered to non - localised nodes, they are not used for data transmission. Greedy uses location information of 
the mobile nodes to limit the search for a new route to a smaller area of the network which results in a 
significant reduction in the number of routing messages and therefore the energy consumption of the mobile 
nodes batteries is decreased significantly. 
 

 
 
Fig. 3: Delay Measurement. 
 
Conclusion: 
 The wireless devices are developing itself four-faced arena now-a-days across the networks. Technology 
has shrunk itself to Personal Digital Assistants, laptops, mobiles & sensor based navigators. By considering the 
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possibilities with which wireless network can be used, the transportation industry has opened and paved way for 
wireless communication which can in-turn accommodate vehicular safety, toll pay slips, fuel level estimation 
and simple internet service providence. Many research works are concentrating on new ways with which 
vehicles can communicate for various basic needs. The definitive architecture for VANET, the OBU and RSU 
units’ communication from vehicle to vehicle in the network and ID based OBS framework can help out in the 
above said research. Man in the middle attack and intrusion are deducted and reduced with the proposed 
method. 
 Ensuring the security of vehicular message transmissions had always been a challenge in the growing era of 
technology and we have proposed a framework in this paper which works on the authentication and security. 
We propose highly secure connection which transmits messages V2V and V2R avoiding the intruders. Data 
privacy is ensured and the security parameters are preserved by the massive reduction in the security breaches. 
The IBS, identity based signature discovers the ID of the vehicle and minimizes the security breaching and 
message misleading. 
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