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ABSTRACT 
In Current network environment need greater Network security for storing personal Data and business data or accessing 

corporate networks information on mobile devices and system  has been growing rapidly. One important potential solutions is to 

employ pioneering biometric authentication techniques. This project presents the development of a mobile biometric 

authentication system is highly based on electroencephalogram(EEG). EEG signal recording is combination with previously 

established technologies in network security such as facial detection and near field communication (NFC). The main goal of this 

work is to full fill the gap between mobile  technologies and wireless EEG devices and we develop a new authentication technique 

and a feasible application.  we analyze the relevant literature, manner several EEG measurement experiments, and we discuss the 

procedure and outcome with experts in the EEG and digital signal processing (DSP) fields. Based on the result  we build and 

present a mobile prototype system able of authenticating users based on the uniqueness of their brain waves. In addition, we 

implement a fully authentication system for high security. 
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INDRODUCTION 
 
 Electroencephalography (EEG) signal mainly used in health and medical fields. It is also second-hand in 
brain-computer interface (BCI) systems for humans to continuously control mobile robots and wheelchairs. 
Recently, the research communities successfully discover the possible of using EEG as a new type of biometrics 
in user authentication. EEG-based authentication systems have the collective advantages of both password-
based and biometric-based authentication systems, yet without their drawbacks. We propose to take the 
advantage of rich information, such as age and gender, carried by EEG signals for authentication in multi-level 
network security systems. 
 The use of brain signals has been only recently analyzed by the scientific community as a biometric 
characteristic to be used in automatic people recognition systems. However, brain signals make some 
peculiarities, not shared by the most commonly used biometrics, such as face, iris, and fingerprints, by reference 
to privacy compliance, robustness against spoofing attacks, possibility to perform continuous identification, 
intrinsic live-ness detection, and universality.  
 Biometric System has many challenges that need to be properly addressed. The understanding of the level 
of uniqueness and permanence of brain activity, the design of elicitation protocols, and the invasiveness of the 
acquisition process are only some of the challenges which need to be tackled. 
 EEG acquisition devices are more expensive than the devices used for classical biometrics. Setting them up 
and working them is more intrusive and time-consuming, making them potentially less acceptable in many 
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contexts. Analyzer can’t capture such signals at a distance, as they can with iris and face scans, which limit 
system usability. EEG activity is a genotypic characteristic, which limits its uniqueness. In fact, research indi-
cates that there are no major differences in EEG signals belonging to monozygotic twins. 
 

 
 

Fig. 1: Overview. 
 

 
 
Fig. 2: EEG Sensor. 
 
 Different types of sensors are used for recording brain signal such as Neurosky and EPOC’s 
Neuroheadset.EEG sensor is more efficient compare to that previous sensors. Our experiments showed very 
promising results for the proposed multi-factor EEG-based authentication method. SMS Alert is added on 
unauthorized accessing with the help of GSM module which send an alert message to the authorized client on 
false accessing. Back propagation network gives fast and accurate categorization and is a talented tool for 
classification of the signals. Here, back propagation with feed forward network is used and it has two main cases 
which are training and test phase. 
 
II The Proposed Method: 
 A general EEG-based automatic recognition system consists of many acquisition modules that sense a 
subject’s EEG signals, a pre-processing module that removes noise and artifacts in the signals, a feature 
extraction module that separates the brain signals delegate elements, and a matching module that generate a 
score. The system uses the score to rank the most possible subjects or to make a conclusion about the subject’s 
for identity. The system can acquire EEG signals during spontaneous brain movement—for example, when the 
subject is at rest and open or closed eyes that time we record the signal. It can also collect the signals in the 
attendance of visual, or tactile stimuli (including real-world stimuli such as music, speech, or video),or auditory, 
or during the implementation of real or imagine tasks are body movements or speech. The signals induced by 
such stimuli originate in various parts in the brain and differ significantly in bandwidth and amplitude. Five 
dominating Independent Components (DIC) are resolute from five brain regions represented by EEG channels, 
then uni-variate autoregressive coefficients of DICs are extract the features. Based on DICs, a Naïve Bayes 
probabilistic model is employed for person authentication purpose.  
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III Modules: 
A. Signals And Test Samples Collection: 
 In this module 15 Known EEG Samples are collected from authorized medical centers for training the brain 
signal using Neural Network.  
 

 
 
Fig. 3: Brain sample. 
 
 Also Collected 10 Unknown EEG Samples for predicting Brain Authentication from authorized medical 
centers. This module processes the user details with full information of user that contains the entire information 
about the user.  
 Every user has to register before the signals authentication and have to enter correct mobile number, mail id 
& password for future OTP verification.    
 
B. Feature Extraction: 
 The EEG signals is readied by sensor and registered with that signals for authentication that is to be stored 
to access the different types of user signals. By using PCA (Principal Component Analysis) algorithm the 
signals are converted into a pattern format. Then using BPN (Back propagation network) with is used to check 
the signals that are given by the user form different other registered signals. A data reduction method will be 
applied to each signal for converting multi band to single band data using PCA. 
  Principal Component Analysis is used to reduce the large dimensionality of the data and multi spectral 
band reduction during extracting features like covariance, Eigen values and vectors. It is useful for 
discriminating the pattern of different signals with limited features. The signal reduction is used to explain the 
majority of signal variability compared to multiband features. It is also named as Karhunen-Loève transform or 
proper orthogonal decomposition.  
 

 
                                         
Fig. 4: PCA process. 
 
C. Neural Network Training: 
 Neural network training process is important because each input data is named and trained then only we 
know who is signal. In this technique we use Back propagation algorithm for fast and accurate classification. 
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The performance of the Back Propagation network was evaluated in terms of training performance and 
classification accuracies Feed forwarding technique is used for verification. 
 

 
Fig. 5:  Neural network training. 
 
 The back propagation algorithm is used to compute the necessary corrections, after choosing the weights of 
the network randomly. The algorithm is mainly used for decomposition the following four steps: 
i) Feed-forward computation 
ii) Back propagation in the output layer 
iii) Back propagation in the hidden layer 
iv)  Weight updates 
 The algorithm is stopped when the value of the error function has become Sufficiently small. The following 
figure is the notation for three layer. 
 
D. EEG Signal Verification:  
 After receiving the EEG signals as input that is to be verified by using PCA and Neural Network feed 
forward techniques for verification of EEG signals and OTP is verified by using this modules. if the user is 
authorized user that he/she can login for further usages. If the user is an unauthorized with signal or OTP then 
automatically that person image is captured by using camera and send to the registered user which the person try 
to hack.   
 
Conclusion: 
 In this paper we have given an extensive and critical review on the state-of-the-art of EEG based automatic 
recognition systems in biometric. An overview of the neuro physiological basis, which constitutes the 
foundations on which EEG biometric systems can be built using Employed acquisition protocols, features 
extraction algorithms, database structure, classification algorithm used in state-of-the-art approaches have been 
detailed. The main concepts are used in this paper so the accuracy is increased by using  Back propagation  and 
feed forwarding technique.  
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