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ABSTRACT 
Cloud computing is one of the drastically growing computing area nowadays. Using IoT is also growing speedily in terms of more 

number of devices and various types. Distributed and parallel computing technologies are combined together for providing 

different kinds of services to the world effectively. Cloud computing is also a multi-tenant environment where many users can 

entry and exit to the cloud at anytime from anywhere in the world. In order to provide a high security for cloud computing a Multi-

Stage Security Provision (MSSP) method is proposed. MSSP provides security in three ways by investigating the user, data 

encryption/decryption and data storage maintenance. Comparing with the other existing approaches the user level security 

provides authentication using a Dynamic Multi-Stage Password Generation (DMSPG) method which verifies old password and 

gives a new password for next entry to the cloud. This DMSPG leads high secured user entry to the cloud. MSSP is implemented in 

JAVA framework and the results are presented to evaluate the performance. 
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INTRODUCTION 
 

Any cloud user can get cloud services in various ways. The general concept of cloud computing is that the 
user’s data are stored in the network data center rather than in a personal hard disk or any other storage device, 
so that the user can use the data from any system from anywhere in the world over a network connection. The 
data stored in the data center are maintained by the service provider of the individual. The users access the 
stored data from anywhere in the world using Application Programming Interface (API) software. This software 
is also available as freeware and shareware in public networking sites and also in the service provider’s site. 
Service providers offer three types of services such as Infrastructure, Software or Platform. These services 
provided in a cloud network are named as Infrastructure as a Service (IaaS), Software as a Service (SaaS) and 
Platform as a Service (PaaS). The main benefits of using cloud computing is remote access of resources, low 
cost and reliability. Since cloud environment is a multi-tenant environment it is essential to provide security in 
terms of user, data and storage. This paper focus on providing security features where a trusted user can fetch 
only his data from his infrastructure.  
 
Background Study: 

There are various techniques and methodologies were provided for security implementations in cloud. 
Some of them are discussed here. One of the new trends is network function virtualization [1], where the 
functions are predefined. According to the location and the data center the function will be enabled. This 
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function virtualization leads to control the traffic flow in a centralized manner. For medium to large data centers, 
these two problems are known to be hard to solve [2], [3], [4] and they have been generally addressed separately 
to cope with the complexity of the compound problem. In [5], authors Jiani et al. proposed a strategy for 
resource allocation which uses the time taken for the execution of time along with the preemptable schedule. 
This method is tested in a heterogeneous VM and is specially designed for IaaS type of clouds. According to [6], 
the technique used in [5] for calculating execution time for a particular job is a critical process which also 
consumes more time.  Based on the method proposed by Jiani et al., a similar strategy for resource allocation is 
proposed by Jose et al. in [7]. They developed this method for distributed environment based cloud systems. 
This method does not use any detailed knowledge about the process and is compatible for any type of 
scheduling. In [8] Dongwan et al. has proposed a new resource allocation strategy for mitigating the drawbacks 
of centralized resource management system. Also the threads are classified in to three. The first thread is middle 
boxes, where the proposed approaches (3, 9-13) optimally distribute the traffic to control the threads.  A three 
tier architecture [14] based data center is designed and provided for security in cloud for data safe. Mostly all 
the architectures are having tree-based topologies like fast-tree topologies where it provides more security [15].  

From the above background study it is clear that the proposed approaches in the earlier studies were not yet 
satisfy the security constraints. In order to provide a high security in this paper a multi-stage security provision 
is proposed. The entire contribution of the paper is providing security in various levels like:  

� User level.  
� Data Level.  
� Data Storage level. 
The user level security authenticates and authorizes the user dynamically. The data level security uses RSA 

based data encryption and decryption, finally data storage level security provides data integrity based security 
and all the three levels are described in the next section. 
 
Proposed Approach: 

Three levels of security are provided here. First one is user level security where verifies the user as a valid 
trustable user or not. A Dynamic Multi-Stage Password Generation (DMSPG) method is used to provide user 
level security. The data security is obtained by encrypting the data using RSA algorithm and finally the data 
maintenance security is provided by authenticating right users to access the data folder. It is well known and 
available is, whenever a user enters into cloud computing, the user should pass certain credentials such as 
username and password. If the user submitted username and the password are valid then the user can enter into 
cloud and can access all cloud functionalities. The password can be altered and changed by the user at any time 
in his account. The account of a user consists of all the information about the users. Since cloud is a multi-tenant 
environment, each user is validated by providing a password while entering into the cloud environment in the 
earlier studies. In this paper, the old password is regenerated by a new password and replaces the old one. Each 
time the password generated dynamically and automatically to improve the security. 

 
Fig. 1: Security Level 

 
Fig. 2: Flow of the Proposed Approach 
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Whenever the user enters into the cloud he permits by verifying the old password, while authentication the 
Cloud Authentication Manager (CAM) provides a new password to the user for next entry to the cloud and this 
functionality is illustrated in Figure-2. The user password is changed dynamically and given to the user by the 
CAM at every entry into the cloud. Second, after receiving authentication from the CAM, the user has to make 
some payment in order to obtain the services in terms of software, platform or infrastructure.  For any kind of 
services, according to the duration the user has to make a payment for utilizing the services. In this paper it is 
assumed that the user request for infrastructure as a service. Due to the size of the infrastructure and duration of 
using the infrastructure the payment will be charged. After successful payment the user will be assigned by an 
infrastructure (folder/web-space) with a name, where the name is given to the user. Each time the user password 
and the name of the folder are compared for data integrity. If and only if the CAM finds valid, the customer can 
upload and download their data from the folder. Else it rejects the user activity and complaint registered.  

 
Data Security Using RSA Algorithm: 

In order to determine the data security, the data is encrypted using RSA algorithm before uploading and 
decrypted before downloading. Bob wants to send Alice an encrypted message M so he obtains her RSA public 
key (n,e) which in this example is (143, 7). His plaintext message is just the number 9 and is encrypted 
into cipher text C as follows: 
 
Me mod n = 97 mod 143 = 48 = C 

When Alice receives Bob’s message she decrypts it by using her RSA private key (d, n) as follows: 
Cd mod n = 48103 mod 143 = 9 = M 

 
To use RSA keys to digitally sign a message, Alice would create a hash or message digest of her message to 

Bob, encrypt the hash value with her RSA private key and add it to the message. Bob can then verify that the 
message has been sent by Alice and has not been altered by decrypting the hash value with her public key. If 
this value matches the hash of the original message, then only Alice could have sent it (authentication and non-
repudiation) and the message is exactly as she wrote it (integrity). Alice could, of course, encrypt her message 
with Bob’s RSA public key (confidentiality) before sending it to Bob. A digital certificate contains information 
that identifies the certificate's owner and also contains the owner's public key. Certificates are signed by 
the certificate authority that issues them, and can simplify the process of obtaining public keys and verifying the 
owner. 
 
Numerical Example: 

� Choose p = 3 and q = 11 
� Compute n = p * q = 3 * 11 = 33 
� Compute φ(n) = (p - 1) * (q - 1) = 2 * 10 = 20 
� Choose e such that 1 < e <φ(n) and e and n are coprime. Let e = 7 
� Compute a value for d such that (d * e) % φ(n) = 1. One solution is d = 3 [(3 * 7) % 20 = 1] 
� Public key is (e, n) => (7, 33) 
� Private key is (d, n) => (3, 33) 
� The encryption of m = 2 is c = 27 % 33 = 29 
� The decryption of c = 29 is m = 293 % 33 = 2 
The above RSA algorithm and numerical example shows the data encryption and decryption happening 

without any data loss. Similarly the above algorithm is used to do encryption and decryption on data to be 
uploaded and downloaded in the cloud.  

Algorithm_MSSP ( ) 
{ 

Initialization: 
CS - Cloud Server 
CAM -   Cloud Authentication Manager 
Ui - ith User wher i= 1 to n 
for i = 1 to N 
Ui – join (cloud); // User do registration and join 
CS -> (usrNm, Pwd)  
end i 
for i = 1 to N 
Ui ->entry(CS) 
if (Ui.valid == true) then CS -> (usrNm, Pwd) 
end i 
for i = 1 to N 
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Ui ->open(folder) 
if (Ui.valid == true) then Ui.permission=grant 
if (action==upload) then data=RSA_encryption(data) 
else if (action == download) then data = RSA_decryption(data) 
elseUi.permission=denial 
end i   
} 
The above algorithm illustrates the entire functionality of the MSSP approach. All the new users have to get 

registration and an authentication password from the cloud server. While login to the cloud, the user has to get 
permission from the CS to do cloud activities like uploading and downloading data in their respective folder.  
Before uploading the data it will be encrypted using RSA algorithm and the data will be decrypted by the same 
RSA algorithm before uploading and downloading in the cloud. The above MSSP algorithm is written in the 
form of pseudo code in order to implement and verify in any computer programming language.  

 
RESULTS AND DISCUSSION 

 
In this paper the proposed approach is implemented in simulation basis, and the performance is verified in 

terms of time and number of misbehavior detected. It is implemented in JAVA framework and tested with a 
Computer LAB having more than 50 systems are connected in LAN and WiFi. One of the systems is treated as a 
server and the other systems are treated as clients. All the client systems are installed by the front end coding 
and the server system is installed by the server module and Database. The front end is designed and developed 
using JSP and the backend is created in SQL server. Since java is platform independent and it can be connected 
to any platform or software in the internet dynamically.  

From the front end a number of front end coding is executed and investigated, where the users are a number 
of students belongs to computer science department in a college. The students are treated as new users to the 
cloud, and their activities are monitored by verifying the user name, password entered, monitoring their activity 
when looking to the other folder in the cloud storage. The obtained results are recorded manually and 
performance is shown in the following Figures.  

 

 
 
Fig. 3: Number of Normal Users versus Misbehavior users Detection During User Authentication. 

 

 
Fig. 4: Number of Normal Users versus Misbehavior users Detection during Data Storage Maintenance.  
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Figure-3 and Figure-4 shows the number of users detected as a misbehavior users at the time of user 
authentication while entry to the cloud and while uploading and downloading data into the cloud.  An average of 
5% of the cloud users are trying to misbehave while entering into the cloud and an average of 3% of the cloud 
users are trying to misbehave in the cloud storage maintenance. Comparing the users as normal or malicious is 
obtained before entering into the cloud reduces malicious activity in cloud. 

 
Conclusion: 

Figure-3 and Figure-4 shows the number of users detected as a misbehavior users at the time of user 
authentication while entry to the cloud and while uploading and downloading data into the cloud.  An average of 
5% of the cloud users are trying to misbehave while entering into the cloud and an average of 3% of the cloud 
users are trying to misbehave in the cloud storage maintenance. Comparing the users as normal or malicious is 
obtained before entering into the cloud reduces malicious activity in cloud. 
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