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ABSTRACT 
An use of electrocardiogram (ECG) signal has become an mandatory first step in most emergency situation. In this paper, we 

present a Efficient and simple method for automatic detection and classification of ECG noises with security. The 

electrocardiogram (ECG or EKG) is a diagnostic tool that measures and records the electrical activity of the heart in exquisite 

detail. Interpretation of these details allows diagnosis of a wide range of heart conditions. These conditions can vary from minor to 

life threatening.The electrocardiogram (ECG) is a time-varying signal reflecting the ionic current flow which causes the cardiac 

fibres to contract and subsequently relax. The surface ECG is obtained by recording the potential difference between two 

electrodes placed on the surface of the skin.. Having access to realistic artificial ECG signals may facilitate this evaluation.This 

constructs an automatic detection and classification of ECG noises. Experimental results show that the method achieves acceptable 

classification accuracy on different types of clean and noisy ECG signals.  

 

KEYWORDS:  ECG (Electrocardiogram), WT(Wavelet Transform),WD (Wearable Device), QRS, Filters, Heart Rate 

Monitoring, Noise, Detection, Feature Extraction. 

 
INTRODUCTION 

 
 The electrocardiogram (ECG) is the recording of the heart’s electrical potential versus time. Three types of 
predominant noise that commonly contaminate the signal are baseline wander (BW) noise, electromyographic 
(EMG) interference, and 50 or 60 Hz power line interference. Among them power line interference is a 
significant source of noise. Cables carrying ECG signals from the patients to the monitoring equipment are 
susceptible to electromagnetic interference (EMI) from the 50/60Hz power line noise. Many methods were 
proposed in the past for the removal of power line interference in the ECG. They can be categorized into non-
adaptive and adaptive filtering. The non-adaptive filtering approach employs a sharp notch filter and is easy to 
implement at low cost. However its performance depends on the frequency stability of the power line.   
 
Undecimated Algorithm: 
 This algorithm is based on the idea of no decimation. It applies the wavelet transform and omits both down- 
sampling in the forward and upsampling in the inverse transform. More precisely, it applies the transform at 
each point of the image and saves the detail coeffcients and uses the low-frequency coeffcients for the next 
level.  
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 The size of the coeffcients array do not diminish from level to level. By using all coeffcients at each level, 
we get very well allocated high-frequency information. From level to level there is very small step in the width 
of the scaling filter - instead of 8 pixels at the third level of DWT, here its width is 5 pixels.  
 Generally, the step is not a power of 2 but a sum with 2. This property is good for noise removal because 
the noise is usually spread over small number of neighboring pixels. With this transform the number of pixels 
involved in computing a given coeffcient grows slower and so the relation between the frequency and spatial 
information is more precise.  
 In the ideal case, this means removal of the noise only at the places that it really exist, without affecting the 
neighboring pixels. In our opinion this algorithm gives the best results in terms of visual quality less blurring for 
larger noise removal. 
 We have tested two reconstruction schemes.The first one applies the inverse decimated wavelet transform 
without the up-sampling. The second one applies the traditional inverse transform at each level and then down- 
sample the result in order to use it for the next level. DWT stands for Decimated Wavelet Transform. 
 
Wavelet thresholding for noise reduction: 
The so called wavelet algorithm consists of the following steps:  
1. Perform the forward wavelet transform.  
2. Estimate a threshold.  
3. Choose shrinkage rule and apply the threshold according to this rule.  
4. Perform the inverse transform using the thresholded coeffcients.  
 The universal threshold is given by: p2logN. where N is the size of the coeffcient arrays. We have 
computed N on the level dependent basis. The value of N changes for each level. For the undecimated and all 
average algorithm it is a constant. The shrinkage rule define how we apply the threshold. 
 

 
Fig. 1: Three Patterns. 
 
 There two main approaches. The so called hard thresholding deletes all coeffcient that are smaller than the 
threshold ¸ and keeps the others unchanged. The other one - soft thresholding also deletes the coeffcients under 
the threshold, but scales the ones that are left. There are different ways of scaling.  
 

 
 
Fig. 2:  Block Diagram of SWT. 
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Undecimated Wavelet Denoising Procedure: 
 The Undecimated wavelet theory denoising have been widely exploited in noisy ECG filtering. Several 
wavelet denoising ECG signal algorithms were developed, exploring each a particular parameter; the wavelet 
function, threshold calculus, and level decomposition. In this context, we develop in this present work a 
denoising wavelet algorithm based on the corrupted white Gaussian noise (WGN) estimation.  
 The UWT is a time-scale representation technique, which describes a signal by using the correlation with 
translation and dilation of a function called mother wavelet. WT (in its continuous or discrete version) 
represents a signal as a sum of wavelets with different locations and scales. In this paper, the Undecimated 
wavelet transform (UWT) used When the signal is decomposed to a certain level using DWT, a set of wavelet 
coefficients is correlated to the high frequency subbands while the other wavelet coefficients are correlated to 
low frequency subbands. Our proposed technique is designed using Matlab Wavelet Toolbox.  
 The application of wavelet noise suppression requires the selection of different parameters: a wavelet basis 
function, the thresholding type, thresholding selection rule, decomposition level, and a noise scaling option. The 
first step in producing a wavelet denoising is to choose a wavelet basis function to be used in signal 
decomposition. Different types of wavelet (orthogonal and biorthogonal) are available in Matlab toolbox. Each 
type has different subtypes. The selection of a suitable level depends on the signal and the experience. Often the 
chosen level is based on a desired low-pass cutoff frequency. The high frequency subbands contain the details in 
the data set.  
 If these details are small enough, they might be omitted without substantially affecting the main features of 
the data set. Therefore, by setting the wavelet coefficients that corresponding to these small details to zero, the 
noise vanishes. This becomes the basic concept behind thresholding: applying the IUWT on the results may lead 
to reconstruction with essential signal characteristics and less noise. Two types of thresholding functions are 
often used: Hard thresholding and Soft thresholding.  
 

 
 
Fig. 3:  ECG Signal. 
 
System Architecture: 
 The proposed detection and classification method is tested and validated using a wide variety of clean and 
noisy ECG signals.Results show that the method can achieve an average sensitivity (Se) of 97.88%, positive 
productivity (+P) of 91.18% and accuracy of 89.06%. Unlike other existing methods, the proposed method uses 
simple filtering, feature extraction and classification techniques.  
 The proposed method consists of four major steps: UWT, Encryption, Denoising, and Inverse UWT.In the 
proposed method, the features including the global and local dynamic amplitude ranges and autocorrelation 
maximum peak extracted for detection and classification of ECG noises. In proposed a simple straightforward 
method for automatically detection and classification of ECG noises. 
 UWT – Undecimated Wavelet Transform. It is nothing but Stationary wavelet transform. The SWT is an 
inherently redundant scheme as the output of each level of SWT contains the same number of samples as the 
input – so for a decomposition of N levels there is a redundancy of N in the wavelet coefficients. Apply high 
and low pass filters to the data at each level. Do not decimate(don’t select only odd indices). Modify the filters 
at each level, by padding them with zeroes. Computationally more complex. 
 If the learning rate is set too high, the algorithm can oscillate and it became unstable, while if the learning 
rate is too small, the algorithm takes too long to converge. It is hard to determine and obtain the optimal setting 
for this variable before training phase. This is because during the training process, the optimal learning rate is 
changed. 
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Fig. 4: Flow Chart. 
 

 
 
Fig. 5: Architecture Diagram. 
 
Secure Data Transmission Of Biomedical Signals: 
 Telemedicine system using communication and information technology to deliver biomedical signals for 
long-distance medical services has become reality. In either the urgent treatment or ordinary health care, it is 
necessary to compress the signals for the efficient use of bandwidth. In addition, when compressed biomedical 
signals or data are delivered over a public channel such as the Internet, their privacy and security would also be 
an important issue. The excellent biomedical signal compression method, and the AES (advanced encryption 
standard) is the state-of-the-art data encryption standard. Data compression and encryption are normally treated 
as two separate and independent research areas or building blocks in a communication system. However, they 
are jointly considered in this paper, where we propose a partially encrypting scheme combining AES. Then AES 
is used to encrypt only the important part that can be defined and chosen by a user. The proposed scheme has, 
therefore, the advantage of encryption scalability. The experiments on electrocardiogram signals and medical 
images show that the proposed scheme can have significant security protection even only a small portion of 
compressed data is encrypted, resulting in the considerable saving of processing time. 
 The widespread use of computers and the continuous development of communication networks, computers 
and communication networks are natural mediums for many forms of data exchange in various applications. 
Generally, we often have a public communication network, where the illegal access of data is always a potential 
threat. 
 Network security techniques, including encryption, digital signature and authentication, are proposed. 
Information security has always been an extremely important issue for national defense, finance, multi-media 
and medical data. Considering the software and hardware cost, it is still a tough challenge to design a simple and 
highly effective encryption algorithm. By convention, data compression and encryption are two separate 
research areas. Furthermore, compression (source coding) and encryption are two separate and independent 
coding blocks in a communication system. However, related algorithms have been proposed based on the joint 
consideration of compression and encryption. 
 
A. RSA Algorithm: 
 In RSA the product of two large prime numbers is created and then published with a supplementary value, 
as their public key. The secrecy of prime factors is maintained. The public key can be used to encrypt a 
message. However with presently available structure, if the public key is very huge, only somebody aware of the 
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prime factors can possibly decode the information. RSA comprises of public key and a private key. The public 
key is well-known by everybody and is utilised for encrypting information. By means of the private key, the 
information encrypted with the public key can be decrypted in a sensible quantity of time. The subsequent ways 
are followed for generating the keys for the RSA algorithm. 
 
B. Encryption: 
 Aabha communicates the public key (m, f) to Ali and maintains the private key secret. Later Ali desires to 
mail message M to Aabha. Ali initially converts M into an integer m, such that 0 ≤ m < n by by means of an 
agreed-upon reversible protocol recognized as a padding scheme. Ali next calculates the cipher text c equivalent 
to The above process is made rapidly by the technique of exponentiation by squaring. Ali then transmits c to 
Aabha. The encryption process run by separate function as “rsaen.m” file. The equation is in the matlab form of  
c=m. ^e* (mod (3, n)) 
 
C. Decryption: 
 Aabha can recuperate m from c by by means of the private key d via computing  Given m, the original 
message M can be recovered by reversing the padding scheme.  
 The encryption presses run by separate function the equation is in the matlab form of  
Msg= [c1'.^key(2) /(mod (3, key1)] 
 
D. ECG  Key Gen Using Rsa Encryption Technique: 
 Efficient technique by ECG signal to generate key from the peak value of QSR ECG value by the RSA 
Encryption algorithm. The key generator using electrocardiogram (ECG) signals comprises two independent 
stages, namely, enrollment and verification-generation. This work is based on the uniqueness and quasi-
stationary behavior of ECG signals with respect to an individual. RSA implements a public-key crypto system, 
as well as digital signatures.Then the original data decrypted by the same technique with low SNR margin and 
Bit Error Rate (BER). 
 

 
 
Fig. 6: 
 
Conclusion: 
 In this project, conceive of a smart ECG measurement scheme founded on web-service-oriented architecture 
for heart rank monitoring of cardiac patients has been suggested. The apparatus records and analyzes the ECG 
signal of the persevering to make a dependable diagnosis, and in case of emergency, it communicates the 
persevering facts and figures to a remote station for aid. In this case, the system connects to the Web crisis 
Service, which verifies the patient facts and figures retained in a facts and figures base and calls the crisis 
service. 
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