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ABSTRACT 
Cloud computing promises to increase the velocity with which applications are deployed, increase innovation, and lower costs, all 

while increasing business agility. As a metaphor for the Internet, "the cloud" is a familiar cliché, but when combined with 

"computing," the meaning gets bigger and fuzzier. Cloud computing comes into focus only when you think about what IT always 

needs: a way to increase capacity or add capabilities on the fly without investing in new infrastructure, training new personnel, or 

licensing new software. It encompasses any subscription-based or pay-per-use service that, in real time over the Internet, extends 

its existing capabilities. It allows supporting every facet, including the server, storage, network, and virtualization technology that 

drives cloud computing environments to the software that runs in virtual appliances that can be used to assemble applications in 

minimal time. This paper discusses how cloud computing transforms the way we design, , and deliver applications, and the 

architectural considerations that enterprises must make when adopting and using cloud computing technology. Cloud Computing 

has generated a lot of interest and competition in the industry. With the emergence of new Cloud Providers, identifying one that 

best suits the business needs of an enterprise is a challenging and difficult task. Each of the Cloud providers have their own set of 

pricing, billing, flexibility, support and other important parameters in their model of computing the service.  The three main 

segments of cloud computing are "applications," "platforms," and "infrastructure." Each segment serves a different purpose and 

offers different products for businesses and individuals around the world. Software companies, internet service providers (ISPs) 

and hardware manufacturers etc., who are part of the computer industry will be greatly benefitted by cloud computing. Cloud 

applications don’t eat up your valuable IT resources. This lets you focus on deploying more applications, new projects, and 

innovation.  
 

KEYWORDS:   
 

INTRODUCTION 
 
 Cloud computing describes computation, software, data access, and storage services that do not require end-
user knowledge of the physical location and configuration of the system that delivers the services 
 Internet and central remote servers are used by this technology to maintain data and applications. 
Consumers and businesses can use applications without installation and access their personal files at any 
computer with internet access using cloud computing. Centralizing storage, memory, processing and bandwidth 
is achieved by this technology.  
  Yahoo email or Gmail etc are the simple examples for cloud computing for which a software or server is 
not needed for using them . The only requirement is  an internet connection for sending emails. The cloud 
consists of the server and email management software and is managed by the cloud service provider of Yahoo , 
Google etc. The benefits and the software is used by the consumer. The analogy is , 'If you only need milk , 
would you buy a cow ?' The need of the consumer is to enjoy the benefits of the software or hardware for 
sending email etc.  Just to get this benefit (milk) why should a consumer buy a (cow) software /hardware?[2].  
 The actual term "cloud" is borrowed from  telecommunications companies, who until the 1990s primarily 
offered dedicated point-to-point data circuits, began offering “VIRTUAL PRIVATE NETWORK (VPN)” 
services with comparable quality of service but at a much lower cost. 
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 Natural evolution of the widespread adoption of virtualization, service-oriented architecture, autonomic and 
utility computing[1] results in cloud computing. Details are abstracted from end-users, who no longer have need 
for expertise in, or control over, the technology infrastructure "in the cloud" that supports them. 
 The model for enabling convenient, on-demand network access to have  a shared pool of configurable 
computing resources[3][4][5] is done using cloud computing (e.g., networks, servers, storage, applications, and 
services) that can be rapidly provisioned and released with minimal management effort or service provider 
interaction." 
 Services delivered through common centers and built on servers are the infrastructures provided by cloud 
computing.  For consumers' computing needs clouds appears as single points of access. Quality of Service 
(QoS) requirements of customers, and service level agreements (SLAs) are meet by commercial offerings. 
 
Characteristics: 
A. Architecture: 
 Cloud architecture, the systems architecture of the software systems involved in the delivery of cloud 
computing, typically involves multiple cloud components communicating with each other over application 
programming interfaces, usually web services and 3-tier architecture. This resembles the Unix philosophy of 
having multiple programs each doing one thing well and working together over universal interfaces[6]. 
Complexity is controlled and the resulting systems are more manageable than their monolithic counterparts. 
 In cloud computing architecture the most significant two components are known as the front end and the 
back end. The client, i.e. the computer user can see the front end. The client’s network (or computer) and the 
applications used to access the cloud via a user interface i.e, a web browsers are included. Comprising various 
computers, servers and data storage devices the back end of the cloud computing architecture is the ‘cloud’ 
itself. 
 
B. Key Characteristics: 
• Agility improves with users' ability to rapidly and inexpensively re-provision technological infrastructure 
resources. 
• Application Programming Interface (API) accessibility to software that enables machines to interact with 
cloud software in the same way the user interface facilitates interaction between humans and computers.  
• Cost is claimed to be greatly reduced and capital expenditure is converted to operational expenditure. This 
ostensibly lowers barriers to entry, as infrastructure is typically provided by a third-party and does not need to 
be purchased for one-time or infrequent intensive computing tasks.  
• Device and location independence enable users to access systems using a web browser regardless of their 
location or what device they are using (e.g., PC, mobile).  
• Multi-tenancy enables sharing of resources and costs across a large pool [8]of users thus allowing for:  
o Centralization of infrastructure in locations with lower costs (such as real estate, electricity, etc.) 
o Peak-load capacity increases (users need not engineer for highest possible load-levels) 
o Utilization and efficiency improvements for systems that are often only 10–20% utilized. 
• Reliability is improved if multiple redundant sites are used, which makes well designed cloud computing 
suitable for business continuity and disaster recovery.  
• Scalability via dynamic ("on-demand") provisioning of resources on a fine-grained, self-service basis near 
real-time, without users having to engineer for peak loads.  
• Security could improve due to centralization of data, increased security-focused resources, etc., but 
concerns can persist about loss of control over certain sensitive data, and the lack of security for stored kernels. 
•  Maintenance of cloud computing applications is easier, since they don't have to be installed on each user's 
computer. They are easier to support and to improve since the changes reach the clients instantly. 
• Metering means that cloud computing resources usage should be measurable and should be metered per 
client and application on a daily, weekly, monthly, and yearly basis. 
 
Layers: 
 The Internet functions through a series of network protocols that form a stack of layers, (client, application, 
platform, infrastructure, server)(or as described in more detail in the OSI model)[10][11]. Once an Internet 
Protocol connection is established among several computers, it is possible to share services within any one of 
the following layers. 
Client: 
 A cloud client consists of computer hardware and/or computer software that relies on cloud computing for 
application delivery, or that is specifically designed for delivery of cloud services and that, in either case, is 
essentially useless without it.  
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Application: 
 Cloud application services or "
eliminating the need to install and run the application on the customer's own computers and simplifying 
maintenance and support.  
 
Platform: 
 Cloud platform services or "Platform as a Service
service, often consuming cloud infrastructure
 
 Infrastructure: 
 Cloud infrastructure services, also known as "
typically a platform virtualization 
data-center space or network equipment, clients instead buy those resources as a fully outsourced service.
 
Server: 
 The server’s layer consists of 
designed for the delivery of cloud services, including multi
and combined offerings 
 
Deployment models: 

 
Cloud computing types: 
Public cloud: 
 Public cloud or external cloud
resources are dynamically provisioned on a fine
 
Community cloud: 
 A community cloud may be established where several organizations 
share infrastructure so as to realize some of the benefits of cloud computing
 
Hybrid cloud: 
 The term "hybrid cloud" has been used to mean either two separate clouds joined together (public, private, 
internal or external), or a combination of virtualized cloud server instances used together with real physical 
hardware. 
 
Private cloud: 
 Private cloud and internal cloud
date the term cloud by 40 years[13]
computing on private networks. These (typically 
applications or virtual machines in a company's own set of hosts. These provi
-shared hardware costs, the ability to recover from failure, and the ability to scale up or down depending upon 
demand. 
 
Cloud engineering: 
 Cloud engineering is the application of a systematic, disciplined, quantifiabl
approach to the ideation, conceptualization, development, operation, and maintenance of cloud computing, as 
well as the study and applied research of the approach, i.e., the application of engineering to cloud.
Cloud storage: 
 Cloud storage is a model of networked 
servers, generally hosted by third parties, rather than being hoste
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Cloud application services or "Software as a Service deliver software as a service over the 
eliminating the need to install and run the application on the customer's own computers and simplifying 

Platform as a Service  deliver a computing platform and/or 
cloud infrastructure and sustaining cloud applications. 

Cloud infrastructure services, also known as "Infrastructure as a Service, delivers computer
 environment - as a service[12]. Rather than purchasing servers, software, 

center space or network equipment, clients instead buy those resources as a fully outsourced service.

computer hardware and/or computer software products that are specifically 
designed for the delivery of cloud services, including multi-core processors, cloud-specific operating systems 

 

cloud describes cloud computing in the traditional main stream sense, whereby 
resources are dynamically provisioned on a fine-grained, self-service basis over the Internet

may be established where several organizations have similar requirements and seek to 
share infrastructure so as to realize some of the benefits of cloud computing 

The term "hybrid cloud" has been used to mean either two separate clouds joined together (public, private, 
nal), or a combination of virtualized cloud server instances used together with real physical 

internal cloud have been described as neologisms, however the concepts themselves pre
[13]. Some vendors have used the terms to describe offerings that emulate cloud 

computing on private networks. These (typically virtualization automation) products offer the ability to host 
applications or virtual machines in a company's own set of hosts. These provide the benefits of utility computing 
shared hardware costs, the ability to recover from failure, and the ability to scale up or down depending upon 

Cloud engineering is the application of a systematic, disciplined, quantifiable, and interdisciplinary 
approach to the ideation, conceptualization, development, operation, and maintenance of cloud computing, as 
well as the study and applied research of the approach, i.e., the application of engineering to cloud.

d storage is a model of networked computer data storage where data is stored on multiple virtual 
servers, generally hosted by third parties, rather than being hosted on dedicated servers. 
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The Inter cloud:  
 The Inter cloud is an interconnected global "cloud of clouds" 
 
Issues: 
Privacy: 
 The cloud model has been criticized by privacy advocates for the greater ease in which the companies 
hosting the cloud services control, and thus, can monitor at will, lawfully or unlawfully, the communication and 
data stored between the user and the host company. 
 
Compliance: 
 In order to obtain compliance with regulations including FISMA, HIPAA and SOX in the United States, the 
Data Protection Directive in the EU and the credit card industry's PCI DSS, users may have to adopt community 
or hybrid deployment modes which are typically more expensive and may offer restricted benefits. 
 
Open source: 
 Open source software has provided the foundation for many cloud computing implementations. In 
November 2007, the Free Software Foundation released the Affero General Public License, a version of GPLv3 
intended to close a perceived legal loophole associated with free software designed to be run over a network. 
 
Open standards: 
 Most cloud providers expose APIs which are typically well-documented (often under a Creative Commons 
license) but also unique to their implementation and thus not interoperable. 
 
Security: 
 The relative security of cloud computing services is a contentious issue which may be delaying its adoption. 
Issues barring the adoption of cloud computing are due in large part to the private and public sectors unease 
surrounding the external management of security based services. It is the very nature of cloud computing based 
services, private or public, that promote external management of provided services. This delivers great incentive 
amongst cloud computing service providers in producing a priority in building and maintaining strong 
management of secure services. 
 Organizations have been formed in order to provide standards for a better future in cloud computing 
services. One organization in particular, the Cloud Security Alliance is a non-profit organization formed to 
promote the use of best practices for providing security assurance within cloud computing[15]. 
 
Availability and performance: 
 In addition to concerns about security, businesses are also worried about acceptable levels of availability 
and performance of applications hosted in the cloud. 
 
Sustainability and siting: 
 Although cloud computing is often assumed to be a form of "green computing", there is as of yet no 
published study to substantiate this assumption. Siting the servers affects the environmental effects of cloud 
computing. 
 
Applications: 
 The applications segment of cloud computing are the only segmenting that has proven useful as a 'business 
model.'  By running business applications over the internet from centralized servers rather than from on-site 
servers, companies can cut some serious costs. Furthermore, while avoiding maintenance costs, licensing costs 
and the costs of the hardware required running servers on-site, companies are able to run applications much 
more efficiently from a computing stand point. Companies sell licenses to their users, who then run the software 
from on premise servers.  
 
Platforms:  
 Many of the companies that started out providing On Demand application services have developed platform 
services as well[14]. The platform segment of cloud computing refers to products that are used to deploy 
internet. NetSuite, Amazon, Google, and Microsoft have also developed platforms that allow users to access 
applications from centralized servers.  
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Infrastructure:  
 The final segment in cloud computing, known as the infrastructure, is very much the backbone of the entire 
concept. Infrastructure vendors environments (such as Google gears) that allow users to build applications. 
Cloud storage, such as Amazon's S3, is also considered to be part of the infrastructure segment.  
 
Conclusion: 
 Finally, cloud applications don’t eat up your valuable IT resources. This lets you focus on deploying more 
applications, new projects, and innovation. Cloud computing is a simple idea, but it can have a huge impact on 
your business.  
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