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ABSTRACT 
In the wireless sensor network ,secure data gathering is somewhat difficult .In that we have to use the trust management scheme 

to calculate the direct and indirect trust value. That trust value is the one of the parameter to select the cluster head. Depends upon 

the trust value , we have to remove the malicious node using intrusion detection system, before selecting the cluster head. In that 

we have achieved the maximum secure data gathering among the nodes. In the paper we have to discuss only the calculation of the 

direct and indirect trust using trust management scheme and the removal of the malicious node using the intrusion detection 

system.  
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INTRODUCTION 

 
 A Wireless Sensor Network is a self-configuring network of tiny sensor nodes communicating among 
themselves using radio signals, and deploys in quantity to sense, monitor and understand the physical world. 
Wireless Sensor nodes are called motes. WSN provide condense between the real physical and virtual worlds. 
Allow the ability to observe the formerly inobservable at a fine declaration above large spatiotemporal scales. 
The power of wireless sensor networks lies in the ability to deploy huge numbers of tiny nodes that collect and 
configure themselves. Usage scenario for those devices range from real-time tracking, to monitoring the 
environmental conditions, to omnipresent computing environments. While frequently referred to as wireless 
sensor networks, they can also control actuators that extend control from cyberspace into the physical world. 
There is massive number of application in the wireless sensor network.. The individuality of Wireless Sensor 
Networks are low power, limited memory, energy constrained due to their small size. Wireless networks can 
also be deployed in intense environmental conditions and may be prone to enemy attacks. Although deployed in 
an ad hoc manner they must to be self organized and self healing and can face constant reconfiguration. The 
design challenges of wireless sensor network are heterogeneity, distributed processing, low bandwidth 
communication, large scale coordination utilization of sensors, real time computation. 

 
A. Trust management:  
 Trust management can help humanizing the security of WSN. For example, for the routing process, sensor 
nodes might need to know which other nodes to faith for forwarding a packet. For sense purposes a node might 
need to trust other neighboring nodes for inspection anomalous measurements . However, as sensor nodes are 
usually unnatural devices, the trust management systems must be trivial enough to provide a good act without 
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hindering the functionality of the system.  
 
B. Intrusion  Detection:  
 An intrusion is mostly any sort of unlawful activity which is carried out by attackers to harm network 
resources or sensor nodes. An IDS is a mechanism to identify such unlawful or malicious activities . The 
primary functions of IDS are to monitor users' activities and network behavior at special layers. There are two 
important classes of IDSs. One is famous as signature-based IDS, where the signatures of different security 
attacks are maintained in a database. The kind of IDS is effective against familiar security attacks. However, 
new attacks are difficult to be detected as their signature would not subsist current in the database. The second 
type is anomaly-based IDS. The kind is effective to detect new attacks; however it at times misses to detect 
well-known security attacks. The reason is that anomaly-based IDSs do not maintain any database, but they 
constantly watch traffic patterns or system activities.  
 
Objective of the Proposed system:  
1. To improve the efficiency of wireless sensor network based on the secure data gathering.  
2. To form the cluster tree based on the beacon signals  
based cluster tree formation algorithm.  
3. To provide secure data gathering framework for wireless sensor network using trust management system 
and intrusion detection system. 
 
Related Work: 
 Velmani R et al discuss about the Velocity Energy- efficient and Link-aware Cluster-Tree (VELCT) 
scheme for data collection in WSNs is planned which would effectively mitigate the problems of reporting 
distance, mobility, delay, traffic, tree intensity, and end-to-end connection. The planned VELCT construct the 
Data Collection Tree (DCT) base on the cluster head spot. The data collection node in the DCT does not 
participate in sensing on the particular round, however, it just collect the data packet from the cluster head and 
delivers it to the sink. The novel cluster tree data collection mechanism which is name as VELCT. The proposed 
VELCT overcomes the existing limits such as energy consumption, connection time, coverage, network lifetime 
on mobile WSNs. cluster formation and data collection tree construction is initiated to identify the optimal path 
linking cluster member and sink. It is denoted in intra cluster and DCT communication. It initiated to transfer 
the data from the cluster members to the sink.VELCT takes the advantage of data collection node to reduce the 
energy of the cluster head in the cluster of the network. It effectively mitigate the problems of reporting 
distance, mobility, delay, traffic, tree intensity, and end-to-end connection. The VELCT protocol also has some 
disadvantage that it has no security in the cluster head. If there is can malicious node in the data collection 
process, It would not detect or isolate it. 
 RaghuVamsi R et al [4] have proposed the trust management system in the node level and intrusion 
detection system in the base station level. The secure data aggregation framework for Wireless Sensor 
Networks (WSNs) using TMS at node level and IDS at Base Station (BS) side. every node in the network assess 
the behavior of its neighbors using trust ratings and perform the network behavior such as cluster head 
selection, data aggregation, and reporting to the BS. Then, BS analyze the received information use IDS and 
reports the information about the malicious activities back to nodes in the network.  
 In the way, the proposed model identifies and isolates the malicious nodes from the data aggregation 
process. To select a trustworthy AN, each node needs to observe the sincerity in the network activities carried 
out by its near nodes. Based on the observations, each node asses the direct trust of its neighbors. Based on the 
hope value the AN is selected. Among the network activities, packet forwards, packet integrity and energy, etc., 
are main to check in order to assess the trust opinions. Each node must be obedient in meeting the 
cryptographic primitives such as confidentiality, integrity and authentication. The secure data aggregation 
method has some advantage of remove the malicious node from the network. Also increase the network 
lifetime. It can also dynamically detect the and isolate the malicious node from the data aggregation process. 
The disadvantage of the secure aggregation protocol is that it doesn't calculate the appropriate trust value of the 
each node in the network. It can calculate the trust value of the each node so it consumes more energy in the 
network.  
 Nabila Labraoui [2] have discussed about the reliable trust management in the wireless sensor network. The 
design of trust model based on risk evaluation(TMR) is based on the principle that deals the efficiency with the 
conflicting behavior of malicious nodes. On the other hand, TMR is an application-independent trust scheme. It 
is not designed for a specific application such as routing or control access. Therefore, TMR can be used in any 
general interactions between nodes. Here, interaction means the cooperation of two nodes. For example, a 
sender will consider an interaction as successful if the sender receives an assertion that the packet be 
successfully received by the neighbor node and that node has forwarded the packet near the destination in an 
unaltered fashion. Unlike the previous trust models, the trust value computation in our scheme is base on two 
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components: reputation estimate and risk evaluation. 
 Reputation evaluation is based on direct and/or indirect observations, and represents the accumulative 
assessment of the long-term behavior, while the risk evaluation is based on interaction-derived information 
that is the self-opinion from the direct interactions which is reliable and self-determined and represents the 
opinion of the short-term behavior. A risk-based trust management scheme in wireless sensor networks. 
Contrary to previous schemes, TMR evaluates the overall trust value of a node by its reputation value and its 
risk value that is based on interaction-derived information. Risk evaluation is a very helpful component to build 
the trust model that effectively deals with the conflicting behaviors of the nodes. The advantage of the trust 
model based risk evaluation scheme is to find the accurate direct trust and indirect trust value. It is used to 
calculate the trust value of the neighboring node so it consumes only the less energy. The disadvantage of the 
trust base model is that it doesn't detect the attacks such as bad-mouthing and garnished or newcomer attack in 
mobile environment. It can only detect the malicious node from network. It doesn't use the intrusion detection 
system.  
 Reshmi V et al [6] have discussed about Hierarchical Trust managing protocol (HTM) is a well scalable 
trust management protocol to effectively deal with selfish or malicious node. It deal with heterogeneous 
wireless sensor network and also multidimensional trust attribute derived from communication and social 
networks evaluate the overall trust of a node. The addresses the key design issues of trust management 
including trust composition (what trust components are considered), trust aggregation (how information is 
aggregated for each trust component) and trust formation (how trust is formed from individual confidence 
components). The protocol can dynamically learn from past experience and settle in to changing environment 
conditions to maximize the application performance and enhance act agility. To demonstrate the utility of HTM 
protocol, the authors apply it to trust based geographic routing and trust based intrusion detection. The method 
is more accurate but the failure of cluster head may lead to problems. Energy consumption rate of sensor nodes 
are high in HTM. Energy efficient hierarchical trust management scheme for wireless sensor network 
(EEHTM), the network is divided into a number of clusters. 
 Cluster heads are selected prior to deployment. Trust values are calculated on demand. For each cluster, a 
vice cluster head is also elected. If the cluster head of a particular cluster is compromised, then the vice 
cluster head performs the duties of cluster head till a new cluster head is elected for that particular cluster. The 
cluster head election protocol is outside the scope of the trust Management Scheme.  The advantages of the 
energy efficient hierarchical trust management scheme for wireless sensor network is an enhanced method for 
trust management which reduces the energy consumption rate of trust management and also the trust 
management scheme is not collapses even if the cluster head is compromised. Energy efficient hierarchical 
trust management scheme also helps for intrusion detection and trust based geographic routing increases the 
packet delivery ratio. The disadvantage of the efficient hierarchical trust management scheme is that is not 
reduce the overhead based on the application. There may be some attackers in the network who will give 
wrong recommendations but will forward the packets correctly. Such types of active attackers cannot be 
eliminated by the method. 
 
Proposed System Architecture:  
 In the proposed system to calculate the direct and indirect trust value using the trust management scheme to 
remove the link from the malicious node from the network. so the system is secured. This to be continued in my 
next progress of fast data gathering through the beacon signal based cluster formation algorithm. 
 
Fig 1 shows proposed architecture of the system, calculate the trust value of the on e hop neighboring sensor 
node using trust management scheme and by the threshold value of the network identify the malicious node 
using the intrusion detection system and remove the link from the other nodes. 
 
Module Description: 
 We will present the novel trust management scheme using the direct and indirect trust value of the 
neighboring node of the network. This trust management scheme can also consume less energy to calculate the 
direct and indirect trust. 
 
Trust Value Calculation: 
 In the trust value trust value of the calculation, calculate the direct and indirect trust value of the 
neighboring node .By using the threshold of the network to detect the trusted and malicious node.  
 
 
a) Trust Value Computation: 
 The sum of a trust value needs two part of information:direct trust value and indirect trust value. Direct 
trust value can be obtained when a node has direct transactions with a node. Let Ti,j denotes the trust value from 
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node i to node j. It is defined in Equation (1). 
Ti,j  =α DT(i,j)+IT(i,j)              (1) 
 

 
  
Fig. 1: Proposed Architecture. 
 
b) Direct Trust Evaluation: 
 The risk-based trust value of a node is evaluated by combining the risk value and the reputation value. 
Let RTrusti,j Equation (2) denotes the risk-based trust value of node j from the view point of node i; Repi,j  and 
RFi,j  denote the reputation value and risk factor of node j, respectively. MAXRFi,j  represents the maximal 
value of interactions risk factor between node i and j. Therefore the overall trust value for node j at node i is: 
RTrusti,j  = Repi,j * RFi,j / MAXRFi,j          (2) 

 The Equation (4.3) use one of the trust factors depending on the interactions between two neighbor nodes 
such as packet receive, send, delivery and stability, to compute a node's reputation. According to the quality of 
services provided by cooperating nodes, To classify interaction quality into two categories: successful (S) and 
unsuccessful (U). Then define a F(x) Map function to quantify the interaction. From Equation (3), if the 
interaction is rated as successful, the corresponding evaluation value will be a positive number. As a result, it 
will slightly boost one's direct trust value. If the interaction is rated as unsuccessful, then the value of the rating 
will be a negative number, which will then have a big impact to drop one's direct trust value. 
f(x) ={r1= 1; co-operative , r2 = -1; non co-operative}-        (3) 
 Let Repi,j  denote the reputation value based on past interactions from node i to node j. It is defined in 
Equation (4). 
 Repi,j = Si,j * r1 + Ui,j * r2 / N          (4) 
 sij is the total number of successful interactions of node I with j during a time period ∆t, Ui,j is the total number 
of unsuccessful interactions of node i with j during a time period ∆t and N is the number of transactions. We 
define the risk assessment function Riski,j  Equation (5) to quantify the different risks of the transactions as 
follow: 
Riski,j  = ρSi,j/ Si,j + Ui,j 0 <ρ< 1             (5) 
 As a result, direct risk-based trust value DT(i,j) in Equation (6) that relies on [-1, 1] is obtained by adding the 

past value RTrusti,j∆t-1 and the new value RTrusti,j∆t . Direct Trust is define as follows: 
DT(i,j) = (1-ω) * RTrusti,j∆t-1 + RTrusti,j∆t  --        (6) 
 
c) Indirect Trust Integration: 
 To transaction with the bad-mouthing attack and collusion attack, we use a lightweight averaging function 
to aggregate the indirect values. So, if node i needs a recommendation about node j, it will ask only 
trustworthy nodes (only one-hop neighbors) in unicast mode since it is more energy efficient than broadcast 
mode. 
 If the direct trust of a neighbor node is larger than the trust threshold value , it is declared as trustworthy 
neighbor. Let, assume that ψ be the set of the trustworthy recommenders of the node j defined as Equation (7): 
ψ = { DTk,j, 0 <= k <= M-1}--            (7) 
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 where M is the total number of recommenders and is the direct trust DTk,j from recommender k to node j. 
Then the indirect trust value IT(i,j)  of node j can be defined as in Equation (8) 
IT(i,j)  = 1/M Ʃ DTk,j---           (8) 
 
d) Decision Making: 
 After calculating the global trust value Ti,j  that relies on [-1, 1], each node i will quantize trust into two states 
as follows: 
Mp(Ti,j  ) = If 1 >= RTrusti,j>= THR1 ; T : TRUSTED If  
THR1  >= RTrusti,j>= -1; MALICIOUS          (9) 
 These value depend on network and security conditions, it will be set hence. According to the trust state, 
each node can make a choice to cooperate or non-cooperate with the interact node in the considered operation.  
 In the decision making process check the whether the node is the trusted node or the malicious node. If the 
node is the malicious node remove the node from the network using the intrusion detection system. 
 In the next phase of my project can use that trust value as one of my parameter to select the cluster head. So 
that process the malicious doesn't be the cluster head and this process also consumes less energy . 
 In the Fig 2 shows the flow of data in the calculation of direct and indirect trust value of the neighboring 
node. Calculate the direct trust value based on the reputation and interaction. We classify interaction quality into 
two categories: successful (S) and unsuccessful (U). We then define a Map function to quantify the interaction. 
From Equation. (3), we can see that if the interaction is rated as successful, the corresponding rating value will 
be a positive number. As a result, it will slightly boost one's direct trust value. If the interaction is rated as 
unsuccessful, then the value of the rating will be a negative number, which will then have a big impact to drop 
one's direct trust value. calculate the reputation based on the past interaction of the node. Indirect trust value is 
calculated based on the recommendation of the neighboring node to the another node and then calculate the 
global trust .Using the global trust and some threshold value of the network identifies the malicious node from 
network using the intrusion detection. 
 

 
Fig. 2: Flow Chart for Trust Calculation. 
 
 The intrusion detection is used in the base station level. If the IDS is used in the base station level. It will 
take more energy from the node. atlas node will die. 
 
Implementation And Result:  
 The calculation of a trust value needs two parts of information: direct trust value and indirect trust value. 
Direct trust value can be obtained when a node has direct transactions with a node. Let Ti,j denotes the trust 
value from node i to node j. It is defined as in Equation (1). 
 
A. Trust Value Computation: 
 The risk-based trust value of a node is evaluated by combining the risk value and the reputation value. Let 
RTrusti,j Equation (2) denotes the risk-based trust value of node j from the view point of node i; Repi,j  and RFi,j 
denote the reputation value and risk factor of node j, respectively. MAXRFi,j  represents the maximal value of 
interactions risk factor between node i and j. Therefore the overall trust value for node j at node i. 
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Fig. 3: Trust Value Computation. 
 
 In the Fig 3 describes the deployment of the sensor node in the wireless sensor network. 
 

 
 
Fig. 4: Detect the trusted and malicious node. 
 
 In the Fig 4 detect the trusted and malicious node . And the remove the link from the malicious node. 
 
Conclusion: 
 Trust management schemes are likely to be a powerful tool for the detection of unexpected node behaviors. 
It can support in several applications such as secure routing, secure data aggregation, and trusted key exchange. 
However the issue of trust topic in WSNs remains an open and challenging field. In this paper, we present 
TMR, a risk-based trust management scheme in wireless sensor networks. Contrary to previous schemes, TMR 
evaluates the overall trust value of a node by its reputation value and its risk value that is based on interaction-
derived information. Risk evaluation is a very helpful component to build the trust model that effectively deals 
with  the conflicting behaviors of the nodes. Through relevant simulation, we get a compelling argument 
showing the ability of TMR to detect the on-off attack. In the future, we have to use the that trust value to select 
the cluster head for fast and secure data gathering.  
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