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ABSTRACT 
Distributed Denial of service attacks remains unstoppable from past two decades. It evolved gradually and now showcasing its 

multifaceted impacts. Even though with the availability of many defense mechanisms, it remains elusive due to lack of test-bed 

scenario to analyze the nature of DDoS attacks. In this paper, we emulated DDoS scenario in real time and proposed a technique 

combining rate-limiting with access control lists in order to stop the attack packets from reaching the victim. The obtained results 

are recorded using traffic monitoring tools showing the proof for mitigating DDoS attacks from the attacker with less false positive 

rates and less response time of server. The experiment which we conducted for smaller topology can also be scalable to larger 

topology. 
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INTRODUCTION 
 
 The internet faced the threat of DoS attack initially, now facing variety of threats and attacks in huge 
manner. Denial of service is simply flooding huge amount of traffic towards the target like servers, routers or 
other network components [5] in order to either deny the services or preventing legitimate users from using the 
service. The DDoS [3] is the distributed form of DoS attack in which attackers hiring botnets to perform 
flooding towards target to either degrade the services or to congest the bandwidth of link so that legitimate users 
stay off from service. These kinds of attacks are inflicted towards target especially for following causes [15] 
� exhausting network components 
� congesting network path 
� exploiting timers 
� poisoning DNS 
� draining out CPU memory and clock cycles. 

 
 Nowadays attackers transformed their attack from network layer into application layer. (i.e.) DDoSing at 
application level, hampering specific services of applications are called as application level denial of service 
(ADoS). Similarly some kind of flooding causes permanent damage to the network components (eg. DNS, 
routers) are called phlashing [16]. Apart from DDoS, the other variants of denial of service includes RDoS [2], 
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low-rate TCP targeted DoS [1]. In reflective denial of service, unlike directly targeting victim with spoofed 
source address [7] as in DDoS, attacker sends packet to reflector with spoofed address of victim. So, the victim 
receives huge amount of response packets from reflectors which exhaust the bandwidth of the victim. The 
significance in RDoS is, it is very difficult to traceback the original attacker than the DDoS attacker [4]. On the 
other hand, low-rate TCP targeted DoS [6] is different from DDoS. Instead of sending huge amount of request 
packets, the attacker only sends minimum number of packets by exploiting TCP retransmission timeout (RTO). 
(i.e.) whenever packet is lost, TCP enters RTO and waits till those packets have been resent. The attackers 
calculating this RTO and at the verge of expiry of RTO, they send low-rated packets to create congestion and 
making TCP to wait in RTO for prolonged period of time. This type of attack is even complex to detect and 
mitigate. In this paper, we focused on mitigating the DDoS attack by combing ACL and rate-limiting techniques 
simultaneously and implemented effectively by carrying out DDoS attacks in real time with a LAN connecting 
cisco 2800 series routers and switches. We have taken performance metrics as server response time (TR), false 
positive rates and compared the results of those metrics with DDoS attacks as well as with normal traffic 
(without DDoS attacks). The obtained results from real time implementation proved our proposed strategy 
yielded effective results in mitigating DDoS attacks. This paper highlights the following scenarios. 
• Creating small test-bed environment to conduct real time DDoS attacks. 
• Implementation of ACL and rate-limiting techniques in cisco router to mitigate DDoS attacks. 
• Analysis of different flavours of DDoS attacks (UDP flood, PING flood) and checked the results of 
performance of server. 

 

 
 
Fig.1. DoS attacks and DDoS attacks 
 
I. Related Work: 
 In order to conduct DDoS attacks, we deliberately set up a small network environment with three LANs 
connected to apache httpd server [9] through cisco 2800 series router [10]. A sample web page is hosted in 
apache httpd web server and any host connected in the network can request and get the response from the 
installed web server. (i.e) any client in the network can request and view the webpage of server. Most of the 
modern DDoS attacks are automated through software tools. [8] analyses various DDoS tools. For the purpose 
of generating huge number of packets towards web server, we specifically chosen a tool called hyenae packet 
generator [11]. This is platform independent tool able to generate more number of packets in the network to 
perform DDoS attacks. The advantage of this rootkit is it can flood UDP, ICMP, ping, TCP-SYN easily towards 
target. We can easily initiate this UDP packets flooding towards the apache httpd server using following 
command. root@cselab408# hyenae –l –a udp –p 2000 –A4 –s 00:02:b3:94:7e:df -192.168.6.1 @%% -d 
00:10:a7:0f:2f:04 -192.168.4.2 @%% 42. This command floods huge amount of UDP packets of size 2000 
bytes from the host 192.168.6.1 to our installed apache web server 192.168.4.2 through the port 42 
 The generated attack through hyenae rootkit is deliberately verified using wireshark [12]. It is a network 
monitoring tool that depicts the UDP packet flow in the network from 192.168.6.1 to destined apache server 
192.168.4.2. The following graph clearly shows the exact time when the attack happens and through which we 
can easily differentiate the attack packets and normal packets. Initially, it has been seen from the graph that no 
packets were transferred till 12.940 seconds. But later, it has been observed that packet size of 2048 kbps 
continuously. Thus it has been the clear evidence of DDoS attacks occurrence at specific period. 
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 However, this rate of 2048 KB/s is permissible without any degradation in bandwidth capacity because of 
usage of 10BASET Ethernet. In case of attack by botnets, (for example, 10 bots of 2048 Kbps) the overall 
packet rate exceeds 20480 kbps such that usage of 10 Mbps link cannot withstand. 
 

 
 
Fig. 2: Real time emulation of DDoS attacks. 
 

Source Address Destination Address Packet size Port 
192.168.6.1 192.168.4.2 2000 42 

 

 
 
Fig. 3: Packet flow in wireshark. 
 
 Rate limiting [14] is the simple mechanism generally deployed to mitigate DDoS attacks. Actually, these 
techniques do not differentiate traffic between attacker and legitimate user but it can filter all sort of incoming as 
well as outgoing packet flow. Since it lacks the prevention mode of traffic from attacker, we need enhancement 
to this technique. In order to stop traffic flow from attacker, we opted for ACL. [13] specified ACL rules for 
nodes connected in the internet. Access control lists are specific set of rules that can be applied over nodes in 
order to control permissions. This technique prevents the packets flow from the attacker network. The main 
drawback in this ACL is high false positive rate. (i.e.) it has the possibility to stop even traffic of normal user. In 
this paper, we proposed a technique combining both rate limiting and ACL. The advantage of applying this 
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combined tactics simultaneously, neutralize the disadvantages of each other. (i.e.) False positive rates and 
malformed packets flow can be significantly reduced. 
 

 
 
Fig. 4: Occurrence of DDoS. 
 
Procedure of our hybrid strategy: 
Step 1: create a new ACL group for attacker network. 
Step 2: check if sourceIP == attacker then action:= ‘permit’; goto step 3. 
Step 3: Apply rate-limit for attacker network with minimum burst rate (RB); otherwise drop such packets. 
Step 4: Repeat step 2 for every new attacker is found. 
 Through this strategy, we deliberately permit attacker network in ACL and as a result, all the hosts in the 
attacker network (including attacker) can send packets towards victim. But we apply rate limit as minimum RB 
so that attacker network cannot send huge amount of packets towards target. If we set rate-limit as 6000 MB/S, 
then the attacker network with intention of 20000 Mbps is automatically dropped. Experimentally, it has been 
proved that our proposed strategy compel the attacker to send traffic below minimum burst rate. Thus DDoS 
attack is remarkably minimized. From the figure 3, it has been observed that network 192.168.6.0 is the attacker 
network. In this network, two hosts (192.168.6.2 and 192.168.6.3) are normal users and another host 
(192.168.6.1) is the attacker. Now as per the procedure, we create ACL for 192.168.6.0 in our cisco router 
through command line interface. 
conf –t 
access list 1 192.168.6.0 
interface f 0/1 
ip access-group 1 in permit 
 Then create rate-limit for the network with burst rate configuration at command line interface. rate-limit 
input access group 1 6000 3000 5000 confirm –action transmit exceed –action drop So, this command set 5000 
Kbytes/second as maximum burst rate (RB). Thus, if host 192.168.6.1 sends 1000 Kbytes/second, then this 
strategy drops such packet flooding towards web server. 
 
II. Observation And Results: 
 The results of traffic flow from host to web server is tracked using IpTraf command in linux. The following 
figure shows the network statistics about various packets of different flavours of DDoS including TCP, UDP, 
ICMP. 
 

 
 
Fig. 5: Graph of different types of traffic flow. 
 
 Here we considered two scenarios: one with simple DoS and another deals with distributed DoS. Assuming 
attacker host present in all the networks (192.168.5.0, 192.168.6.0, 192.168.7.0). The following table and graph 
gives the traffic rate of different flavours of DDoS attacks. In order to measure the response time (TR) of server, 
we used –wget command to know about time taken by client to get response from our apache server. From the 
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results of response time of server, we compared the result of our combined rate limiting with ACL against 
separate implementation of rate-limiting and ACL. The table 2 shows that TR values of apache web server. 
 
Table 1: Various Traffic Flows. 

Legitimate Traffic 0.913 sec 
DDoS Traffic 7.2 sec 

ACL only 2.254 sec 
Rate-limiting only 4.764 sec 
Hybrid strategy 5.814 sec 

        
Table 2: Apache Web Server TR. 

Variants of DDoS attacks Traffic Rates 
DoS 6.74 Mbps 

DDoS 60.92 Mbps 
Normal Flow 3.87 Mbps 

 
 From that, it has been observed that TR is considerably higher than separate implementation of ACL and 
rate-limiting. But, another metric false positive rate is significantly low for our hybrid defense. If only ACL 
applied on router, it blocks the packet flow completely from 192.168.6.0. However, the legitimate users are also 
being blocked by this defense. 
 

 
 
Fig. 6: Statistics of different packet flow using IPTraf. 
 
 Let us assume N1, N2, N3, …… Nn be the different networks. If L1, L2, L3 ….,Ln be the legitimate users and 
A1, A2, A3,…., An be the attackers, then the probability that traffic being sent to server by normal user is 

                (1) 

 If ACL mechanism is deployed separately, then the resultant flow of traffic is 
              (2) 

 
 It completely blocks particular network from reaching the server. So, legitimate users also being stopped 
along with attackers. However, our combined ACL along with rate-limiting give access to attacker as well as 
legitimate user and the attacker traffic is forced to send minimum traffic rate. Thus, the flooding is remarkably 
reduced while reaching the server. Stochastically, in our test-bed scenario, among three networks, only 
192.168.6.0 has the attacker host (192.168.6.1). The remaining hosts in our network are normal users. Thus, 
with ACL only defense, it blocks entire hosts in this network from sending request towards web server. But with 
our hybrid approach, the packet flow is permissible and so the false positive rate is less. 
 
 
III. Conclusion And Future Work: 
 In this paper, we provided a detailed analysis about DDoS environmental setup as well as hybrid approach 
combining both ACL and rate-limiting features. The results of our proposal are experimented with performance 
metrics like response time and false positive rate. This hybrid approach involving ACL and rate-limiting is 
proved effective in less false positive rate as well as in average response time. The important inference deduced 
during experimentation is the topology of network. Variation in topology of network can be used as a strategy in 
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defending our networks. However, the other forms of DoS like reflective denial of service have to be taken into 
consideration because it employs IP spoofing and legitimate users as reflectors. 
 

 
 
Fig. 7: Response time of server using wget command. 
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