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ABSTRACT 
An Enhanced Metering Infrastructure is to be implemented worldwide and before deployment of such large scale projects we must 

carefully plan and carry out some advancements so that it has much benefits. Electricity consumers have flat rates evenly for all 

consumers. In this paper, a flexible pricing scheme has been introduced based on TOD. If we choose a flexible pricing offer, 

different rates will apply at different times throughout the day. The higher rates will be during peak times and the lower rates will 

be during shoulder and off-peak times. It also describes regarding the usage patterns. It can also be made seasonal based on the 

climatic conditions as it will be efficient for all consumers. Long Load shedding hours has been recognised, Consumers lack of 

visibility to manage energy consumption, in order to overcome all these challenges, an efficient system has been developed 

enabling real time communication between consumers and utility and meeting increased demand without adding infrastructure 

with reduced environmental impacts. Theft detection schemes have been improved. It describes the implementation of remote 

monitoring system for the demand side energy utilization using the graphical system design platform. Also finds a solution for 

Theft detection on External Nodes in Energy Consuming using Load Rebalancing Technique. 

 

KEYWORDS:  EMI (Enhanced metering infrastructure),MDMS(Meter data management system), fussy classifiers,  node 

controlller, storage controller. 

 
INTRODUCTION 

 
 Investing in digital technologies provides utilities an opportunity to educate, learn from, and connect with 
the 21st century customer.  With high levels of digitization all around us, it is not surprising that consumers 
want more control over their daily activities, including how they use energy. If all the meters in the world were 
to disappear, our lives would probably come to a standstill.  We have meters to measure everything imaginable. 
Meters are tools with which we measure quantities. An Enhanced Metering Infrastructure includes home 
network systems, including communicating thermostats and other in-home controls, smart meters, 
communication networks from the meters to utility, back-haul communications networks to corporate data 
centres, meter data management systems (MDMS) and, finally, data integration into existing and new graphical 
design platform The service provider (utility) employs existing, enhanced or new back office systems that 
collect and analyze EMI data to help optimize operations, economics and consumer service. It must employ 
open bi-directional communication standards, yet be highly secure. It has the potential to also serve as the 
foundation for a multitude of modern grid functions beyond AMI. It provides the information about energy 
usage (demand) to utilities, consumers and the grid itself. This enables all parties to make better decisions about 
reducing costs and strain on the grid during times of peak demand. The necessary information about demand is 
coupled along with the energy distribution itself. Multi tenancy and on demand acquisition model make it very 
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important to have a robust metering and billing mechanism. Smart meters in the power domain are hardware 
devices which perform real time registration of electricity usage. They allow obtaining the usage information 
both locally and remotely. These smart meters offer a two way communication between the consumer 
installation and the power grid which facilitates regulating the power consumption via the meter installation.  
 
Problem Foundation: 
 As per some recent FBI report there has been greater loss of energy by tampering of records, meter readers 
and also illegal connections. For this various algorithms are utilised but their performance is poor comparatively 
as they have a lot of exceptions.  
1) For instance, the FBI reported a wide and organized energy theft attempt that may have cost up to 400 
million dollars annually to a utility following an AMI deployment. 
2) Penetration testing efforts have shown vulnerabilities in smart meters that could lead to stealthy energy 
fraud. 
 Meters are already equipped with sensors to collect and log potential physical tampering events such as 
removal of the meter cover and physical bumping of the meter. However, a problem with some such alerts is the 
high rate of false positives.   
 Tamper-protection mechanisms which should be evaluated include local tamper detection systems, 
including physical indicators that someone has tampered with a meter, remote tamper detection systems, where 
a meter can remotely notify a head-end office that someone is tampering with a meter, system integrity 
protection systems, where a meter can protect the integrity of a system, including self-erasure of keys and 
firmware, intended repair modes, used for authorized repair personnel from the utility company or vendor, 
Security of physical locks. Hence an efficient monitoring has been introduced to improve reliability, safety and 
security 
 
Graphical Analysis: 
 In this analysis, we compare the consumption of energy for various devices such as AC, motors, and other 
electronic gadgets. Here is the comparison of usage of motors in different months and also we make an analysis 
for seasonal changes.  
 

 
 
Fig. 1: Consumption For Motors. 
 
 Pricing for the consumption is uniform here but it could be varied based on the load average value based on 
the time slots. Tariffs are made based on the peak time and off peak time thus reducing the problem of overload. 
Load average is to be found out in different time interval to detect the intruder. From these graphs, The TOD 
metering  involves dividing the day into tariff slots and assigning higher rates at peak load periods (hours of 
peak demand) and lower tariff rates at off-peak load periods (hours of lean demand). also external nodes are 
monitored during energy transmission in any odd node tries to consume energy, with the help of load re-
balancing technique that particular node will detected and generate a theft alert pattern classification involves 
clustering training samples and associating clusters to given categories. The complexity and limitations of 
previous mechanisms are largely due to the lacking of an effective way of defining the boundaries among 
clusters, based on these clusters energy were optimized. 
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Fig. 2: Consumption For AC. 
 

 
 
Fig. 3: Price For Motors. 
 
System Architecture: 
 In EMI security, a login or logon is the Process by which individual access to a computer system is 
controlled by identifying and authenticating the user referring to credentials presented by the user. A user can 
log in to a system to obtain access and can then log out or log off when the access is no longer needed. To log 
out is to close off one's access to a computer system after having previously logged in. The node controller runs 
on each node in the infrastructure. a virtualization technology enabled server capable of running a hypervisor is 
called a node in the web. Virtual machines or web instances are deployed on these nodes.  
 The storage controller monitoring for resource utilization happens in two parts:- 
1) Monitoring Resource Utilization of the Infrastructure.  
2) Monitoring Resource Utilization of the Individual Web Instances.  
 We use off-the-shelf monitoring tools for resource utilization monitoring. The utilization data is stored in 
the application database at discrete intervals. Based on the utilization/load of the infrastructure, pricing 
information is obtained. Dynamic billing on web is a function of the instantaneous load on the web and the 
pricing information obtained as per the configuration specified by the service provider. Billing calculations 
involve determining the overall load on the web over a recent interval of history and obtaining a weighted sum 
of the load on the entities and the corresponding pricing information. Pricing for a web service can be applied 
based on multiple considerations. Current service providers like amazon and rack space price their web 
instances mostly based on configuration and duration of use. Another prevalent practice is to charge the 
consumers a fixed price for a lease period like the Amazon reserved instance. 
 

 
Fig. 4: Data Flow Diagram 1. 
 
  The TOD metering  involves dividing the day into tariff slots and assigning higher rates at peak load 
periods (hours of peak demand) and lower tariff rates at off-peak load periods (hours of lean demand). also 
external nodes are monitored during energy transmission in any odd node tries to consume energy, with the help 
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of load re-balancing technique that particular node will detected and generate a theft alert pattern classification 
involves clustering training samples and associating clusters to given categories. The complexity and limitations 
of previous mechanisms are largely due to the lacking of an effective way of defining the boundaries among 
clusters; based on these clusters energy was optimized. 
 

 
Fig. 5: Data Flow Diagram 2. 
  
 This module provides efficient method for detection and controlling external tempering, when thefts is 
happening and then apply certain strategy to control this current energy meter is used. Meter is used measure the 
total power consumption for house or industrial purpose. This recorded reading is transmitted to the electricity 
board. For transmitting the reading of energy meter GSM module is used. To avoid theft, if heavy load is 
introduced in between transformer and energy meter which will consume large amount of energy by recording 
this energy theft can be detected. This informative system will be helpful for the electricity board to monitor the 
entire supply and the correct billing accordingly without any mishap. 
 

 
 
Fig. 6: System Architecture. 
 
 Energy meter reading was monitored using GSM module which is interfaced with the energy meter so that 
service provider came to know immediately by SMS. It any theft is deducted between transformer and energy 
meter GSM module at meter side   sends message to the service provider through GSM.  Web alert is provided 
by mail services. 
 As utilities advance towards managing the grid as an integrated network, smart meter data are increasingly 
combined with other streams of data for both analytical and real-time functionality. Many utilities with smart 
meters installed are integrating their EMI systems to improve outage management and restoration services.  
When utility service restoration crews can see the status of the electrical network in near-real time, survey 
responses show that several more utilities are on a similar path and will complete the EMI integration. Utilities 
are also integrating EMI for distribution automation, device monitoring, and predictive asset maintenance along 
the distribution network. Connecting EMI systems with demand response management and distributed energy 
resource management systems is also underway or planned.  This convergence provides the foundation for 
integrating and managing the increasing number of distributed resources at the edge of the network. As more 
distributed resources are developed, visibility at the individual or feeder-level becomes ever more important.  A 
digital grid platform supported by EMI allows for proactive monitoring and management of distribution network 
conditions and the sustainable integration of new resources. 
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Fig. 7: Flow Chart. 
 
GPS – Global Positioning System 
GSM – Global system for Mobile Communication 
 
Fussy With Load Based Classification: 
 Conventional approaches of pattern classification involve clustering training samples and associating 
clusters to given categories. The complexity and limitations of previous mechanisms are largely due to the 
lacking of an effective way of defining the boundaries among clusters. This problem becomes more intractable 
when the number of features used for classification increases. On the contrary, fuzzy classification assumes the 
boundary between two neighboring classes as a continuous, overlapping area within which an object has partial 
membership in each class. This viewpoint not only reflects the reality of many applications in which 
categories have fuzzy boundaries, but also provides a simple representation of the potentially complex partition 
of the feature space. In brief, we use fuzzy IF-THEN rules to describe a classifier.  
Assume that K pat- terns xp   = ( xp1,. . .  xpn),  

p  = 1, . . , K are given from two classes, where xp is an n-dimensional crisp vector.  Typical fuzzy 

classification rules for n = 2 are like 
 If  xp1 is small and xp2 is very large 

then xp = (xp1, xp2) belongs to Class C1 
If  xp1 is large and xp2 is very small 

then xp = (xp1, xp2) belongs to Class C2 
 where xp1  and xp2  are the features of pat- tern (or object) p, small and very large   are linguistic terms 

characterized by appropriate membership functions. 
The following 9 rules can be generated from the initial fuzzy partitions : 

1:  If x1 is small and x2 is big 

then xp = (x1, x2) belongs to Class C1 

2:  If x1 is small and x2 is medium 

then xp = (x1, x2) belongs to Class C1 

3:  If x1 is small and x2 is small 

then xp = (x1, x2) belongs to Class C1 

4:  If x1 is big and x2 is small 

then xp = (x1, x2) belongs to Class C1 
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5:  If x1 is big and x2 is big 

then xp = (x1, x2) belongs to Class C1 

6:  If x1 is medium and x2 is small 

then xp = (x1, x2) belongs to Class C2 

7:  If x1 is medium and x2 is medium 

then xp = (x1, x2) belongs to Class C2 

8:  If x1 is medium and x2 is big 

then xp = (x1, x2) belongs to Class C2 

9:  If x1 is big and x2 is medium 

then xp = (x1, x2) belongs to Class C2 
 However, it can occur that if the fuzzy partition is not set up correctly, or if the number of linguistic terms for 
the input features is not large enough, then some patterns will be misclassified. 
 
Load calculation: 
Usual load = overall consumption of power/ no. of houses 
Calculated load = sum of consumption/ no. of devices 
This value is compared to detect theft. 
 The widespread use of computers and the continuous development of communication networks, computers 
and communication networks are natural mediums for many forms of data exchange in various applications. 
Generally, we often have a public communication network, where the illegal access of data is always a potential 
threat.  
 
Conclusion And Future Enhancement: 
 In this project, an effective mapping between price and load was obtained in the current implementation of 
smart metering. Using this mapping, dynamic pricing of cloud services based on the load condition of the cloud 
infrastructure was achieved. A varying tariff model for the cloud services was developed using this dynamic 
pricing information. An effective billing mechanism was developed for the cloud services which is analogous to 
the smart metering in power grids. 
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