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ABSTRACT 
Biometric multiserver authentication system is a system which uses fingerprint data to authenticate the user. The fingerprint is 
one of the most widely used biometric authentication for server based architecture. To prevent the intruder’s attack in a network, 
the biometric multiserver authentication system used in the proposed system improves more security. The existing system is 
designed over a single server, where each user shares password or some verification data with a single authentication server. The 
attackers can attack the system easily. To prevent this multiserver is implemented so that an attacker cannot attack all the servers 
at a time .Here we uses fingerprint data for the identification of a user in a network. AES is one of the cryptographic method is used 
here. 
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INTRODUCTION 

 
 Biometric matching systems use some unique features such as retina, face, fingerprint, palm etc., to identify 
the user personality. Fingerprint matching methods are categorized in three classes i.e. correlation-based 
matching, minutiae-based matching and ridge feature-based matching. In this paper we introduce to avoid 
attacks in a network based on cryptography. Different approaches in authentication system but the biometric 
system especially fingerprint system is a major role for the different processing system like normalization, 
binaraization, thinning, minute extraction, and AES cryptography is the methods to implement in this paper. 
Another approach for this paper is we consider fingerprint for multiserver architecture mainly to protect user 
authentication. We conclude that AES is the highly secured cryptographic method when compared to other 
methods. The following table shows some of the difference between the existing and the proposed system. From 
this table, it is concluded that the proposed system is highly secured than the existing system. 
 
Table I.1: Difference between existing and proposed system. 

S.NO EXISTING SYSTEM PROPOSED SYSTEM 
1. 
 

Password or some verification data is used to 
authenticate the user. 

Biometric (Fingerprint) data is implemented to 
authenticate the user. 

2. Data is stored in a single server. Data is stored in multiple servers. 

3. Data is stored in the normal way. Data is encrypted using AES and stored in the 
servers. 

4. Hacker can easily attack the system. It is not possible since multiple servers are used. 
5. Anyone can access the system. Only the user can access the system. 

 
II. Multiserver Architecture: 
 The existing architecture provides a password based system mainly to protect user authentication using a 
single server. It can be easily hacked by the attackers. So that in order to prevent this in our proposed system 
multiple servers are used. 
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Fig. II: 1 Multi server system. 
 
 The above figure shows that the hacker cannot attack the servers easily at a particular time.Hence the data 
which is stored in the servers will be safe. 
 
Biometric Authentication: 
 In this method the biometric measurement is extracted from the user’s finger print image and is send along 
with the userID to authenticate. The extracted fingerprint image from the user is converted tobinarydatas. 
 

 
 
Fig. III: 1 converting Fingerprint Image to binary datas. 
 
 The futher process shows how the fingerprint image is converted to binarydata.Some of the process 
involves Masking, sharpening, Binarization, Thinning, Minutiae extraction etc. 
 

 
 
Fig. III: 2 Process involved to extract minutiae from the Fingerprint image. 
 
A. Binarization: 
 Image binarization converts an image of up to 256 gray levels to a black and white image. Binarization is 
used as a pre-processor. 

 
 
Fig. III: 3 Converting Colour image to Grey scale image. 
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 The simplest way to use image binarization is to choose a threshold value, and classify all pixels with 
values above this threshold as white, and all other pixels as black.  
 
B. Masking: 
 A mask is a filter. Masking is also known as filtering. In this, filtering operation is performed directly on the 
image. The process of filtering is convolving a mask with an image. Filters are most usually used for blurring 
and for noise reduction. Blurring is used in pre processing steps, such as removal of small errors from an image 
prior to large object extraction. It can also be used for edge detection in an image and to increase sharpness of an 
image. 
 
C. Thinning: 
 Thinning is a morphological operation that is used to remove selected foreground pixels from binary 
images. It can be used for several applications, but is particularly used for skeletonization. Thinning helps the 
operator to understand the word correctly. The following figure shows the result of this thinning operation on a 
simple binary image. 
 

 
 
Fig. III: 4 Thinning result of a simple binary image. 
 
D. Sharpening: 
 Digital images need sharpening to overcome the effects of interpolation and anti-aliasing filters. Sharpening 
of digital image is one of the most important aspects of image quality and to easily understand  
 
E.  Minutiae Extraction: 
 In biometrics, minutiae play the major role of a fingerprint. Minutiae includes Ridge ending, Ridge 
bifurcation, Short ridge, Core, Crossover, Island, Delta, Pore etc. 
 

 

 
 

Fig. III: 5 Fingerprint recognition with various features. 
 

 
 
Fig. III: 6 Some of the Minutiae Patterns. 
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 After performing binarization and thinning minutiae is detected by using 3*3 pattern masks. The following 
image shows the detection of minutiae from the finger print image. 
 

 
 
Fig. III: 7 Minutiae detection. 
 
Cryptography and security: 
 Exchange and storage of information in an efficient, reliable and secure manner is importance. There is an 
increasing amount of transactions using communications over network. Therefore secure communication will be 
essential for the transfer of sensitive data such as documents, passwords and texts. For many of these 
applications, biometric based multi server systems will also be necessary for authentication. 
 
A. Cryptanalysis: 
 Cryptography is the science of using mathematics to encrypt and decrypt the data. Cryptography enables 
you to store sensitive information or transmits it across Internet. Cryptography is used in order to protect 
information against unauthorized users and other misuse of information. A cryptanalyst studies vulnerabilities of 
ciphers and other cryptographic techniques. Network Security problems can be divided into four areas such as 
Secrecy, Authentication, Non repudiation and Integrity control. Authentication deals with determining whom 
you are talking to before revealing sensitive information. Non repudiation deals with signatures. 
 Finally, how can you be sure that a message you received was really the one sent and not something that a 
malicious adversary modified in transit. In a mathematical notation, it is denoted as,  
E k (M) =C, k(C) = M 
Where, C- Cipher text 
            M- Message 
            K- Key 
            E- Encrypt 
 

 
 
Fig. IV: 1 Cryptography. 
 
B. AES:  
 AES is a ‘symmetric block cipher’ for encrypting texts which can be decrypted with the original encryption 
key. The overall work of the method is, user A and User B shares some values and generate the same keys in 
both sides. Then the key is used to encrypt the user id and password. Then the encrypted user id and password is 
send through network to the receiver. In receiver the user B decrypt the user id and password using the key 
generated in his side. If the decrypted user id and password are matched with their database then the user B 
grants permission to access their data sets. For long time the same key should not be used, because there is a 
scope for hackers to know the codes which we used for encrypting and decrypting. So in this AES method the 
key is generated by both the users and then it is used before every transaction.  
 
C. Socket Programming: 
 In a nutshell, a socket represents a single connection between exactly two pieces of software. More than 
two pieces of software can communicate in client/server or distributed systems (i.e.) many Web browsers can 
simultaneously communicate with a single Web server, but multiple sockets are required to do this. Sockets can 
also be used to communicate locally on a single computer. Sockets are capable of both sending and receiving 
data.  The one application is termed the client and the other application the server. The following figure shows 
the process between client and server using TCP/IP protocol.  
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Fig. IV: 2 Socket programming Between Client and Servers. 
 
 The TCP/IP protocol is used to transfer the data from the client to the servers.  
 
D. Security Analysis: 
 The analysis for the security of this method is more secured than other methods. The information will be 
more secured. Hence the hacker cannot hack the servers easily since multiple servers are used here and also an 
advanced encryption standard method is used to encrypt and decrypt the datas. 
 
Results: 
 

 
 
Fig. V: 1 Overall Result.  
 

 
 
Fig. V: 2 Data Received and Stored in Server 1 
 

 
 
Fig. V: 3 Data Received and Stored in Server 2. 
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Fig. V: 4 Data Received and Stored in Server 3. 
 
Conclusion: 
 The proposed system is a suitable candidate for number of practical applications like Biometric ATMs. 
Compared with previous solutions, this system possesses many advantages, like highly efficient in terms of both 
computation and communications. It is also applied to fortify existing standard single server biometric based 
security applications. Also it can be used in online web application. Our proposed system is highly secured than 
the existing. 
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