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ABSTRACT 
Nowadays people are more interested to express and share their views, feedbacks, suggestions, and opinions about a particular 
topic on E-Commerce sites, forums, and blogs. In recent times, it is a common and typical behavior for the users to read the 
reviews or comments before making any decision. Rapid growth in the Internet usage have led researchers to think of online 
reviews that can assist the customers in making wise decision while purchasing a product or service. Since all the reviews 
available are not truthful review. Dependence on online reviews poses wrongdoers to create false reviews, known as Review 
Spam. Due to the higher impact level, customers and manufacturers are highly concerned with user feedback and reviews. Feature 
selection is important task for classification. A major problem of review spam detection is the high dimensionality of the feature 
space.  To solve this issue, a new integrated framework called IPSO-NB has been proposed for feature selection. PSO search out an 
optimal subset of features reduction from the features extracted by applying the principles of an evolutionary process. The NB 
then classifies the reviews into fake and real reviews. The proposed IPSO-NB framework is subsequently validated using OSD 
opinion review dataset. Simulation results demonstrate that the IPSO-NB framework produces better classification accuracy and a 
higher level of consistency in reducing the computational complexity. 

 

KEYWORDS: Review Spam, Feature selection, Particle Swarm Optimization, Naive Bayes  
 

INTRODUCTION 

 

With the increasing development of social media, large number of product review is growing up on the 

Web. Based on these reviews, customers can gather information regarding the product he/she wishes to buy 

direct supervision of their purchase actions can be made according to the review. On the contrary, manufacturers 

can obtain immediate feedback to enhance the product quality in a timely manner. Online social network (OSN) 

like face book, twitter has become one of the major ways to communicate with their friends. In [1], spam 

detection on social network was introduced by applying spammer feature to detect spammer and was applied on 

SVM based classifier algorithm to provide higher accuracy. Spam detection, analysis and detection was 

introduced in [2] to improve the classification accuracy. In [3], a novel concept of review graph was developed 

to determine the relationships between all reviewers, reviews and stores that the reviewers have reviewed as a 

heterogeneous graph. A hybrid PU-learning-based Spammer Detection (hPSD) model was presented in [4] to 

detect multi-type spammers by means of adding or recognizing only a small portion of positive samples. In [5], 

new approach was designed for detecting spam in Arabic opinion reviews by integrating methods from data 

mining and text mining in one mining classification approach. 
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 In [6], reviews spam detection was developed for detecting reviews using Linguistic Features. Detecting 

spam from URL in social media was designed in [8] based on the behavioral factors. In [9], detecting spam 

comments on social network was performed to improve the spam detection rate using similarity-based method. 

On other hand, detecting spam linked by URLs was analyzed in [10] to improve spam detection accuracy. In 

[11], efficient detection of fake twitter followers was made in an efficient manner by applying machine learning 

classifiers. Temporal and spatial features for supervised opinion spam detection was designed in [12] to perform 

opinion spam analysis using a large scale real-life dataset with high accuracy fake review labels shared by 

Dianping.com. In [13], a novel concept of review graph was developed to determine the relationships between 

all reviewers, reviews and stores that the reviewers have reviewed as a heterogeneous graph. A major concern 

when dealing with large number of data is the presence of noisy, redundant data. Although certain methods have 

already been proposed for each of the above-mentioned approaches (preprocessing, feature extraction, feature 

selection and classification) for on line review spam detection[14], optimization algorithm was not applied as 

per our knowledge which stays a largely unexplored research avenue. 

In this paper we propose a new approach using evolutionary algorithm framework that utilizes integrated 

IPSO-NB for detecting online review spam detection in order to reduce computational complexity and improve 

the classification accuracy in the feature selection phase. The rest of the paper is organized as follows. In 

Section 2, the proposed Integrated IPSO-NB framework is presented. In Section 3, we compare the proposed 

IPSO-NB framework with DPSO-FS an experimental study and report on the accuracy and computational 

complexity results. Section 4 concludes the proposed work and future enhancements. 

 

Methodology: 

Online reviews are often the primary factor and are a valuable source of information to determine public 

opinion, having larger influence on customer decision. Three types of review spam exist in general. They are 

untruthful reviews, reviews on brands and non-reviews. In case of reviews on brands, the comments are only 

concerned with the brand or the seller of the product and fail to review the product. On the other hand, non-

reviews are those reviews that contain either unrelated text or advertisements. In this work, we are interested in 

untruthful review. Figure 1 shows the block diagram of integrated IPSO-NB framework.  

 

 
 

Fig. 1: Block diagram of integrated IPSO-NB framework 

 

As shown in the figure, the block diagram of integrated IPSO-NB framework includes pre-processing, 

feature extraction, feature selection and classification for online review spam detection. The pre-processing in 

IPSO-NB framework is performed by applying OSD opinion review hotel dataset as input, where URL name, 

hash tag, user name are removed. Next, with the pre-processed features, review and review centric features are 

extracted.  
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The resultant feature subset obtained is then applied with particle swarm optimization with the objective of 

selecting the features in an optimized manner. The Naive Bayes model then classifies the real and fake review 

based on the optimal features selected aiming at reducing the computing complexity with higher level of 

consistency. The elaborate description of integrated IPSO-NB framework is provided in the forthcoming 

sections.   

 

2.1 Pre-Processing: 

The first step towards the design of integrated IPSO-NB is data acquisition, a process of acquiring online 

reviews from OSD opinion review hotel dataset. The main purpose behind data acquisition is to obtain the 

online reviews with sparse features in a continuous manner. The online review streaming API allows real time 

access to publicly available data on OSD opinion review hotel dataset where [17] has been used for this purpose. 

Next, module performs pre-processing [16] that include URLS removal, hash-tags, username & special 

characters, performing spelling correction with the aid of a dictionary, abbreviation substitutions, performing 

lemmatization and stop words removal. Pre-processing transforms the online reviews containing real valued 

features and refines them into a stream pattern that can be in a way easily used for subsequent analysis. The 

online reviews serve as input to pre-processing module and then review and reviewer centric features are 

extracted. 

 

2.2 Feature Selection Using Integrated Ipso-Nb Framework:  

The third step towards the design of integrated IPSO-NB is feature selection. Classification problems often 

involve larger features, though all of them are not required during classification. With larger number of 

irrelevant and redundant features affects the performance of the overall work. Feature selection aims to select a 

small number of relevant features to achieve better classification accuracy than using all features. Feature 

selection involves multi-objective problem, realizing two main objectives. They are maximizing the 

classification performance or classification accuracy, and to reduce the number of features. In the proposed 

IPSO-NB framework, classification accuracy is attained using NB by reducing the number of features by 

applying PSO. Figure 2 shows the flow diagram of feature selection through integrated IPSO-NB framework.  

 

 
 

Fig. 2: Flow diagram of feature selection using IPSO-NB framework 

 

As shown in the figure, the PSO is based on the principle that each solution is represented as a particle (i.e. 

customers) in the swarm. The principal space is the search space (i.e. overall online reviews are provided) 

through which principal features are explored and selected through PSO. Each particle (i.e. customer) has a 

position in the search space (where online reviews are recorded) is denoted by a vector to place their reviews 

and is formulated as given below. 

 𝑃𝑖 =  𝑃𝑖1, 𝑃𝑖2, … . . , 𝑃𝑖𝑁                           (1) 

 

From (1), ‘𝑃𝑖’ symbolizes the vector that includes the overall review in the search space with ‘𝑃𝑖1’ denoting 

each particles (customers) presented with online reviews and ‘𝑁’ symbolizes the dimensionality of the search 

space. Particles or customers move in the search space with the objective of obtaining the optimal solutions. 

Hence, each particle has a velocity, which is represented as given below. 

 

𝑉𝑒𝑙𝑖 =  𝑉𝑒𝑙𝑖1, 𝑉𝑒𝑙𝑖2, … . . , 𝑉𝑒𝑙𝑖𝑁                                      (2) 
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From (2) ‘𝑉𝑒𝑙𝑖1’ represents the velocity for position vector ‘𝑃𝑖1’, ‘𝑉𝑒𝑙𝑖2’ represents the velocity for position 

vector ‘𝑃𝑖2’ and so on. During the movement, each particle or customer updates its position and velocity to 

obtain the review according to its own experience and that of its neighbors. The best previous position of the 

particle (i.e. customer) is stored as the local best or ‘𝑙𝑏𝑒𝑠𝑡’, and the best position obtained so far is called as the 

global best or ‘𝑔𝑏𝑒𝑠𝑡’. Based on resultant values of ‘𝑙𝑏𝑒𝑠𝑡’ and ‘𝑔𝑏𝑒𝑠𝑡’, optimal solutions are obtained by 

updating the velocity and the position of each particle (i.e. customer) based on the following mathematical 

formulations. 

𝑃𝑖𝑑
𝑛+1 =  𝑃𝑖𝑑 +  𝑉𝑒𝑙𝑖𝑑

𝑛+1             (3)  

𝑉𝑒𝑙𝑖𝑑
𝑛+1 =  𝑉𝑒𝑙𝑖𝑑

𝑛 +  [𝑐1 ∗  𝑟1 ∗ (𝑃𝑙𝑑 − 𝑃𝑖𝑑
𝑛 )] +  [𝑐2 ∗  𝑟2 ∗ (𝑃𝑔𝑑 −  𝑃𝑖𝑑

𝑛 )]                                               (4) 

From (3) and (4), ‘𝑛’ denotes the ‘𝑛𝑡ℎ 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛’ with ‘𝐷’ representing the ‘𝐷𝑡ℎ 𝑑𝑖𝑚𝑒𝑛𝑠𝑖𝑜𝑛’ in the search 

space for ‘𝑛’ online reviews of customers. The acceleration constants are represented by ‘𝑐1’ and ‘𝑐2’ with 

random values ‘𝑟1’ and ‘𝑟2’ uniformly distributed in ‘[0, 1]’. The elements of ‘𝑙𝑏𝑒𝑠𝑡’ and ‘𝑔𝑏𝑒𝑠𝑡’ are denoted 

by ‘𝑃𝑙𝑑’ and ‘𝑃𝑔𝑑’ in the ‘𝐷𝑡ℎ’ dimension.  

The position and velocity values of each particle or customers to obtain optimal features from online 

reviews are updated in a continuous manner with the objective of obtaining the best features. This is performed 

until stopping criterion is met with optimal features selected. With the optimal features selected, Naïve Bayes 

classifier is applied to identify fake and real reviews. Using Baye's theorem the new instances (i.e. features 

selected by applying PSO to features selected from online reviews) are further classifies as either fake or real. 

Each instance (i.e. features selected) represents the set of attribute and is described by a vector given below. 

𝑉𝑒𝑐𝑖 =  𝑉𝑒𝑐1, 𝑉𝑒𝑐2, … . . , 𝑉𝑒𝑐𝑛                                                          (5) 

From (5), the selected features are stored in the vector ‘𝑉𝑒𝑐1, 𝑉𝑒𝑐2, … . . , 𝑉𝑒𝑐𝑛’ respectively. Let us further 

consider ‘𝑛’ classes, then the sample ‘𝑆’ is assigned to the class ‘𝐶𝑖’ if the following condition is satisfied 

𝑖𝑓𝑓 𝑃 (
𝑆

𝐶𝑖
)  𝑃(𝐶𝑖) > 𝑃 (

𝑆

𝐶𝑗
)  𝑃(𝐶𝑗)                                                                (6) 

According to Bayes theorem, 𝑃 (
𝐶𝑖

𝑆
) = 𝑃 (

𝑆

𝐶𝑖
)

𝑃(𝐶𝑖)

𝑃(𝑆)
                                                         (7) 

Where ‘𝐶𝑖’ is measured as given below 

𝑃(𝐶𝑖) =  
𝑆𝑖

𝑆
                                                       (8) 

 

Where ‘𝑆𝑖’ symbolizes the training samples of class ‘𝐶𝑖’ and ‘𝑆’ represents the total number of samples (i.e. 

features selected). For each class, with the application of naive Bayesian classifiers in IPSO-NB, satisfactory 

results are obtained. This is because the focus of IPSO-NB lies on identifying the classes for the instances, not 

the exact probabilities. Therefore, for each class, 𝑃 (
𝑆

𝐶𝑖
) 𝑃(𝐶𝑖) is measured. If and only if 𝑃 (

𝑆

𝐶𝑖
) 𝑃(𝐶𝑖) is 

maximum, the classifier prediction sample ‘𝑆’ belongs to class ‘𝐶𝑖’. Accordingly, with the feature subset, NB 

classifies the reviews as fake or real. Figure 3 shows the algorithm model of integrated PSO-NB.  

 

Input: Customer reviews (Particle) ‘𝑅𝑖 =  𝑅1, 𝑅2, … , 𝑅𝑛’,  

Features extracted ‘𝐹𝑖 =  𝐹1, 𝐹2, … , 𝐹𝑛’,  

Position ‘ 𝑃𝑖 =  𝑃𝑖1, 𝑃𝑖2, … . . , 𝑃𝑖𝑁 ’,  

Velocity ‘𝑉𝑒𝑙𝑖1, 𝑉𝑒𝑙𝑖2, … . . , 𝑉𝑒𝑙𝑖𝑁’,  

 

Step 1: Begin 

Step 2:             For ‘𝑛’ features extracted 

Step 3:                    For each particle (customer reviews) ‘𝑅𝑖’ 

Step 4:                                Update position of each particle using (3) 

Step 5:                                Update velocity of each particle using (4) 

Step 6:                                 If stopping criterion not met 

Step 7:                                         Go to step  

Step 8:                                 Else  

Step 9:                                         Return ‘𝑔𝑏𝑒𝑠𝑡’ 

Step 10:                               End if 

Step 11:                    End for 

Step 12:             End for 

Step 13:             For each features (𝑔𝑏𝑒𝑠𝑡) selected          

Step 14:                        Represent the features in the form of vector using (5) 

Step 15:                        𝑖𝑓𝑓 𝑃 (
𝑆

𝐶𝑖
)  𝑃(𝐶𝑖) > 𝑃 (

𝑆

𝐶𝑗
)  𝑃(𝐶𝑗) 

Step 16:                                Sample ‘𝑆’ is assigned to the class ‘𝐶𝑖’ 

Step 17:                                Reviews are said to be real 
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Step 18:                       Else 

Step 19:                                Reviews are said to be fake   

Step 20:                       End if   

Step 21:            End for 

Step 22: End  

 

Fig. 3: Algorithm for integrated IPSO-NB 

 

Figure 3 shows the algorithmic description of integrated IPSO-NB designed with the objective of improving 

the classification accuracy and minimizing the computational complexity involved during feature selection. The 

integrated IPSO-NB framework comprises of two stages. The first stage selects the optimal features from the 

extracted features using PSO. With the optimal features, classes are generated to review spam detection and 

classifies the classes into fake and real reviews.  

 

3. Experimental Settings: 

In this section, the results of a series of experiments carried out to evaluate the effectiveness of the proposed 

framework and to compare with other state-of-the-art methods are presented. The dataset used in the 

experimentation is OSD opinion review hotel dataset. The OSD opinion review hotel dataset include examples 

of positive and negative deceptive opinion spam to conduct supervised learning and a reliable evaluation of the 

task. The evaluation of the proposed framework was carried out using the corpora assembled from [4]. These 

corpora include a total of 1600 labeled examples of deceptive and truthful review opinions about the 20 most 

popular Chicago hotels. The corpora comprises of 400 truthful positive reviews, 400 truthful negative reviews, 

400 deceptive positive reviews and 400 deceptive negative reviews. Deceptive opinions were generated using 

the Amazon Mechanical Turk, whereas (likely) truthful opinions were mined from reviews on TripAdvisor, 

Expedia, Hotels.com, Orbitz, Priceline, and Yelp. In order to simulate real scenarios to evaluate the performance 

of the proposed integrated IPSO-NB framework we assembled OSD datasets. These datasets contain opinions 

from both polarities and different number of labeled samples for training.  

From the set of 400 deceptive and 400 truthful positive opinions from OSD datasets [4], 70 deceptive 

opinions and 70 truthful opinions were selected in a random manner to build a fixed test set. Then, the 

remaining 660 opinions were used to build six training sets of different sizes and distributions. They contain 20, 

40, 60, 80, 100 and 120 positive instances (deceptive opinions) respectively. In order to evaluate the 

performance of our IPSO-NB framework, certain metrics are introduced to describe the supposed online review 

spam detection. The performance parameters are in the following: 

 

3.1 Classification Accuracy Demonstration Of Ipso-Nb: 

The main goal of our experiments is to determine the rate of classification accuracy for review spam 

detection using evolutionary algorithms. We randomly 70 deceptive opinions and 70 truthful opinions out of 

1600 opinions, in all cases we used a set of 520 unlabeled instances containing a distribution of 320 truthful 

opinions and 200 positive deceptive opinions. With this experimental setting the rate of classification accuracy 

is defined as given below. 

Classification accuracy: is one of the performance metrics to measure the accuracy or rate of correct 

prediction made by the organization regarding the reviews provided by the customer. The classification 

accuracy ‘𝐴𝑖’ for online review spam detection of an individual review ‘𝑖’ depends on the number of samples 

correctly classified (including both positive and negative opinions) and is evaluated by the following formula. 

∑ 𝐴𝑖
𝑛
𝑖 1 =  

𝐶𝐶

𝑛
∗ 100                                                              (9) 

Where ‘𝐶𝐶’ is the number of samples correctly classified (i.e. detected) and ‘𝑛’ is the total number of 

sample cases. Table 1 presents the results of classification accuracy of an exploratory experimentation on OSD 

opinion review hotel dataset by presenting the classification accuracy using IPSO-NB, DPSO-FS. The 

experiment was conducted to gain insights on the prediction results of the datasets, to measure the performance 

of classification accuracy and to measure the effect of including all opinion reviews. 

 
Table 1: Comparison of classification accuracy 

No. of opinions (n) Classification accuracy (%) 

IPSO-NB DPSO-FS 

20 91.35 86.24 

40 93.14 88.03 

60 90.45 85.34 

80 85.21 80.10 

100 88.34 83.23 

120 92.45 87.34 

140 94.21 89.10 
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The experiments were conducted with different number of opinions in the range of 20 to 140. Results from 

figure presents the already reported classification accuracy involved in the correct classification of opinion 

reviews. For this kind of opinions the best result of the proposed method was ‘𝐴 = 94.21%’ using 

‘140 𝑖𝑛𝑠𝑡𝑎𝑛𝑐𝑒𝑠 (𝑜𝑝𝑖𝑛𝑖𝑜𝑛𝑠)’ for training. In contrast, the existing method achieved ’89.10% 𝑎𝑛𝑑 84.04%’ 

using DSPO-FS and FBC-ESC respectively in the detection of positive deceptive and truthful opinions. 

Searching for an explanation for this behavior, we noticed that the Integrated PSO-NB employed in the 

proposed framework selected optimal features at reduced time interval and therefore improving the 

classification accuracy by 5.67% compared to DPSO-FS.  

 

3.2 Computational Complexity Of Ipso-Nb: 

In the experiment, to clearly compare the features of both IPSO-NB and existing Discrete Particle Swarm 

Optimization method for Feature Selection (DSPO-FS) [1], we simplify the computational complexity involved 

in feature selection as following defined. The computational complexity involved during feature selection is the 

resources required to measure online review spam detection and is as given below. It is the product of opinions 

considered and the time taken for feature selection.  

𝐶𝐶 = 𝑛 ∗ 𝑇𝑖𝑚𝑒 (𝑓𝑒𝑎𝑡𝑢𝑟𝑒 𝑠𝑒𝑙𝑒𝑐𝑡𝑖𝑜𝑛)                                                 (10) 

Where ‘𝐶𝐶’ is the computational complexity and ‘𝑛’ refers to the number of opinions considered during 

each iterations.  

 
Table 2: Comparison of computational complexity 

No. of opinions (n) Computational complexity (ms) 

IPSO-NB DPSO-FS 

20 0.88 0.97 

40 1.05 1.14 

60 1.32 1.43 

80 1.49 1.58 

100 1.62 1.71 

120 1.75 1.84 

140 1.83 1.92 

 

Results from table 2 indicate that computational complexity for IPSO-NB is lesser than DPSO-FS. 

Furthermore, the improvement in the computational complexity performance achieved by IPSO-NB framework 

over the existing DPSO-FS was compared to be lower. This is because of the application of PSO where optimal 

solutions are obtained according to the values of the updated position and velocity. This in turn confirms the 

reduced computational complexity involved during feature selection by applying IPSO-NB than DPSO-FS. 

Another interesting observation from figure 5 is that IPSO-NB was capable of differentiating the local best and 

global best reviews from the overall online reviews by updating the velocity and the position of each particle 

(i.e. customer). Baseline results were lower than 1.05ms when using 20 and 40 labeled examples, indicating that 

the initial selection of the opinions is very difficult to classify the reviews. On the other hand, the upper-bound 

with increasing number of opinions saw a good result by reducing the computational complexity by 6.96% 

compared to DPSO-FS.  

 

3.3 Execution Time Of Ipso-Nb: 

Finally, we address the third goal of the experiments with respect to execution time to select the features 

showing the comparison between IPSO-NB, DPSO-FS[15] defined as follows. The execution time for feature 

selection is the time taken to classify the positive expression or a word with respect to the number of review 

words. The execution time for feature selection is mathematically formulated as given below. 

𝐸𝑇 = ∑ 𝑅𝑖
𝑛
𝑖=1 ∗ 𝑇𝑖𝑚𝑒 (𝑃𝑆𝐸)                                    (11) 

From (11), the execution time ‘𝐸𝑇’ is obtained using the review words ‘𝑅𝑖’ and time for generating classes 

with the aid of positive expression ‘𝑃𝑆𝐸’. It is measured in terms of milliseconds (ms). For all scenarios as 

shown in table 3, execution time for feature selection is increasing with total number of review words obtained 

from different customers. Seven unique experiments were conducted for each review size. Analysis was 

conducted for different set of review words (50 – 350).  

 
Table 3: Comparison of execution time for feature selection 

Review words  Execution time for obtaining spam reviews(ms) 

IPSO-NB DPSO-FS 

50 40.35 52.14 

100 65.83 77.63 

150 79.21 91.01 

200 91.45 103.25 

250 105.32 117.12 

300 115.87 127.67 



234 SP. Rajamohana and Dr.K.Umamaheswari., 2016/Advances in Natural and Applied Sciences. 10(17) December 2016,  

          Pages: 228-235 

 

350 135.32 147.12 

 

The results presented in figure 5 shows the execution time for feature selection when customers are 

presented with several review words which contains examples of both positive and negative deceptive opinion 

spam. We can see that the values of execution time increase with the increase in the number of review words 

using all the three methods IPSO-NB, DPSO-FS.  

 

 
 

Fig. 3: Results of the IPSO-NB, DPSO-FS in measuring execution time for obtaining review spam 

  

Figure 3 presents an overview of the results obtained by three methods IPSO-NB, DPSO-FS using training 

sets of positive and negative opinions of different sizes from OSD opinion review hotel dataset. The important 

observation from the figure given above is that the execution time for obtaining review spam is directly 

proportional to the number of review words. Therefore though major deviations are not being observed, but 

comparatively the IPSO-NB proved to be better. Column Difference shows the percentage difference of the 

particular review spam detection with respect to the review words using three different methods. The execution 

time for 150-review words and 200-review words were reduced in IPSO-NB by 14.89% and 23.86% in the case 

compared with DPSO-FS. These results show that the proposed IPSO-NB framework systematically 

outperformed baseline results when compared to DPSO-FS. In particular, it shows an average improvement of 

15.00% and 26.78% over the original approach in the execution of feature selection. 

 

Conclusion: 

In this work, we propose an integrated IPSO-NB framework for feature subset selection problem. Feature 

subset selection plays a major role in classification. Redundant, noisy and irrelevant features in the dataset 

which will reduce the classification performance. Hence in the proposed approach optimized features are 

selected using particle swarm optimization. Different than the earlier implementations of PSO, our approach is 

an integrated approach that integrates PSO with NB, each possible solution is represented as a string of bits, in 

which each of them identifies whether a feature will be selected to compose the final features set or not. 

Classification accuracy is considered as a fitness function, which dynamically accounts for the relevance and 

obtain the optimal features that minimizes the redundancy rate into the feature subset. The proposed approach 

reduces the execution time when compared to other machine learning techniques .This in turn improves the 

classification accuracy of the online review spam that efficiently classifies review into the real and fake review. 

We compared our approach with the other optimization methods such as DPSO-FS using OSD opinion review 

dataset. Future works will be guided to change the PSO parameters in adaptive manner, as well as hybrid 

versions of PSO with other evolutionary algorithm can be applied for feature selection. 
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