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ABSTRACT 
Wireless networks are vulnerable to many security attacks due to inherent characteristics and media used. A node has to depend 

on unknown intermediate nodes for data transmission. Cryptographic algorithms cannot work efficiently in wireless network, as 

in wireless network nodes are mobile and battery operated. To detect malicious activities on node and improve stability of route 

while routing in mobile ad hoc network, Trust based routing can be suitable option. This is because trust calculation process is 

light weight compare to cryptographic algorithms. Communication parameters are used in calculating trust value in most of 

existing trust based protocol (wireless network) are number of successful session or packet forwarded between two nodes, 

number of packet dropped or delayed, response time, battery life, mobility of node etc. This paper proposes a new parameter 

(number of route error message sent by a node) of a wireless node which can affect the network performance and can be used to 

calculate trust value after analysing all existing trust based routing approaches. We also have proposed a new light weight routing 

scheme for MANET which includes mobility of a node for calculating trust value and gives more secure and stable route. 
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INTRODUCTION 
 

Mobile ad hoc network (MANET) is an infrastructure less network. It does not require any pre-existing 
infrastructure to set up such network. There is no central controlling authority in MANET. Each node has to 
depend on intermediate node to forward data from source to destination. Each intermediate node acts as a router 
for packet forwarding[57]. The routing techniques used for wired network cannot be directly used for MANET 
due to limited resources of nodes and frequently changing topology of network due to mobility of the nodes.  
The AODV, DSDV, DSR etc are the routing protocols specially designed for MANET [58].  All these protocols 
take care mobility of the nodes while searching for a route but are not secure. Intermediate nodes can be selfish 
or malicious and can perform various active as well as passive attacks on network and disturb the network. The 
security mechanism used for wired network can not directly apply on MANET because of limited resources on 
each node[17]. So the other approach used can be trust based approach. In this approach a trust value is 
associated with each node which is evaluated based on the behavior of the nodes. And routing process only 
considers the trustworthy nodes in active route. For calculating trust value on node, routing protocol observes 
various parameters on nodes like number of packet successfully forwarded (without changing the content of 
packet), number of packet dropped, number of packets delayed, number of battery life left on node, etc. Aim of 
this paper is to use a new parameter that is number of RERR packets initiated by a node. If more error packets 
initiated from a node means more link break at that node because of high mobility around that node or node 
refuse packet forwarding due to low battery power. So routing process should avoid such node in active route 
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and establish more stable route. We can also use this parameter for calculating trust value of a route. More stable 
route means a route which can be trustworthy. In proposed routing scheme we have used number of packets 
successfully forwarded by a node, number of packets delayed by a node before forwarding, residue energy of a 
node and number of error packet initiated by a node for trust computation. The number of packets successfully 
forwarded by a node and number of packets delayed by a node before forwarding parameters protects a network 
from any type of packet drop , packet modification and packet delay attack. And the residue energy of a node 
and number of error packet initiated by a node help us to provide stable route. For calculating trust value we 
have used the weighted sum model because after analyzing all trust computation model we came to conclusion 
that this model is simplest one and consume less processing power and memory compare to others which is 
suitable for resource constraint mobile node. We chose AODV protocol, as it performs efficiently in both static 
as well as dynamic network. Static network is a network with small or negligible number of mobile nodes 
whereas dynamic network is a network with all mobile nodes and topology of network changes with time[17]. 
For implementation we have used OPNET simulator 11.0 academic edition. We have done various analysis to 
understand the working of ad hoc network and AODV routing. We also have implemented message drop attack 
which periodically drops incoming packets and study its effect on route discovery time and throughput of 
network. We have also designed algorithm and flowchart for proposed algorithms. We also have implemented 
the proposed routing scheme which detects packet drop attacks only and shows that it gives better throughput 
and route discovery time in presence of message drop attack. 

 
II. Related work: 

All existing trust based schemes [47,48,49,50,26,3,51,52,53,54,55] uses number of packet forwarded by the 
node as one of the parameters for calculating trust value. For this count each node will forward the packet to 
their immediate neighbours and get passive acknowledge them by overhearing the transmission of next hop on 
route as all are in same radio range[53]. If the overheard packet matches the sent packet means packet is 
successfully forwarded without modification.  Some of the techniques [26,34,3] are using remaining battery life 
as one of parameter for trust value calculation(more battery life means more trust). This will help to choose the 
more stable route from source to destination. Some algorithms use the number of packet dropped by the node 
[26,34,3,55] for calculating trust. If more number of packet dropped less trust value is assigned. Thus packet 
drop attacks (grey hole and black hole attacks) are easily detected.  To detect unnecessary delay in packet 
forwarding many approaches [26,3,55] use number of packet delayed by the node to calculate its trust value. 
More number of delayed packet forwarding reduce the trust value of node and thus detects packet delay attacks( 
a type of jelly fish attack). The approaches proposed in [26, 55] also used number of successful communication 
session between nodes in trust computation formula and thus quantify intimacy (social trust) relationship 
between them. The trust models use number of packet forwarded by node successfully, number of packets 
dropped at node, number of packet delayed at node and remaining battery life of node to calculate trust value of 
a node. All existing schemes observe or collect opinion based on one or more of these parameters to calculate 
trust value. After studying all existing scheme we conclude that nobody uses number of routing error packet sent 
by node to calculate trust. This parameter is important because if a node initiate more RERR packets means 
there are more mobile node around that node. Because RERR packets are initiated by an intermediate node of an 
active route when the next hop node is not responding the packets forwarded to it due to link break. Also when 
this happen the neighbour node tries to do some attempt for link repair. Also after attempts route is not repaired 
due to movement of node outside the radio range of neighbour, an RERR packet is unicast to source node of the 
active route. 

 
III. Novel approach for trust based routing: 
3.1. Assumptions: 

For proposing a novel approach for reliable trust based routing in MANET following assumption are made 
by authors 

1) AODV Routing protocol is used at each node of MANET. 
2) Each node which is a part of active route overhears the traffic forwarded by all of its neighbours. 
3) Each node maintains a trust table having an entry for each neighbour. 
4) Initially node has 100% energy and for forwarding one packet 0.25% energy is used. 
5) RREP packet is modified for storing trust value of the route. 
6) Routing table entry is also modified by adding a field to store trust value of each route. 
7) Format for trust table  
 

NodeID Total pkt Suc_forward Delayed Total_err 

 
8) RREP packet format  
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Type (8bit) R (1 bit) A    (1 bit) Reserved (9 bits) 
Trust of route 

Prefix size (5 
bits) 

Hop count (8 bit) 

Destination IP Address 

Destination Sequence Number (32 bits) 

Originator IP Address (32 bit) 

Lifetime (32 bits) 

 
3.2. Trust value in new approach: 

For calculating trust value various computation models can be used. They  are used to aggregate various 
observation collected by node to calculate trust value. The most popular approaches are  summation medel, 
average model, deterministic approach, Belief model, Fuzzy model, and Bayesian model (Ulieru, Z. N., 2010). 
For this research we are using weighted sum model because it is simple and fast way of calculating trust. It is 
best suitable for our mobile ad hoc network having mobile nodes with limited resources (battery life, processing 
power and memory).  Each node will observe traffic to and from all of its neighbours and judge them based on 
their behavior by recording some parameters values. These values are used to calculate trust value of neighbour 
nodes. This is how direct trust value is calculated on each node. In our proposed model we are using number of 
packet drop, number of packet successfully forwarded (without any changes in packet), residual energy of nodes 
and number of RERR packet initiated by a node to calculate trust value. 

The algorithm used for trust value calculation and routing are given below: 
 

Algorithm: 
Trust_Calculate 
Input:  
Node_id whose trust value is needed 
Output: 
TVnode_id: Trust value of a node 
Begin 
If entry for node_id is found in trust table 
Read the trust table on a node and get observed and stored value for given node_id 
Poi number of packet observed for a neighbour node,  
PFi number of packet successfully forwarded by neighbour node,  
Pei : number of packets delayed at neighbour node,  
PERi number of error packets initiated by neighbour node 
From Poi calculate remaining energy of a node  
{ Initially each neighbour node has 100% battery 
 For forwarding a packet 1% energy is consumed. 
 Remaining energy of node REi=100  -  Poi 
} 
TVnode_id= -W1*(Poi-PFi) - W2 * Pei -W3 * PERi + W4*REi 
Else 
TVnode_id= threshold_trust 
End if 
End 
 

3.3. Traffic monitoring: 
On each active node of mobile ad hoc network an agent process(Traffic_Monitor) is running which observe 

the traffic behaviour of all of its neighbours and update/add entry in its trust table for that neighbour node. Entry 
in trust table for each neighbour consists of  

Poi number of packet observed for a neighbour node,  
PFi number of packet successfully forwarded by neighbour node,  
Pei : number of packets delayed at neighbour node,  
PERi number of error packets initiated by neighbour node,  
 

Algorithm: 
Traffic_Monitor 
Input:  NIL 
Output  
Updated_Trust_table:  Change/Add entry in trust table for each neighbour node. 
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Begin 
Step 1: Wait for a packet broadcasted by neighbour 
If packet coming from a neighbour. Create a thread that receive the pkt 
Search for entry for this neighbour in local trust table. 
If found 
Create a pointer R to that record. 
Else 
Create an entry for neighbour in trust table pointed by R 
End  if 
R.Poi++ 
Compare received packet with packet sent to neighbour node 
If match found 
R.PFi++ 
If pkt forwarded with delay 
Pei++ 
End if 
End if 
If pkt is RERR packet initiated at neighbour node 
PERi++ 
End if 
Save R in trust table. 
Goto Step 1 
Else 
Goto Step 1 
End if 
End  
 

3.4. Routing scheme with trust value:  
The values observed and stored in trust table for each neighbour node is used to calculate trust value of that 

neighbour. This trust value specifies that how much that neighbour node is trustworthy. And this trust value will 
be calculated and used while route is established for source node to destination node by unicasting RREP 
packet. For each RREQ packet received at destination node an RREP packet is sent with trust value is equal to 
sum of trust value of each intermediate node. thus while RREP is received each intermediate node will calculate 
trust value of it nexthop neighbour and add it into routes trust value. So at the end source node has multiple 
routes towards destination with different trust value of each route. The source node will calculate average of 
trust of each route and use that average as threshold. And alternatively choose routes having greater trust value 
than the threshold value. Thus load is distributed among more than one routes  and there will be less chance of 
route failure.  

 
Algorithm: 

TRUST_ROUTING 
Inputs: source_node, dest_node 
Output: multiple paths from source_node to dest_node with trust value of each path on  
source_node’s routing table. 
Begin 
At source_node RREQ packet is created with dest_node address. 
source_node  broadcasts RREQ packet. 
For each neighbour node of source_node 
 While RREQ not reached to dest_node 
       RREQ is further broadcasted 
 end loop 
       RREP is created at dest_node with trust_val=0; 
next_node=dest_node 
While(next_node  is not source_node) 
 next_node= next hop neighbour 
 search for entry of next_node in trust table 
  
Calculate trust_val of next_node 
 Update RREP with trust_val+=calculated trust_val 
Unicast RREP to next_node 
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 End loop 
 if next_node is source_node 
 Route is stored in routing table of source_node 
 End if 
End for 
threshold_value= average of trust value of all route. 
For each route  
if trust value of route < threshold_value 
remove route from routing table 
end if 
end for 
 
while source has data packet to send 
for j=1 to N: number of route from source to destination in routing table 
use route j to send data packet 
end for 
end while 
End 
 

IV. Experiment setup: 
In OPNET 11, We have updated a node model wlan_wkstn_adv which comes with standard wireless lan 

package as Drop_wlan_wkstn_adv and Dly_ wlan_wkstn_adv for implementing periodic packet drop and 
packet delay attacks respectively. After creating the malicious node models, We have compare the route 
discovery time of AODV routing protocol and throughput of Wireless LAN by creating two scenario one is 
without the malicious node (reliable_aodv) and other is with malicious nodes (unreliable_aodv) as shown in 
figure 1 and 2. In fig 2 encircled nodes are malicious. Node 2 is a node with packet drop attack and node 4 is a 
node with packet delay attack. Each scenario has 10 nodes. The traffic used for simulation is UDP traffic which 
flows from source node to destination node. The simulation runs for 20 minutes and traffic starts at 100 seconds. 
Traffic is generated by sending 5060 request packets from the source to the destination with a inter request time 
3 seconds. Each request packet consists of 1470 bytes, with each request sending 5 packets[60]. Response from 
the destination is disabled in order to make unidirectional traffic. All the nodes in the wireless LAN are 
stationary nodes. We implemented a proposed routing scheme by incorporating above algorithms with existing 
AODV as TRST_AODV. We have created third scenario shown in figure 3(unreliable_Myaodv) with 
TRST_AODV as routing protocol with malicious nodes (encircled) and compare the route discovery time and 
throughput of all three scenarios.  

 

 
 

Results: 
In proposed trust based AODV destination node will send RREP packet (includes trust value) for each 

RREQ it receives. Thus source node has multiple routes from source to destination. Each route has a trust value 
associated with it, that is the trust value of that route. Based on this trust value route will be chosen for sending 
data packets. Again load of data packet transferring is distributed among n number of routes.  With time the 
malicious nodes exhibit their behavior and neighbor nodes would notice and record it in their trust table. Thus 
the malicious node’s trust value will be degraded with time and presence of such node in route will also degrade 
trust value of the whole route. We have considered two performance measurement parameters route discovery 
time and throughput. Table 1 shows the comparison of route discovery time and throughput of simulated 
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network with AODV in absence of any attacker node and in presence of two attacker nodes. The third column of 
table shows the recorded values of the parameters in presence of attack but trust based AODV routing protocol. 

The values in table shows that the route discovery time of AODV routing is increased and throughput is 
decreased in presence of attacker nodes. If we use our proposed Trust based AODV with attacker nodes, the 
route discovery time and throughput will be improved. You can see that the result we get for Trust based AODV 
with attacker nodes are better than AODV without attackers. This is because in Trust based AODV we have 
searched multiple routes from source to destination and use them simultaneously to send data packets. 

 
 AODV without attack AODV with attack TRU_AODV with attack 
 Max Avg Min Max Avg Min Max Avg Min 
Route 
Discovery 
Time(sec) 0.66 0.059 0.031 0.664 0.108 0.046 0.259 0.0438 0.0295 
Throughput 
(bits/sec) 199158 167349 5431 131725 111154 3635 225835 189203 5407 

  
Conclusion: 

We have presented a trust based routing protocol. Each node trust its neighbor node by observing their 
behavior. The node doesn’t have to depend on other nodes for calculating trust value which make our scheme 
scalable. The traffic monitoring and matching packets incurred some overhead which we can balance by using 
searching more than one route for communication. The result we obtained can show the effectiveness of our 
proposed scheme. 
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