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ABSTRACT 
On–demand, flexible and economical features of cloud makes the individuals, organizations and research centres replace their 

complex system through outsourcing their data to cloud. Owing to outsourcing, the data are shared among different communities 

of cloud users. In this scenario, security is a major problem especially maintaining privacy of an individual user is a major concern. 

By privacy is meant that sense private and sensitive information of an individual is not disclosed to anyone, if it is publicly 

available. There are many solutions and algorithms which exist to protect data privacy. In this paper, a detailed survey of the 

existing methodologies and algorithms used to protect data privacy and their pros and cons of these approaches are discussed. 
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INTRODUCTION 
 
 Nowadays, cloud computing or on-demand computing and big data play a vital role in high performance 
computing with huge volume of data. In day today life, the number of people who use this wonderful service 
based technology is on a rapid increase. Cloud computing provide services to traditional clients, organizations, 
service providers with its flexible model. Unlike other technologies, Cloud becomes a highly demanded service 
or utility due to the advantages of high computing power, better performance, scalability, accessibility and 
availability. Owing to these factors, the organizations change their CAPEX environment to OPEX environment; 
which is referred to as “moving to cloud”.After they moved into Cloud, they experience 50 % of growth rate per 
year. 
 In cloud environment, the private data such as healthcare documents, financial transactions criminal justice 
documents, and biological traits like genetic information must be shared to analyze and extract the useful 
knowledge from that data for research purpose. 
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 Data privacy is one of the major challenging issues in cloud and big data applications. Data privacy is the 
correlation between gathering, spreading of data and the legal problems around it. Privacy is personally 
Identifiable Information (PII) or other sensitive information of an individual which is stored in a digital form 
their should not be disclosed to anyone. The improper usage of PII or sensitive information is the main source 
for privacy concern. The main challenge is to share data to public media and also to protect the PII or sensitive 
information. 
 
Data anonymization: 
 The widely used method for privacy preservation of data is to anonymize the data. Data anonymization 
means hiding the identity or sensitive data by encrypting or removing PII information from data sets, so that the 
user who belongs to that data remains anonymous. There are different methods of anonymization such as: 
Generalization, Suppression, Anatomization, Permutation and Perturbation. Generalization means substituting 
the attribute values with semantically consistent but less specific values.[11] attribute. The reverse process of 
generalization and suppression Generalization is called specialization and disclosure. 
 

 
 
Fig. 1: Generalization Methods. 
 
 Suppression is nothing but replacing certain attribute values with special characters or symbols or values in 
the original attribute. The reverse process of generalization and suppression is called specialization and 
disclosure. 
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Fig. 2: Suppression Methods 
 Anatomization and permutation break the relationship between attribute values by grouping and shuffling 
their values. Anatomization publishes the data on QID and sensitive attributes in two distinct tables such as a 
quasi identifier table (QIT) and a sensitive table (ST). In both tables, they have a common attribute called 
Group-Id.[11] 
 
Table I: Original table. 

Age Sex Disease 

10 Male Cancer 

10 Male HIV 

10 Male Flu 

12 Female Cancer 

12 Female HIV 

12 Male HIV 
 
Table II: Intermediate QID Grouped table. 

Age Sex Disease 

[5-10] Male Cancer 

[5-10] Male HIV 

[5-10] Male Flu 

[10-15] Female Cancer 

[10-15] Female HIV 

[10-15] Female HIV 
 
Table III: QIT table. 

Age Sex Group-Id 

10 Male 1 

10 Male 1 

10 Male 1 

12 Female 2 

12 Female 2 

12 Male 2 
 
Table IV: Sensitive table.  

Group –Id Disease Count 

1 Cancer 1 

1 HIV 1 

1 Flu 1 

2 Cancer 1 

2 HIV 2 

 
Permutation is also similar to anatomization. It breaks the connection between QI attributes and numerical 

sensitive attributes by partitioning into groups and shuffling their sensitive values within the group. 
Perturbation is nothing but deformation of data by including noise, finding aggregates, 

interchanging values or generating unreal data using the statistical properties of original data. 
Additive noise: it is to replace the original sensitive value s by s+n where n is a noise or 

random value based on any distribution. 
Data Swapping: it is to sanitize a data table by swapping the values of sensitive attributes 

among individual records. Rank swapping is better to preserve the statistical information. 
First the attribute values are ranked in an ascending order. Then for each value, the randomly 
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chosen value is replaced within a restricted range. 
Unreal data generation: it is to make a statistical model from the original data and then to 

illustrate points from the model. Condensation method is also used to generate a synthetic 
model. Here the records are summarized into multiple groups. For each group, some 
statistical information is calculated, like sum that needs to preserve the mean of that attribute. 
 
III.  Literature Review:  
A.  PPDM: Privacy preserving Data Mining:  
 To preserve the sensitive information, PPDM performs data mining operations in a centralized or 
distributed manner. The fundamental and important concepts used to anonymize the data are k-anonymity, l-
diversity and t-closeness. 
 
A1. k-anonymity [15]: 

 Given person-specific  structured  data,  construct  a release  of  the data  with scientific guarantees  thatthe 
individuals  who  are  the  subjects  of  the  data cannot  be  re- identified while the data remain practically 
useful." A release of  data  is  said  to  have  the  k-anonymity  property  if  the information for each person 
contained in the release cannot be distinguished from at least k-1 individuals whose information also appear in 
the release. There are  two  general  methods  for achieving  k- anonymity for some value of k. 
 
1.   Suppression:   
 In this method, certain values  of the attributes are replaced by a special character. All or some values of a 
column may be replaced by '*' 
 
Generalization:  
 In this method, individual values of attributes are replaced by with semantically consistent general
 values.  For example, the  value  '15'  of the attribute 'Age' may be replaced by ' ≤ 25', the value '35' by '30 < 
Age ≤ 40' , etc. 

  
A1.1. Attacks on k-anonymity: 

Homogeneity Attack:  
 This attack arises the case where all the values for a sensitive value inside a set of k records are one and the 
same.  
 
Background Knowledge Attack:  
 This attack brings out an relationship between one or more quasi-identifier attributes with the sensitive 
attribute to reduce the set of possible values for the sensitive attribute.  
 
A2.  ℓ-Diversity [16] 
 An equivalence class is said to have l-diversity if there are at least l “well-represented” values for the 
sensitive attribute. A table is said to have l-diversity if every equivalence class of the table has l-diversity. 
Different ways of l-Diversity: 
• Entropy l-Diversity  
• Recursive (c, l) Diversity  
• Positive Disclosure-Recursive (c, l)-Diversity  
• Negative/Positive  Disclosure-Recursive  (c1,  c2,  l)-  
 
A3. t- closeness[17]: 
 An equivalence class is said to have t-closeness if the distance between the distribution of a sensitive 
attribute in this class and the distribution of the attribute in the whole table is no more than a threshold t. A table 
is said to have t-closeness if all equivalence classes have t-closeness.  
  
A3.1. Properties: 
Generalization property:  
 If A and B are generalizations on the table T such that A is more general than B and T satisfies t-closeness 
using B, then T also satisfies t-closeness using A.  
  
Subset Property:  
 If C is a set of attributes in the table T and if T satisfies t-closeness with respect to C, then T also satisfies t-
closeness with respect to any set of attributes D such that D is a subset of C.  
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B.Privacy Preservation in Big data and Cloud Environment: 
 Different types of anonymization methods and algorithms proposed are shown in the above table. However, 
applying these conventional methods to big data anonymization and cloud environments creates scalability and 
efficiency challenges. The research on cloud and big data anonymization considering the metrics like 
scalability, efficiency etc has become the wide area for research. The details are shown in the table below. 
 
Table IV: Comparison of PPDM Methods. 

 
 

 
 



49 R.Senthamil Selvi and Dr.M.L.Valarmathi., 2016/ Advances in Natural and Applied Sciences. 10(4) April 2016, Pages: 44-49 

 

Table V: Privacy Preservation in Big Data and Cloud Environment. 

 

 
 
Conclusion: 
 In this paper, a survey on different privacy preserving methods and algorithms is made. The comparative 
study helps to analyze the detailed concepts of different methods for which privacy and security are provided. It 
also helps to understand the research issues that are open to be addressed. This helps the researcher community 
to find the new challenges to address and to propose a novel and effective algorithm for privacy preservation in 
cloud environment with high degree of privacy and information gain. 
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