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ABSTRACT 
The data of cloud users are getting stored in remote servers.This data can be accessed from anywhere at any time and reduces the 

burden of maintaining the data locally. Also user can avail the computing/application resources from cloud even through handheld 

devices. Such a new paradigm of data hosting service introduces many challenges on the security and integrity of the stored data. 

The Integrity of data in the cloud cannot be effectively guaranteed as the data owner losses the control of data and also traditional 

cryptographic checking method cannot be directly used to provide data security. The data integrity checking and locating the 

faulty server may be critical. Remote integrity checking using regeneration code method provides the required auditing to check 

integrity and detect faulty server.Such auditing demands the data owner to be always online which is not practical.Hence third 

party auditor and Executer are involved. 
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INTRODUCTION 
 
 Cloud computing is a popular business model being adopted by many information technology enterprises 
and individuals. Cloud storage enables the user to outsource their data on need basis. This cloud service is 
gaining popularity due to its least maintenance overhead, cost effective and having added advantage of 
elasticity. Cloud computing has attractive features like pay on use basis, to dynamically decide and own 
resources needed, can access the resources from anywhere with minimal hardware as the resources in cloud are 
pooled centrally. It allows clients to store their data and applications in to centralized cloud servers and hence 
avoids the burden of local data storage. This offers a great convenience to user since they don't have to care 
about complexities of hardware management. User can now avail high quality services by terminating the 
requirement of local machines for data processing and maintenance. But the problem here is, data owners don’t 
have control over the data stored in cloud even though they pay for it.As a result, users are at the mercy of cloud 
services providers for the availability and integrity of data. This brings about many challenges on the security 
and integrity of the data stored in cloud.Integrity of the data in the cloud cannot be effectively guaranteed due to 
following reasons: First due to user's loss of control over the stored data in cloud.Also traditional cryptographic 
checking method cannot be directly used to check data integrity as the data owner do not have access to the data 
physically and it is also prohibited in cloud. Secondly, the cloud storage service providers, who may also face 
both hardware and software failures, may decide to hide the fact of the exact damage happened to our stored 
data. Finally, cloud service providers may take offline method to move rarely accessed data files to less reliable 
servers or even deliberately delete those data for saving money or storage space (Cong Wang et al., 2012).Data 
owners do not have any mechanism to find that their data or part of data stored in cloud is corrupted or deleted 
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until they download the data.At times they won’t be able to detect data integrity violation even after 
downloading, as they do not possess local copy of data. If these problems are not addressed, moving of data into 
cloud will be vulnerable and the benefits which one can expect in moving of data to cloud will be of no value. 
 To solve the problems faced in moving data into cloud, it is desirable to device a system which assures data 
integrity and availability.To make this scenario more complicated, the real situation is such that the data stored 
in cloud is bound to get modified by authorized entities.So the data is no longer a historic data and it is a 
dynamic data.So the devised system needs to take care of the authorized modification, insertion, deletion, 
appending, etc. on stored data.To improve upon reliability, usually data is replicated and stored redundantly 
across multiple physical servers.This also needs to be noted while devising the system. 
 
Related Work: 
 In recent past many researchers were working on this issue under different security models.Generally two 
approaches are followed to check whether the stored data is intact or not. One is “Proof of Retrievability” 
(POR) where the user checks the integrity of data on retrieval from cloud storage. The other one is “Provable 
Data Possession” (PDP) where the data in the cloud is checked for integrity. In POR, either we need to have a 
local copy of data to compare it with the retrieved one or some scheme needs to be devised for checking 
integrity. In PDP scheme, usually the server possessing the data is challenged to give a response by doing some 
process in the stored data and the result is sent as a response to the challenger. If the challenger gets an expected 
output, then he can get assured that the data stored is not tampered. The present available schemes and PDP 
mainly focuses on archival data and less concentrated on dynamic data. 
 In recent time, several remote integrity checking protocols were proposed to allow the auditor to test the 
data integrity on the remote server (Ateniese G., et al., 2007), (Wang. Q et al., 2011),(Wang.C et al., 2010). In 
(Ateniese G., et al., 2007) the auditing protocol needs high computation overhead and also requires local copy 
of data for integrity checking.Hence it is not of much use for present scenario.In (Wang. Q et al., 2011) 
proposed an auditing protocol that can supports the dynamic operations of the data on the cloud servers.But in 
this method the data security is in question as there is a possibility of data leakage, as the server sends the linear 
combinations of data blocks to the auditor.In (Wang. C et al., 2010), the authors increase their dynamic auditing 
scheme to be privacy preserving. But it result in generating large number of data tags. And hence results in 
heavy storage overhead in the server.In (HCH Chen et al., 2014) they designed a data integrity protection 
scheme wherein the users need to always stay on line to do integrity check and repair the corrupted data stored 
in faulty servers.We cannot expect a user to be online always and have the required resources to do auditing and 
repair work.Considering that usually the data kept in cloud will be huge and user will have limited resources, 
the task of auditing and reparation will be expensive for the user.So as indicated in (C. Wang et al., 2013), user 
has to be restrained from doing lot of computation. 
 
Proposed Method: 
 To ensure data integrity of dynamic data and to reduce the user’s computational resources as well as online 
burden, it is proposed to have a dynamic auditing protocol.This scheme will include two more entities called 
Third Party Auditor (TPA) and Executor who will help the user in auditing and reparation work.The proposed 
scheme will have preparation module wherein, the data to be stored is processed and keys are generated. These 
meta data is given to the auditor. The rely on bi-linearity property of bilinear pairing in the filepreparation work 
lowers storage and communication overhead as compared to traditional file distribution techniques. The data is 
divided into a number of blocks and a tag is generated for each block. The processed data along with the tags 
will be sent to the cloud storage server. The auditor will be provided with metadata and he will periodically 
challenge the cloud server and the response received from the server is checked with the pre-determined value. 
If it is same then the data is integral or varying then the data is not integral.This result is sent to the data owner. 
The proposed scheme also takes care of the dynamic requirements of the data storage.As there is a possibility of 
servers being compromised or may fail, the auditor will inform such thing to the Executor. The executor uses 
the regeneration method and recovers the file. Our scheme completely releases data owners from online burden 
for the regeneration of blocks. 
 
Architecture: 
 There are four entities involved in the proposed model named as Data owner, Cloud server, Third party 
auditor and the Executer. The data owner creates the data and prepares the file for uploading in cloud.File 
preparation involves splitting of the file in to ‘n’ number of blocks, calculating the hash value for each block 
and then hoisting the data in cloud server. Once the Data Owner Upload the Data they go in to offline.The cloud 
server Store the owner’s data and provide data access to the authorized users. The auditor is a trusted third-party 
who is specialized in auditing and does auditing service for the owner. As TPA is trusted, the auditing results 
submitted by him is considered unbiased for both Cloud Service Provider and Data Owner.TPA checks the 
integrity and in case of data loss due to any server failure the matter is reported to Executor for recovery of the 
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lost data. Executer uses the Regeneration code based method and Recover the lost data. The figure shows the 
entities involved in the system and the interactions they does.As there is a possibility of servers being 
compromised and we focus on multi server scenario, we will be able to recover data even if there is maximum n 
– k servers compromised at any particular interval of time.We use the Reed-Solomon code for fault tolerance 
and to avoid a situation wherein we won’t be able to recover the data, the regeneration work will be started if 
any corruption is detected at the particular interval of time. 
 
Implementation: 
 There are three distinguishable phases in this scheme namely, Preparatory Phase, Audit Phase and Repair 
Phase. 
 
Preparatory Phase: 
 In the preparatory phase the data owner uses the following algorithms: 

 
 
Fig. 1: The Architecture of Proposed System. 
 
Keygen: 
 The data owner run the Key Generation algorithm to generate the secret hash key st, the pair of Secret-

public tag key(stk, ptk).In this algorithm a signing key pair is created as ( kk spss ',' ) along with two random 

element y, z. Then z
z

y
y apap →→ , is computed. The secret key is (y, z,kss ) and the public parameter is 

( kzy sppkpk ,, ). 

 
Delegation to executer: 
 In this algorithm the data owner gives secret key x in a secured way to the Executer.The meta information 
of blocks is given to Auditor 
 
Primary notations used in our auditing scheme: 

Notation Description 

'm  Number of segment in a native block 

's  Number of segment in a native block 

ijkq  Kthsegment of native block qi 

ijkc  Kth segment of coded block 

't  File tag which contain a identifier ID and random symbol w1,w2,w3.. 

ijka  Authenticator of segment 

'φ  Authenticator of block 

'ψ  Authenticator of Coded block 

'c  Challenge of audit 

'p  Proof of audit 

rc'  Claim for repair 
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Sign generation: 

 The data owner runs this algorithm on the original file )inf( oo  and output is authenticated code block.Let 

us assume that the file is split in to 6 blocks and encoded in to 30 coded blocks for a αvalue of 5 and these 
coded blocks are stored in cloud servers in a distributed way.The data owner generate sign key for native block 
and coded block after splitting the original file in to number of block.Next encoding of these blocks is done 
using signing key. 
 The coded block, 
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ijne Means coefficient of data blocks 

Authenticator for native block, 
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i, j, k means index of the server and index of the data block and index of the segment.
 

 
Audit Phase: 

 The Auditor uses Challenge algorithm with the Meta information of file )inf( oo  as input and the cloud 

server runs the response algorithm on the block of data on which the challenge is done and generates a proof 
which is sent back to the auditor. The auditor checks the results and forwards it to data owner and if necessary 
to Executer. 
 Proof Generate, as follows 
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Verify, as follows 
 TPA verifies the public parameter pk and challenge 'c  and proof 'p . 
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Recover Phase:  
 The Data owner empowers the Executor to do reparation if needed.During audit phase, if the TPA detects a 
server compromise or corruption it intimates the executor.To do this Executer interacts with the cloud server 
and reconstructs the file. It involves three steps, Confirmation for repair, Preparation for repair and Regenerate 
file.In Confirmation for repair the executor contacts the other healthy servers where the blocks of data are stored 
and takes linear combination of α coded blocks and using preparation for Repair generates the tags for 
verification.In Regenerate file process a batch verification for the all blocks is done.The fresh blocks along with 
authenticators are stored at newly added servers. 
 
Repair generate is as follows: 
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Performance Evaluation: 
 This work is implemented in Cloud Simulator tool. The preparatory phase is run by the data owner. First 
data owner create a file, fragment the file in to ‘n’ blocks and encodes them in to ‘n x α’ blocks.The running 
time needed for this setup of generating coded block and authenticator is measured.To make the scheme better, 
these blocks are generated and encoded simultaneously.The comparison of normal way of generating the coded 
block and parallel way is shown inthe chart and the screen shot is givenbelow. 
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Fig. 2: Comparison of Execution Time
 

 
Fig. 3: Screen Shot of CloudSim. 
 
Conclusion: 
 Users get much benefit by moving data in to cloud.But it comes with security and integrity threat. Here the 
data integrity and privacy is maintained using the combination of cryptographic methods and Bi
property of bilinear pairing.Further it takes care of the dynamicity of data and also there is no requirement to 
view or download the data to check integrity. The auditing performance is greatly improved as the auditing load 
is shifted to the server rather than done by the auditor.As such this work can be extended to large scale data 
stored in cloud storage system. 
 

 
1. Kan Yang, XiaohuaJia, 2013. “ 

Cloud Computing”, IEEE transactions on parallel and distributed systems, 24
2. HCH Chen and PPC Lee, 2014.

storage : Theory and Implementation”, IEEE Transaction on Parallel Distributed Systems, 25
3. Ateniese, G., R. Burns, R. Curtmola, J. Herring, L. Kissner, Z.

Possession at Untrusted Stores
609. 

4. Cong Wang, Qian Wang, KuiRen, Ning Cao 
Storage Services in Cloud Computing

5. Wang, C., Q. Wang, K. Ren and W. Lou,
in Cloud Computing,” Proc. IEEE INFOCOM.

6. Wang, B., B. Li and H. Li, 2012.
in Proc. of IEEE CLOUD2012, Hawaii, USA, 295

7. Juels, A. and B.S. Kaliski, Jr.,
Conf. Comput. Commun.Secur., 584

8. Zhu, Y., H. Hu, G.J. Ahn and M. Yu,
in multicloud storage,” IEEE Trans.

9. Wang, Q., C. Wang, J. Li, K. Ren and W. Lou,
storage security in cloud computing,” in 

Advances in Natural and Applied Sciences. 9(17) Special 2015, Pages: 

 

of Execution Time. 

 

Users get much benefit by moving data in to cloud.But it comes with security and integrity threat. Here the 
data integrity and privacy is maintained using the combination of cryptographic methods and Bi
property of bilinear pairing.Further it takes care of the dynamicity of data and also there is no requirement to 
view or download the data to check integrity. The auditing performance is greatly improved as the auditing load 

than done by the auditor.As such this work can be extended to large scale data 

REFERENCES 

“ An Efficient and Secure Dynamic Auditing Protocol for Data Storage in 
transactions on parallel and distributed systems, 24-9. 
2014. ”Enabling Data Integrity Protection in Regenerating

storage : Theory and Implementation”, IEEE Transaction on Parallel Distributed Systems, 25
R. Burns, R. Curtmola, J. Herring, L. Kissner, Z. Peterson, D. Song, 

Possession at Untrusted Stores,” Proc. 14th ACM Conf. Computer and Comm. Security (CCS ’07), 598

Cong Wang, Qian Wang, KuiRen, Ning Cao and Wenjing Lou, 2012. “Toward Secure and Dependable 
Storage Services in Cloud Computing”, IEEE Transactions On Services Computing, 5

Q. Wang, K. Ren and W. Lou, 2010. “Privacy-Preserving Public Auditing for Storage Security 
,” Proc. IEEE INFOCOM. 

2012. “Oruta: Privacy-preserving public auditing for shared data in the cloud,” 
, Hawaii, USA, 295–302. 

and B.S. Kaliski, Jr., 2007. “PORs: Proofs of retrievability for large files,” in 
, 584–597. 

H. Hu, G.J. Ahn and M. Yu, 2012. “Cooperative provable data possession for integrity verification 
IEEE Trans. Parallel Distrib. Syst., 23(12): 2231–2244. 

C. Wang, J. Li, K. Ren and W. Lou, 2009. “Enabling public verifiability and data dynamics for 
storage security in cloud computing,” in Computer Security. Berlin, Germany: Springer

, Pages: 73-78 

Users get much benefit by moving data in to cloud.But it comes with security and integrity threat. Here the 
data integrity and privacy is maintained using the combination of cryptographic methods and Bi-linearity 
property of bilinear pairing.Further it takes care of the dynamicity of data and also there is no requirement to 
view or download the data to check integrity. The auditing performance is greatly improved as the auditing load 

than done by the auditor.As such this work can be extended to large scale data 

An Efficient and Secure Dynamic Auditing Protocol for Data Storage in 

”Enabling Data Integrity Protection in Regenerating-coding-based cloud 
storage : Theory and Implementation”, IEEE Transaction on Parallel Distributed Systems, 25(2): 407-416. 

 2007. “Provable Data 
,” Proc. 14th ACM Conf. Computer and Comm. Security (CCS ’07), 598-

Toward Secure and Dependable 
”, IEEE Transactions On Services Computing, 5-2. 

Preserving Public Auditing for Storage Security 

preserving public auditing for shared data in the cloud,” 

“PORs: Proofs of retrievability for large files,” in Proc. 14th ACM 

“Cooperative provable data possession for integrity verification 

“Enabling public verifiability and data dynamics for 
. Berlin, Germany: Springer-Verlag, 355–370. 



78                Velselvi R. et al., 2015/ Advances in Natural and Applied Sciences. 9(17) Special 2015, Pages: 73-78 

10. Worku, S.G., C. Xu, J. Zhao and X. He, 2013.“Secure and efficient privacy preserving public auditing 
scheme for cloud storage,” Comput.Elect.Eng., 40(5): 1703–1713. 

11. Sonali, D., Thosar,  Nalini A. Mhetren, 2015. “Integrity checking privacy preserving approach to cloud 
using third party auditor” IEEE  ICPC conf. 

12. Jian Liu, Kun Huang, Hong  Rong,  Huimei Wang and Ming Xian, 2015. “ Privacy Preserving Public 
Auditing For Regeneration Code Based Cloud Storage ” IEEE Trans on information forensics and security, 
10-7. 

13. Wang, C. , S.S.M. Chow, Q. Wang, K. Ren and W. Lou, 2013. “Privacy-preserving public auditing for 
secure cloud storage,”IEEE Trans. Comput., 62(2): 362–375. 

14. Ateniese, G., R. Burns, R. Curtmola, J. Herring, L. Kissner, Z. Peterson, D. Song, 2007. “Provable Data 
Possession at Untrusted Stores,” Proc. 14th ACM Conf.  Computer and Comm. Security (CCS ’07), 598-
609. 

15. Wang, C., Q. Wang, K. Ren and W. Lou, 2010. “Privacy Preserving Public Auditing for Data Storage 
Security in Cloud Computing,” Proc. IEEE INFOCOM,  1-9.. 

16. Wang, Q., C. Wang, K. Ren, W. Lou and J. Li, 2011. “ Enabling Public Auditability and Data Dynamics 
for Storage Security in Cloud Computing,” IEEE trans. Parallel Distribution Systems, 22(5): 847-859. 


