
ADVANCES in NATURAL and APPLIED SCIENCES 

 
ISSN: 1995-0772                                                                                                                                           Published BY AENSI  Publication 

EISSN: 1998-1090                                                                                                                                                           http://www.aensiweb.com/ANAS    

2015 Special 9(17): pages 58-64                                                                                                                               Open Access Journal                                                                                                                                   

To Cite This Article:  Vigneshwar, R. and Prema, V.., Reversible Data Hiding in Images using Reserve Room Technique Along with Key 

Modulation, 2015. Advances in Natural and Applied Sciences. 9(17); Pages: 58-64 
 

Reversible Data Hiding in Images using 

Reserve Room Technique Along with Key 

Modulation 
 
1Vigneshwar, R. and 2Prema, V. 

 
1Pg Scholar, Department of Computer Science and Engineering, Valliammai Engineering College. 

2Assistant Professor, Faculty of Computer Science and Engineering, Valliammai Engineering College. 

 
Received 12 February 2015; Accepted 20 March 2016; Available 25 March 2016 
 

Address For Correspondence: 

Vigneshwar, R., Pg Scholar, Department of Computer Science and Engineering, Valliammai Engineering College. 

E-Mail: rkb.vicky@gmail.com 

 

Copyright © 2016 by authors and American-Eurasian Network for Scientific Information (AENSI Publication). 

This work is licensed under the Creative Commons Attribution International License (CC BY). 

http://creativecommons.org/licenses/by/4.0/ 

 

 

 

ABSTRACT 
Now a days researcher’s attention towards the reversible information concealment in encrypted images exaggerated heaps 

because it maintains the very good property that the initial cowl will be losslessly recovered once embedded info is extracted 

while protecting the image content’s confidentiality. Previous methods infix info by reversibly vacating room from the encrypted 

picture, which may be subject to some errors on information extraction and/or image restoration.so we are going to use reserving 

room/Space before encryption methodology for preventing errors in extracting data and/or pictures, thus it is simple for data 

hider to reversibly infix information among the encrypted image. In addition to reserve room we use public key modulation 

technique for embedding the data into proposed image with minimum effort as access to the secret encryption key is not required 

.The planned methodology will do real reversibility, that is, data extraction and image recovery are free from any error. This 

methodology can infix additional payloads for identical image quality than the previous methods with minimum efforts.  

 

KEYWORDS:  Reserve room technique, key modulation, reversible data hiding 

 

INTRODUCTION 
 
 Reversible image data hiding (RIDH) is a special class of data hiding technique, that ensures reconstruction 
of the cover image upon the extraction of the embedded message to bigger extent, it makes this image data 
concealment approach widely utilized in the sector of military and remote sensing, medical pictures sharing, 
law forensics and copyright authentication, where high fidelity of the reconstructed cowl image is needed. The 
bulk of the existing RDH algorithms are designed over the plaintext domain, namely, the message bits are 
embedded into cowl, un-encrypted pictures. the early works primarily utilized the lossless compression rule to 
compress cover image, so as to vacate room in the cover picture after encryption for embedding message in it. 
However, the embedding capability of this kind of methodology is restricted and distortion happens usually, so 
we are going to utilize the reserve room before encryption technique because it can infix a lot of payloads 
(Data) for identical image quality than the existing strategies with minimum efforts. Though reserve room 
before encryption can reversibly embed more payloads, key generation algorithms in existing system need 
much longer time period so part of RIDH has to be used by passing reserved pixel values for time effective key 
generation. 
 
Related Work: 
 The technique proposed in [5]–[7] can be expressed as the template, “vacating room after encryption 
(VRAE)”, as illustrated in Fig. 1(a). During this framework, a content owner encrypts the first image employing 
a normal cipher with a coding key. Once manufacturing the encrypted image, the content owner hands over it to 
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a knowledge hider (e.g., information knowledge an information base manager) and also the data hider will infix 
some auxiliary data into the encrypted image by listlessly vacating some room per a data activity key. Then a 
receiver, perhaps the content owner himself or a licensed third party will extract the embedded knowledge with 
the Data hiding key and further recover the original image from the encrypted version per the coding key. In all 
methods of [5]–[7], the encrypted 8-bit grey-scale images are generated by encrypting every bit-planes with a 
stream cipher. The method in [5] segments the encrypted cover image into a number of non-overlapped blocks 
sized by; each block is used to carry one additional bit. For performing this, pixels in each block are pseudo-
randomly divided into two sets and according to a knowledge hiding key. If the extra bit to be embedded is 
zero, flip the three LSBs of every encrypted pixel in, otherwise flip the three encrypted LSBs of pixels in. For 
knowledge extraction and image recovery, the receiver flips all the three LSBs of pixels in to make a 
replacement decrypted block, and flips all the 3 LSBs of pixels in to make another new block; one amongst 
them are going to be decrypted to the original block. Due to spatial correlation in natural images, original block 
is presumed to be much smoother than interfered block and embedded bit can be extracted correspondingly. 
However, there's a risk of defeat of bit retrieval and image recovery when divided block is relatively small or 
has much fine-detailed textures. Hongetal, [6] Reduced the error rate of Zhang’s method [5] by totally 
exploiting the pixels in calculating the smoothness of every block and using side match. The extraction and 
recovery of blocks are performed per the drizzling order of absolutely the smoothness distinction between 2 
candidate blocks and recovered blocks can further be used to evaluate the smoothness of unrecovered blocks, 
which is referred to as side match. Zhang’s methodology in [7] pseudo-randomly permuted and divided 
encrypted image into variety of teams with size of. The LSB-planes of every cluster are compressed with a 
parity-check matrix and the vacated room is used to embed data. As an example, denote the pixels of 1 cluster 
by, and its encrypted LSB-planes by that consist of bits. The information hider generates a parity-check matrix 
sized, and compresses as it as syndrome such. As a result of the length of is bits are offered for knowledge 
accommodation. At the receiver facet, the most significant bits (MSB) of pixels are obtained by decryption 
directly. The receiver then estimates by the MSBs of neighboring pixels, and gets a calculable version of 
denoted by. On the opposite hand, the receiver tests every vector happiness to the cosset of syndrome , where 
.From each vector of ,the receiver will get a restored  version of , and choose the one most kind of like the 
calculable version because the restored  LSBs. 
 Some recent attempts were made on embedding message bits into the encrypted pictures. In [6], Puech et. 
al. used an easy substitution technique to insert extra bits into AES encrypted pictures. local standard deviation 
(SD) was then exploited at the decoder side to reconstruct the original image. Opposite to the non-separable 
schemes, there is another sort called separable RIDH approaches, during which the information extraction and 
image decoding will be on an individual basis allotted. 
 Zhang designed a way to infix extra message bits into stream cipher encrypted pictures by flipping three 
LSBs of half the pixels in a block [7]. the information extraction will be performed by utilizing the native 
smoothness inherent to natural pictures. This technique was later improved by Hong et. al through a side match 
technique [8]. As native smoothness does not perpetually hold for natural pictures, information extraction errors 
will be determined within the high-activity regions. Further, Zhang proposed a separable RIDH technique 
specified the protection scopes of information hiding key and encoding key are graciously separated [5]. In [9], 
Zhang et. al. extended the lossless compression based RIDH approach to the encrypted domain , namely, 
losslessly compress half of the fourth LSBs of the encrypted image via LDPC code to make space for 
information hiding. as the source coding with aspect data at the decoder needs a feedback channel, this scheme 
would face severe challenges in several sensible eventualities, e.g., secure remote sensing, where the feedback 
channel may well be terribly expensive. Ma et. al suggested a brand new embedding technique by reserving 
space before encoding with a conventional reversible image watermarking rule [10]. Significant enhancements 
on embedding performance will be achieved by shifting partial embedding operations to the encoding section. a 
lot of recently, Qian et. al. planned a RIDH framework that is capable of hiding information into an encrypted 
JPEG bit stream [11]. It ought to be noted that, for all the prevailing RIDH schemes together with both non-
separable as well as separable solutions, an additional information hiding key is introduced to confirm 
embedding security. Certainly, the information hiding key has to be shared and managed between the date hider 
and also the recipient. As mentioned earlier, the key management functions, e.g., the key generation, activation, 
de-activation, suspension, expiration, destruction, archival, and revocation, square measure difficult to be 
dependably enforced among such distributed infrastructure [4]. A natural question arising now could be whether 
or not we are able to design associate encrypted-domain RIDH theme that does not need a secret information 
hiding key, while still ensuring that only the party with the key encoding key K will disclose the embedded 
message. this might be very valuable in observe, as the value and also the potential risk of build up the KMS 
will be significantly reduced. Intuitively, this is often accomplishable as a result of the safety offered by the 
encoding key is also appropriately extended to safeguard the information embedding. within the following 
sections, we have a tendency to propose an encrypted-domain secure RIDH scheme without data hiding key. As 
are clear shortly, the likelihood of eliminating the information hiding key is not distinctive to our planned 
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technique, however rather applicable for all non-separable RIDH schemes. Here, some style goals square 
measure slightly completely different from those of the prevailing solutions, thanks to the elimination of the 
information concealment key. In [7], [9], [10], [14] the photographs once direct decoding (i.e., decoding without 
information extraction) square measure needed to be of top quality. However, such demand becomes invalid in 
our framework since we have a tendency to solely have one single encoding key, creating the decoding and 
information extraction naturally tie along. 
 

 
 
Proposed Method: 
 Since losslessly vacating room from the encrypted images is relatively difficult and sometimes inefficient, 
why are we still so obsessed to find novel RDH techniques working directly for encrypted images? If we 
reverse the order of encryption and vacating room, i.e., reserving room prior to image encryption at content 
owner side, the RDH tasks in encrypted images would be more natural and much easier which leads us to the 
novel Frame work, “reserving room before encryption (RRBE)”. 
 As shown in Fig. 1(b), the content owner first reserves enough space on original image and then convert the 
image into its encrypted version with the encryption key. Now, the data embed ding process in encrypted 
images is inherently reversible for the data hider only needs to accommodate data into the spare space previous 
emptied out. The data extraction and image recovery are identical to that of Framework VRAE. Obviously, 
standard RDH algorithms are the ideal operator for reserving room before encryption and can be easily applied 
to Framework RRBE to achieve better performance compared with techniques from Framework VRAE. This is 
because in this new framework, we follow the customary idea that first losslessly compresses the redundant 
image content (e.g., using excellent RDH techniques [15], [16]) and then encrypts it with respect to protecting 
privacy. Next, we elaborate a practical method based on the Framework “RRBE”, which primarily consists of 
four stages: generation of encrypted image, data hiding in encrypted image, data extraction and image recovery. 
Note that the reserving operation we adopt in the proposed method is a traditional RDH approach. 
 Actually, to construct the encrypted image using reserve room, the primary stage will be divided into 3 
steps: image partition, self-reversible embedding followed by image encryption. At the start, image partition 
step divides original image into two elements A and B then, the LSBs of A are reversibly embedded into B with 
a regular RDH algorithmic rule in order that LSBs of A can be used for accommodating messages; at last, 
encrypt the rearranged image to come up with its final version. 
 The operator here for reserving space before encryption is a standard RDH technique, that the goal of 
image partition is to construct a smoother space B, on that standard RDH algorithms such as [2], [3] are able to 
do higher performance. To do that, without loss of generality, assume the initial image C is an eight bits gray-
scale image with its size M × N and pixels  . First, the content owner 
extracts from cover image, on the rows, many overlapping blocks whose range is decided by the scale of to-be-
embedded messages, denoted by. In detail, each block consists of rows, where m=⌈I/N⌉ and the quantity of 
blocks can be computed through n= M-m+1 . an important purpose here is that every block is overlapped by 
receptive and/or sub sequential blocks on the rows. for every block, outline a perform to live its first-order 
smoothness 
 



61       Vigneshwar, R. and Prema, V ., 2015/ Advances in Natural and Applied Sciences. 9(17) Special 2015, Pages: 58-64 

    (1) 
 Higher relates to blocks that contain comparatively a lot of complicated textures. The content owner, 
therefore, selects the actual block with the best to be A, and puts it to the front of the image concatenated by the 
remainder spare fewer unsmooth areas, as shown in Fig. 2. 

 
 
Fig. 2: Illustration of image partition and embedding process. 
 
 Instead of considering dedicated encryption algorithms tailored to the scenario of encrypted-domain data 
concealing, we here keep on with the traditional stream cipher applied within the standard format. That is, the 
cipher text is generated by bitwise XORing the plaintext with the key stream. If not otherwise specified, the 
wide used stream cipher AES within the CTR mode (AESCTR) is assumed. The ensuing data concealing 
paradigm over encrypted domain may be additional much helpful due to 2 reasons: 1) stream cipher utilized in 
the quality format (e.g., AES-CTR), continues to be one in all the foremost well-liked and reliable cryptography 
tools, thanks to its obvious security and high software/hardware implementation efficiency [26]. it may not be 
straightforward, or maybe unworkable, to steer customers to adopt new encryption algorithms that have not 
been completely evaluated; 2) sizable amount of data have already been encrypted using stream cipher during a 
normal means. once stream cipher is used, the encrypted image is generated by 

                   (2) 
 where f and [[f]] denote the initial and the encrypted images respectively. Here, K denotes the key stream 
generated by exploiting the secret encryption key K.During this work, without loss of generality, all the pictures 
are assumed to be 8-bit. Throughout the paper, we have a tendency to use [[x]] to represent the encrypted 
version of x. Clearly, the initial image may be obtained by performing the subsequent decryption  

                 (3) 
 As mentioned earlier, the encrypted image [[f]] currently is the cover to accommodate message to be 
hidden. we tend to first divide [[f]] into a series of non-overlapping blocks ’s of size M×N, where i is the 
block index. every block is intended to hold n bits of message. Letting the amount of blocks among the image 
be B, the embedding capability of our planned scheme becomes n•B bits. To alter efficient embedding, we tend 
to propose to use S =  binary public keys  , ,…. each of which is of length L = M × N × 8 bits. All 

’s, for 0 ≤ j ≤ S − 1, are made publicly accessible, which means that even the offender is aware of them. 
These public keys are pre-selected before the message embedding, consistent with a criterion of maximizing the 
minimum acting distance among all keys. The algorithm developed by MacDonald is often used to this finish. 
Note that all the data keys are engineered into end hider and the recipient once the full system is set up, and 
hence, it is not necessary to transmit them throughout the information embedding stage. Also, for fixed S and L, 
At first find two integers M1 and M2 by 

 
 

             (4) 

 where  It can be shown that both  m1 and  are distinct. Hence the minimum Hamming 

distance among all Qj’s satisfies 
dmin ≤ maxn2m1 + 1,2m2 + 2o                   (5) 
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 The schematic diagram of the proposed message embedding algorithm over encrypted domain is pictured 
in Fig. 3. During this work, we do not tend to consider the case of embedding multiple watermarks for one 
single block, which means that every block is processed once at the most. For simplicity, we tend to assume that 
the amount of message bits to be embedded is n • A, wherever A ≤ B and B is that the range of blocks among 
the image. The steps of playing the message embedding area unit summarized as follows: Step one: Initialize 
block index i = 1. Step 2: Extract n bits of message to be embedded, denoted by Badger State. Step 3: realize the 
public key  related to Badger State, wherever the index  is that the decimal illustration of Badger 

State. For instance, while n = 3 and = 010, the corresponding public key is . Step 4: the length-n 
message bits Badger State into the ith block via 
[[f]]  =  ⊕               (6) 
 

 
 Step 5: Increment i = i + 1 and repeat Steps 2-4 till all the message bits are inserted. The watermark length 
parameter A must be transmitted alone with the embedded message bits. There are some ways to unravel this 
downside. for instance, we can reserve some blocks to insert A. Or, we will append an end-of-file symbol to the 
message to be embedded, such the decoder can implicitly verify A. both methods is readily enforced in practice 
with negligible effect to the actual embedding rate. For the sake of easier presentation, we exclude the 
discussion of embedding A within the sequel. From the above steps, it is seen that the message embedding is 
performed without the help of a secret data hiding key. High level of embedding security will still be warranted, 
due to the protection offered by the coding key K. additionally, the computations involved in message 
embedding square are rather little (simple XOR operations), and all the block-by-block process can readily 
made parallel without any delay, achieving high-throughput. it is stressed that the chance of eliminating the data 
hiding key is not distinctive to our planned methodology, however rather arguably applicable for all non-
separable RIDH schemes over encrypted domain. As an instance the present schemes [7], [8], [14], [15], [16] 
upon trivial modifications, will still guarantee embedding security even though the info hiding key is 
eliminated. In [7], if we fix the means of partitioning a block into  and  (namely, do not use information 
hiding key to disarrange the block partitioning), then an attacker/offender still cannot cipher the fluctuation 
function [7] thus on decipher the embedded message. This is often as a result of an attacker does not access to 
the secret coding key K. In different words, the protection mechanism within the encrypted domain is naturally 
extended to produce security for message embedding, eliminating the need of introducing an additional 
information concealment key. This might cause significant reduction of the computational value and potential 
risk of building up a secure KMS that has been proven to be very difficult within the multi-party environment 
[4]. Although the chance of removing the data hiding key holds for all non-separable RIDH schemes over 
encrypted domain, it has never been recognized within the existing work. It is witnessed by the fact that all the 
prevailing RIDH schemes, as well as separable and non-separable ones, involve a data hiding key that must be 
shared and managed between the data hider and the recipient. in addition to distinguishing this property, Before 
presenting the information extraction and image decryption ways, allow us to first investigate the features which 
will be used to discriminate encrypted and non-encrypted image blocks. 
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Fig. 4: 
 
 The classifier designed in line with these options are shown to be crucial within the proposed joint for all 
non-separable RIDH schemes over encrypted domain, it has never been recognized within the existing work. It 
is witnessed by the fact that all the prevailing RIDH schemes, as well as separable and non-separable ones, 
involve a data hiding key that must be shared and managed between the data hider and the recipient. in addition 
to distinguishing this property, we, within the following Section VI, can exploit the message identicalness to 
prove that the removal of data hiding key will not hurt the embedding security. Before presenting the 
information extraction and image decryption ways, allow us to first investigate the features which will be used 
to discriminate encrypted and non-encrypted image blocks. 
 
Experimental Results: 
 We validate the time complexity of performing the joint decryption and data extraction, with respect to 
various levels of n, where n is the number of bits infixed into one single block. Since the SVM training is 
conducted off-line, the related complexity will not be taken into the evaluation of joint decryption and data 
extraction. In Fig.5, the results are averaged over the general test images of size 512 × 512.  
 Note: The calculation of the time complexity is carried out over an un-optimized, unparalleled Matlab 
implementation by using the built-in tic and toc functions in a personal PC. 
 

 
Fig. 5: 
 



64       Vigneshwar, R. and Prema, V ., 2015/ Advances in Natural and Applied Sciences. 9(17) Special 2015, Pages: 58-64 

Conclusion: 
 The reserving room before encryption with a traditional RDH algorithm is used for ease of the data hider to 
reversibly embed data in the encrypted image along with a part of  reversible image data hiding (RIDH) 
scheme, called the key modulation for effective key generation the data embedding is achieved through a public 
key modulation mechanism thus embedding large payloads can be achieved for the same image quality than the 
previous methods in meantime effective key generation for data concealment and cover image encryption can 
be done with key modulation. 

REFERENCES 
 
1. Kalker, T. and F.M. Willems, 2002. “Capacity bounds and code constructions for reversible data-hiding”, 

inProc.14th Int. Conf. Digital Signal Processing (DSP2002), pp: 71-76. 
2. Luoetal, L., 2010. “Reversible image water marking using interpolation technique,” IEEE Trans. Inf. 

Forensics Security, 5(1): 187-193. 
3. Sachnev, V., H.J. Kim, J. Nam, S. Suresh and Y.Q. Shi, 2009. “Reversible watermarking algorithm using 

sorting and prediction,” IEEE Trans. Circuits Syst. Video Technol., 19(7): 989-999. 
4. Chandramouli, M., R. Iorga and S. Chokhani, 2013. “Cryptographic key management issues and challenges 

in cloud services,” NIST Report 7956, pp: 1-31. 
5. Zhang, X., “Separable reversible data hiding in encrypted image,” IEEE Trans. Inf. Forensics Secur., 7(2):  

826-832. 
6. Puech, W., M. Chaumont and O. Strauss, 2008. “A reversible data hiding method for encrypted images,” in 

Proc. of SPIE 6819, pp: 1-9. 
7. Zhang, X., 2011. Reversible data hiding in encrypted image,” IEEE Signal Processing Lett., 18(4): 255-

258. 
8. Hong, T., W. Chen and H. Wu, 2012. “An improved reversible data hiding in encrypted images using side 

match,” IEEE Signal Processing Lett., 19(4): 199-202. 
9. Zhang, X., Z. Qian, G. Feng and Y. Ren, 2014. “Efficient reversible data hiding in encrypted images,” J. 

Vis. Commun. Image R., 25(2): 322328. 
10. Ma, K., W. Zhang, X. Zhao, N. Yu and F. Li, 2013. “Reversible data hiding in encrypted images by 

reserving room before encryption,” IEEE Trans. Inf. Forensics Secur., 8(3): 553-562. 
11. Qian, Z., X. Zhang and S. Wang, 2013. “Reversible data hiding in encrypted jpeg bitstream,” IEEE Trans. 

Multimedia, 15(2): 316-325. 
12. Zhang, X. and J. Wang, 2013. “Spread spectrum image data hiding in the encrypted discrete cosine 

transform coefficients,” J. Electron. Imaging, 22(4): 043029. 
13. Zhang, W., K. Ma and N. Yu, 2014. “Reversibility improved data hiding in encrypted images,” Sig. Proc., 

94(1): 118-127. 
14. Yang, B., C. Busch and X. Niu, 2010. “Joint reversible data hiding and image encryption,” in Proc. of SPIE 

7541, 1-10. 
15. Jiantao Zhou, Weiwei Sun, Li Dong, Xianming Liu, Oscar C. Au and Yuan Yan Tang, 2015. “Secure 

Reversible Image Data Hiding over Encrypted Domain via Key Modulation” IEEE Transactions on 
Circuits and Systems for Video Technology, 1051-8215. 

16. Gazal Betab, Er. Rama Rani, 2015. “Reversible Data Hiding Using BAT Optimization for Encrypted 
Images” International Journal of  Emerging Research in Management &Technology ISSN: 2278-9359, 
4(6). 

17. Jagadeesan, J., Balika,  J. Chelliah Nikhila, Nyapathy, Neha Tiwari, 2014. “Reversible Data Hiding In 
Encrypted Images Using AES Data Encryption Technique”,International Journal of  Emerging Research in 
Management &Technology ISSN: 2278-9359, 3(4). 


