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ABSTRACT 
The popular attack in a network is the wormhole attack in network coding systems. The intruder attacks the network, which has 

the most number of data packets in it. Here we are going to calculate the density of the attack and the occurrence of an attack on 

the network coding system. Time and the number of clock cycles are the factor of the proposed algorithm for the detection and the 

density of the attack on the network. The properties calculated are the time taken by the packet to leave the head-flit to leave the 

source queue and the time taken to reach the destination module from head-flit. 
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INTRODUCTION 

 
 In a network coding system, the data sent through the network are split in the [1, 2] form of packets. The 
packets will be sent through the network paths available. The packets will vary in size and the number of 
packets through various networks will also vary. The intruder will watch the network which carries the more 
number of packets, and then the network carrying the more number of packets will be attacked by the intruder. 
This attack is known as Wormhole attack. The Wormhole link is the network which carries the more number of 
packets. Thus the attack can be detected by various algorithms such as [1] ETX, DAWN, etc.., 
 Here propose the TIME-CENTRALIZED Algorithm to detect the Wormhole attack and the density of the 
attack that has occurred over the Wormhole link. In this we take the time of the process start of packet sending 
and time of receival of packets. This is done with respect to time delay that occurs inside the network flow. The 
path acquisition time and the transfer time of the packets is taken for the calculation of the delay analysis of the 
network. 
 
A. Density Link: 
 A data is given as an input to the network. In a wireless network coding system the data is split into 
partitions. Then the split partitions are then formed into different packets. The packets are then sent through the 
network to the destination node. The number of packets in the networks varies. Thus the network carrying a 
higher number of packets is called as Wormhole link. 
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Fig. 1: Density link. 
 
B. Delay analysis: 
 In a wormhole routing network, the end to end latency is (Et) of a packet flow, sent between the specific 
source and the destination is the sum of queueing time at the source (qt), the path acquisition time (PT) and the 
transfer 
time (tt). 
Et=qt+pt+tt 
Where Et=End to end latency time qt=queueing time at the source pt=path acquisition time 
tt=the transfer time of the packets 
[6] The transfer time tt is given by the sum of the time of the starting time of the packet from the queue and the 
destination reaching the time of the packet. 
tt=ts+te 
Where ts=starting time of the packet te=ending time of the packet. 
 The transfer time, is affected by other flows sharing the same links, since a chlink capacity is divided 
among all active [6] VCs sharing the link. The path acquisition time is affected by an even more complex 
interaction among the flows as a packet may wait for the evacuation of VCs by other packets sharing links with 
it, which in turn wait for the evacuation of VC sin other links. 
[5] For simplicity, in this paper, we use the assumptions that: 
1. Each source generates a single flow. This assumption allows the analysis of every temporal traffic pattern 
scenario of SoCor CMP, which usually consists of different traffic patterns in different execution phases. 
Nevertheless, the analysis can be easily extended for sources that generate multiple flows, by modeling several 
single-flow sources connected to the same router.  
2. All flows generate packets according to a Poisson process. This common assumption that enables us to 
utilize  
 Queuing-theory, might not always model the generation process of practical system. However, it is shown 
in , that the Poisson assumption serves as a good starting point for simulation based NoC design methodologies. 
The use of detailed simulations usually does not scale well with the size of the NoC. Therefore, the use of 
simulations is left only for the final verification and fine-tuning of the system. We demonstrate the run- time 
savings, which can be achieved during our analysis as compared with simulations. Other assumptions: 
3. Sources have infinite packet queues. Obviously, this assumption does not hold in real systems. Therefore, we 
make a distinction between the packet generation rate of flow f, λf , and the packet injection rate to the network, 
λf network. In such a way, our analysis can detect when the source queue is unstable; i.e., the packet injection 
rate of packets into the NoC, λf network is lower than the packet generation rate, λf (λf 4 λf networks). 
4. Destinations immediately consume arriving flits. This assumption implies that there is no blocking of a 
packet at the destination node. Nevertheless, in order to model destination processing latency, one can set a low 
bandwidth of the local link, which connects the router to the corresponding destination. 
5. Routers have a single flit input queue per VC. We use this assumption for the sake of simplicity, since such 
routers result in negligible buffer queuing. The assumption allows us to omit the buffer queuing and focus on 
the major phenomena incurred by heterogeneous NoCs (aggregate effective number of flows over linkX and 
remaining path acquisition time). We discuss the necessity of this assumption, and demonstrate the scenarios 
which are suitable for our analysis. Our analysis can be easily modified to include the buffer queuing latency by 
using known methods  
6. The propagation delay (internal latency) of flits through routers is negligible. However, this latency can be 
considered also as a fixed latency.  
7. The wormhole back pressure credit signal is instantaneous.  
8. The routing algorithm is deterministic and deadlock-free.  
 
C. Path acquisition time: 
 The path acquisition time (pt) may be defined as the time required by a packet to acquire a network channel 
in the transfer of a data. 
 Thus, all the packets are in the queue. The queue is in the form of the multiserver multiuser queuing model 
can be better explained as an M/M/m/k queuing model. The arrival rate may be given by λk. 
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 The overall flow of the model can be given by the flows of all the nodes. 
pt= 0 to M/M/m/k nodes 
Then the path acquisition time is given by: 
t= 

p 
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Fig. 2: Simulation of flow of packets. 
 
II. Related Works: 
 In the process of detection of wormhole attack, the previous cases have given the following works. The 
paper [1] proposes the detection through the ETX, DAWN algorithms. The method of linear coding detection 
has been done in [2, 3, 5, 11] by means of various algorithms such as COPE, etc.., 
 Then the method of Hop counts has been used [4, 6, 9] where multi hop is always done in the transfer of 
packets between various nodes. In [10] LITEWORP algorithm which detects the attack based on the multihop 
count. 
 The information on the link provides the attack feature inside the adhoc networks as in [10, 11]. Then [12] 
proposing an attack detection by forcing an attack to be occurred inside the network. Routing information 
provides the attack density [7, 8] if the connectivity is less attack has been detected. 
 In our algorithm, we propose a TIME CENTRALIZED algorithm which is based on the time factor of the 
sending and the receival of the packet inside the network. An efficient detection of an attack is given. 
 
III. System Architechture: 
 The architecture is given by means of the removal of the attacker node and sending data through the link. It 
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consists of the three nodes from which the data are to be sent. Thus the Source node will send the data in the 
form of packets. The node carrying the heavier data is attacked by the attacker node. Then the attack is detected 
and the wormlink which is attacked is denoted and then the data are again sent through the node that has been 
attacked. Then the packets inside the node are counted. When it reaches the destination node the packets are 
again counted to ensure the reliability. 

 
Fig. 2: System architecture. 
 
The attacker node is calculated by 
ATTACKER NODE= NODE- CN 
 
IV. Time-Centralized Algorithm: 
 The time centralized algorithm proposed here Gives the difference in-between time difference of the packet 
start and the received time in the link. Thus, when the data is aligned in the queue for the process to start . The 
first packet in the queue when entered into the process, the packet when enters into the link the start time of the 
path acquisition time pt starts. Then an expected receival time is calculated based on the length of the link and 
weight of the packets over the link. 
EXPECTED TIME (ET)=length of the link / transfer rate 
 So the expected time is calculated. Then the actual received time is noted down. When there is a difference 
between the expected time (ET) and the actual time (AT), which denotes there is a delay in the transmission of 
data packets. 
 When the difference is in the range of 0 to 1.5 clock cycles then it might be due to poor bandwidth or poor 
transfer rate. When the difference is more than 1.5 clock cycle instructions then it is a factor of a heavy delay of 
data in the data link. So it denotes there is wormhole attack. The time delay proposes the attack and the density 
of the attack. 
 
A. Algorithm design: 
 In this algorithm, we consider three factors. They are the arrival time or rate of the packets (at), the path 
acquisition time (pt) and the received time of the packets (rt) 
 The algorithm denotes the difference between the receival and the starting time difference .Thus the time is 
given with the various intervals of the packet arrival time. 
 Whenever one process is arriving at the queue only its arrival time is noted down. When the process ended 
then the next process arrival rate is calculated. 
 
Algorithm Timecentralized: 
INPUT: the number of packets in the server node(Sn) the destination node(Dn) the start time of the packet 
travel(Ts) the end time of the packet (Te) 
OUTPUT: The time difference of the packet travelling time, attack existence inside the path There are ‘n’ 
number of packets 
So for the first node 
When n=1to ’n’ then 
First node waiting, 
Assign Start time Ts=0.01clockcycles/sec Calculate the expected time(ET), If(ET<RT) 
Then calculate the time difference 
Time difference = Received time of the packet- Expected time of the packet 
If(time difference<1.5) 
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Then delay due to other factors Else 
Delay occurred heavily Presence of a wormhole attack Return, 
Execute next node End if 
Update the status of the attack End 
 
B. Algorithm definition: 
 There is „n‟ number of packets in the queue. The packets are in the form of a queue. Then when the first 
packet enters the queue the arrival time (AT) of the packet is noted. Then the expected time is calculated by 
means of path acquisition time, and then the actual receival time of the packet is noted down. 
 Then difference in the time is calculated, the time difference in the time gives the density of the attack and 
also whether there is an attack inside the network. 
 
V. Experimental Setup: 
 Now the simulation results of the experiment are verified. Thus the number of packets has been taken and 
the time elapsed is taken into account for the execution of each packets these elapsed time indicates that there is 
the difference. Then the difference in the elapsed time gives the density of the attack that has taken place. So the 
simulation results give the time centralized algorithm results perfectly. Thus the factors affecting the travelling 
of data through a link can also be detected by means of this algorithm. 
 

 

(a) 

 

(b) 
 

A. Simulation Results: 
 Thus, in the first graph we can see that the simulation results without the attack inside the network. Thus we 
can see that no stronger delay in the network as there is only a least difference in between the Expected time and 
the actual time of the receiver 
(a).we can see that there is a bigger path difference in between the expected time and the actual time of the 
packet transmission process. So when there is an attack has occurred there will be more delay in the 
transmission process. So we can conclude that there has been an attack that has occurred inside the network and 
the larger the difference as the denser the attack performed 
(b).We can see that there is a smaller difference between the expected time and the actual time of the packet 
transmission process. So when there is no attack, then there will be only a less difference between the expected 
and the actual receival of time. 
 
VI. Conclusion: 
 A time based analysis of a wormhole attack has been calculated here. Thus the difference in the packet 
receival and the starting time is taken into account. The attack density is also found out by the difference in the 
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execution time of the packets. Thus the TIME CENTRALIZED algorithm has given both the density of the 
attack inside the network and the existence of the attack inside the network. A density attack algorithm has been 
proposed through this paper. 
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