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ABSTRACT 
Cloud computing allows the user to store and retrieve data. To provide better data integrity, we are enabling efficient secure 

mechanism. Even while satisfying the need of the search user, multi keyword ranked data search is done in the context of cloud. 

The multi-keyword search results based on the ranking criteria with accuracy by using K-nearest neighbor techniques. The search 

efficiency can be improved by adopting the Blind storage system to conceal access control issues in searchable encryption 

technique. In this paper, we propose a secure multi-keyword ranked search (SMRS) to improve the search of encrypted data in the 

blind storage. The security analysis scheme demonstrates to achieve authentication and confidentiality of the document. The 

proposed scheme RSA encryption focuses on the security and access control to enhance the security of data retrieval through blind 

storage using cloud environment. 
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INTRODUCTION 

 
 As more and more IT companies are entering into the world of business, it is difficult for them to store large 
amount of data on their local server and hence they are entering into the cloud. The cloud provides more space 
for storing the data and it can be retrieved very easily with the help of internet. Cloud not only provides storage, 
it also offers many services like platform as a service (PAS), software as a service (SAS), and infrastructure as a 
service (IAS). It also provides service models like pay-per-service and pay-per-use service models and hence 
many organizations move towards cloud due to its low cost and flexible service. Since the data are stored in the 
cloud server there will be issue in privacy, data authentication, integrity. Security is the major concern in the 
cloud, many research works has been made to make the cloud data secure. 
 Traditional searchable method uses single keyword search [6] which will securely search and retrieve the 
file depending on the keywords and the list to the search user. However, only limited files will be listed to the 
search user and the efficiency is not satisfied by the user. Therefore it is not suitable for large scale cloud data 
storage system as they are not able to provide high service levels such as system usability and user searching 
experience. Some method support Boolean keyword search [7] is designed to enrich the flexibility such as 
conjunctive and disjunctive search. Conjunctive keyword returns those files which includes all interested 
keywords whereas the disjunctive search return every file even if one keyword of interest. Hence they are not 
able to provide adequate results ranked according to their relevant of keywords. In reality, effective data 
retrieval can be done by multi-keyword search. Ranked result can also be used to reduce the network traffic by 
giving only the most relevant files in the rank order. Ning Cao [5] proposed the first multi-keyword ranked 
search and uses the measure of “Coordinating matching” which will retrieve the file which are ranked according 
to the number of interested keyword in the file. 
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2. Related Works: 
 The search efficiency can be improved by adopting searchable encryption technique. The searchable 
encryption is classified as symmetric and asymmetric encryption. Both uses the key to transmit and receive data. 
WeiLi[1] proposed an secure data storage called blind storage where the data can be securely saved but for 
every retrieval of data the data owner need to verify the attribute for every data transfer. The multi-keyword 
search is adopted in order to retrieve the data to the search user. Naveed [2] adopted symmetric encryption in 
order to save files and retrieve it .He also used blind storage for the secure storage but here only traditional 
single keyword is implemented which will retrieve only limited amount of file to the search user. Wang [3] 
helps to solve the privacy issue of the keyword search and thus adopt the relevance score to build a searchable 
index and develop a one-to-many order preserving mapping technique to properly protect the data and enables 
the ranked result to the search user. Chengyu Hu [4] proposed an public key encryption with the ranked search 
scheme providing the cipher text using anonymous hierarchical identity based encryption scheme. Here the 
search user can give the query keyword in turn the server will retrieve the file which contain number of queried 
keyword present in the document and finally list the file in ranked order. Cao [5] is the one who proposed the 
first multi-keyword usage in the cloud environment for efficient retrieval of data. Here the multi-keyword 
semantics called “coordinate matching” is used to find as many matches as possible. Jun xu[6] propose order 
preserving  encryption(OPE) and uses two-step ranking strategy, in the first process the number of keyword 
present in the file is classified and in the second step the file is listed by assigning rank to the encrypted files 
according to the classification in the first step. Brinkman [7] uses the traditional Boolean method for retrieving 
the data to the search user. It provides all the files which are mapped with the keyword given by the search user 
and will not satisfy the requirement of the search user. Yang[8] traditional method used bilinear pairing for the 
public key search encryption which leads to off-line keyword attacks in order to overcome the attack they 
proposed khader PEKS scheme in order to improve the performance and computational consistent. 
 
3. Layout of proposed system: 
3.1. Concealed storage: 
 The data will be saved in the blind storage where the data will be saved in the form of blocks and it will not 
known to the server only the file name can be known to the server and hence revealing only some content to the 
server. Indexing will be given by the data owner for knowing about the data. 
 
3.2. Keyword search efficiency: 
 To make the data available to the search user, the multi-keyword efficiency has been deployed. The 
requirements of the search user will be given in the form of keywords in turn the server will search for the data 
which match the keywords. The data will be listed in the relevance ranking format. 
 
3.3. Data confidentiality: 
 The confidentiality of the data can be more efficient by using the blind storage and providing access control 
to the search user. The data can be accessed only by knowing the index file of the data which is defined by the 
data owner. Hence the confidentiality of the data will be achieved. 
 
4. Blind storage introduction and Multi-keyword search: 
 The file which is uploaded by the data owner will be splitted up and it is saved in the form of blocks. The 
data will be randomly saved in the random blocks. The data owner will give index by the sequence of numbers 
to those data which is uploaded by the owner. A blind storage system [2] supports adding, deleting and updating 
of data and concealing the access pattern of the search user from the cloud server. Hence only little information 
is given to the server and the server does not know which blocks are of the same document even the total 
number of the documents and the size of each document. 
 To satisfy the requirements search user, keyword search is deployed in the system. In the traditional method 
a single keyword is used where the user will search for a single key, the server will retrieve the file which is 
related to the given keyword which will not fetch the exact file for the user. In order to improve the search 
efficiency multi-keyword search is used in the proposed system for the exact retrieval of file of what the search 
user want. To meet the requirement of the user multi-keyword search efficiency in adopted in the cloud. 
HongWei Li [1] proposed an EMRS for the multi-keyword ranked search to retrieve the data and adopted 
relevance scoring and k-nearest neighbor techniques which will result the ranked results for the search user.  
 
5. System Architecture and requirement: 
 The figure [1] shows the overall architecture of the system. The proposed system has three entities: 1.Group 
owner, 2. Search user 3. Cloud server. The group owner will have a large collection of file F which will be 
encrypted before storing it in the cloud server. The encrypted data is E. Then the data will be saved in the blind 



29      Kavitha, D. and Hemavathy, S. 2015/ Advances in Natural and Applied Sciences. 9(17) Special 2015, Pages: 27-32 

 
 

storage which the data is splitted and saved in the different blocks each block will be indexed by numbers and it 
will also be saved in the blind storage. The group owner creates an index file (I) for the stored data which 
contains important keywords which will be used by the server to deliver the result of search user. If the search 
user needs any file then he give keywords d which contain multiple words. The cloud server in turn search the 
keywords in the index file and if the file match with the keyword d then the list of files will be given to the 
search user. If any file match with the keyword then he needs to get permission from the group owner, then the 
group owner will add him to the group and share the index file I to the search user. For providing more security 
the group owner uses Discremenational Access control where read and write access will be given to the search 
user. 

 
Fig. 1: System Architecture. 
 
6. Proposed system definition: 
 The existing system uses attribute based encryption in which the data owner needs to verify the attribute for 
every data share among the data user. By doing this the existing system faces communication overhead problem. 
 The following will be defined by the proposed system: 
 
6.1. Communication overhead: 
 The communication overhead is found in the search phase of the existing system. In order to overcome this, 
the proposed system uses NLP and WorldNet tool for the efficient search of the multi-keywords given by the 
search user. 
 
Table 1: Comparison of functionalities. 

 [2] [9] [5] SMRS 
Multi-keyword  �  �  �  
Result Ranking   �  �  

Relevance scoring   �  �  
Access pattern    �  

 
6.2. Data leakage problem: 
 The existing system uses symmetric key encryption where the shared key is used for the encryption and 
decryption of documents and it is difficult for the data owner and data user, there will be a possibility of data 
which might be taken by the untrusted party. It can be over comes by using more secure algorithm. In the 
proposed system the RSA algorithm is used for encrypting and decrypting the file. 
 
6.3. Efficient data share: 
 The data share can be done by creating the group among the set of users. The person who shares the data 
will be the group owner and then data can be shared to the users effectively. The group owner can define the 
access right of the data by giving read and write access to the data user. 
 
6.4. Access control: 
  The data share can be done among the group of users; the data owner needs to have a secured way to 
transmit the data from him to the data user. The access rights are defined by the owner according to which the 
user needs to access the data. The Discreminational access right is defined in the proposed system where the 
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right and write access is given to the user. If it is read then the user can view the content of the file and no 
modification is allowed in read. If it is write then the data user cans the edit and send to the owner. Hence 
without the knowledge of the data owner the details of the file will not be known to the user. 
 
7. Experimental setup: 
  In this section the detailed SMRS is described. The SMRS eliminates the sharing of key among the users 
by adding them to the group. Both the file F and the index I will be saved in the blind storage which will 
conceal the access from the server. The server only able to view the file name and the conte**nt of which will 
not be known to the server. The search user can give the keywords of what they want instead the server will 
search in the index file and results the file which match with the keywords. Discreminational Access control is 
used to give the access rights to the user through which the unknown user cannot view the files of the user and 
without the index file it cannot be understood. The notation of the paper is shown in the table 2. 
 
Table 2: Notations. 

Symbols Meanings 
F Collection of files 
I Search Index file 
D Keyword dictionary containing d keywords 

Q, q query vector and encrypted form 
P, p relevance vector and its encrypted form 

  
7.1 System setup: 
 The data owner encrypt the file by using RSA algorithm and give indexing since the file will be saved in 
the form of blocks and by indexing they can be identified easily. The data owner generates keywords for the 
file, the search user can give the keywords d and get their relevance file with the help of index file. 
 
7.2 Building of Blind storage: 
 The blind storage is the place where the data can be stored secretly without knowing to the server. In this, 
the data in the file will be saved in the form of blocks and it will be indexed by the data owner by getting the 
index from the data owner the search user can retrieve the files. The search user can get the index file by 
entering into the owner group and if the owner wishes to add the user the owner can add and share the file with 
the user. With the help of the keyword search the search user is able to get the relevant files and it can be 
accessed by them using the access right given by the data owner.  
 
7.3 Encrypted Database setup: 
  The data owner builds the encrypted database as follows: 
 The data owner computes the relevance vector p= (p1, p2... Pd) for each file using the NLP technique. It 
represents the meaning of each word present in the document and the synonym will be useful for matching the 
keyword given by the search user. For each file f set the file into blocks and each block will have an header 
H(id1) indicating that this block belongs to file fi. Then the file and the index will be encrypted and saved in the 
blind storage. 
 
7.4 Generation of files: 
 To satisfy the search user need, the keyword search is enhanced here and it can be done by using the word 
net and NLP tool by which they will select important keywords from the file and it will get the meaning for it. If 
the search user keyword matches with the meanings then it can be listed to the search user depending upon the 
owner the data right can be accessed to the search user. By which we can avoid the usage of file by the wrong 
persons. 
   
8. Implementation Procedure: 
Step 1: Group creation through Blind storage: 
 Initially, the data owner should be registered in the environment and create a group. Data users also register 
and give request to the group owner to add to the group. The data owner accepts the request from the user and 
the RSA algorithm is used to generate the key to both user and the owner. The group owner encrypts the data 
and saves through the blind storage. If the search user needs any file, then it should be expressed in the form of 
keywords. The server will return the file which match with the keyword. The request is transferred to the data 
owner, if they wish to share the data, then he will add him to the group. The data user gives the public key to the 
owner for the file he wants, he will decrypt the data by using his private key. By this way the search user 
retrieves the data what he needs. While creating the group the data owner and the data user will be getting a key 
which should be used to transmit and retrieve the data in a secure format. 
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Step 2: Key generation: 
 After creating the group the data which is stored by the data owner need to be need to be encrypted and it is 
done by using RSA algorithm. Both public key and private key are generated for data owner and data users. The 
data owner encrypts the data by using his key and the cipher text will be generated index to retrieve the file the 
search user need to send the public key to the owner and gets a secret key then decrypt the file. 
 
Step 3: Theory about Text Mining: 
 Text mining is a process in which the keyword search is performed. It is used to get the important keywords 
from the file while saving it. Endeca technology is adopted in the text mining process and Natural Language 
process (NLP) which is used to retrieve the important keyword from the file which is stored by the user. The 
keywords given by the search user are taken and it searches with the keyword stored if it matches it will list that 
file to the user. This process is mainly used to satisfy the need of the search user. 
 
Step 4: Blind storage: 
 A  Blind storage is a place where the data can be stored in the form of blocks and the indexing is given by 
the sequence of number to know where the data is stored. The server will not able to view the contents of the 
file which is stored by the owner. Thus the blind storage leaks only little information to the server and hence the 
data will be saved securely. The data cannot be used without knowing the index file. 
  
Step 5: Query processing: 
 Search user will try to search a query on cloud servers. The cloud server maps the keywords and searches 
the related files. The cloud server gives the related file name to the user. To view the content the user should 
click the file name, at that time user request to cloud server and server send the user details and file name to the 
data owner. Then the data owner knows all public key of user so he encrypt the private key using a data user 
public key and the encrypted key send to the server and the server send the key details to the user, then the user 
decrypt the key using the private key. After that, the data user get the private key of data owner and then access 
the data through blind storage. 
  
9. Techniques used in the proposed system: 
 The proposed system uses the RSA algorithm for encrypting and decrypting the files. The data will be 
saved in the blind storage and the indexing will be given to the file. Endeca technology and NLP is used for 
indexing the file. 
 
9.1. Algorithm: 
Algorithm for key generation: 
Key Gen () 
Input: 
Two prime numbers p and q 
Output: 
Public Key component: kp 

Private Key component: ks 

Procedure: 
Step1: The value of n is found by multiplying p and q, n←p*q 
Step2: The phi value of n is found by, Ф (n)=(p-1)*(q-1) 
Step3: find the random number kp, satisfying lgn<kp<n and gcd (kp, n) =1 
Step4: Random number d, kp*ks mod (d) =1, ks can be detected by formula ks*kp= 1 mod (d) 
Encrypt () 
Input: plain text message, M(<n) 
Output: Cipher text C←mkp mod d 
Decrypt () 
Input: Cipher text message, C 
Output: Decrypted plain message, M←Cks mod d 
 Hence the file and the index is encrypted and stored in the blind storage by using the above algorithm. By 
knowing the key the search user can decrypt the file and index. 
 
Conclusion: 
 In this paper we overcome the problem of sharing of file in a secured way and proposed secure multi-
keyword ranked search (SMRS) scheme for the efficient retrieval of data from the blind storage. The access 
right of the file is done by using the Discreminational access control encryption. The resulting scheme is more 
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efficient by reducing the communication overhead and effectively achieves confidentiality of files and index. 
The future of this paper is to minimize the computation speed and achieve it in the multi-cloud environment. 
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