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 Wireless sensor networks are a collection of a series of tiny, low-cost and with limited 

resources the sensor nodes that are commonly not tamper-proof. As a result, wireless 

sensor networks (WSNs) are susceptible to a wide variety of physical attacks. In this 
paper, we consider that a typical threat known as node replication clone attack or attack 

node, where an adversary creates its own low-cost clone called the sensor nodes and the 

nodes to the network they misinform recognize as legitimate the nodes. To launch this 
attack, an adversary physically only need to capture one of the nodes, and after 

collecting all the secret keys the credentials (ID, encryption keys, etc. ), an adversary 

replicates the sensor node and deploys one or more clones of the node committed on 
your network in strategic positions, damage the entire network to carry out many 

internal attacks. Discover the node replication attack has become an imperative subject 

of research in network security sensors and to develop plans of attack against node 
replication involves different issues and challenges that threaten. In this study, we have 

classified the existing detection systems and AIC explore various proposals in each 

category. We will also take a look at some technical details and comparisons in order to 
demonstrate the limitations of the detections, as well as contributions. 
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INTRODUCTION 

 

 A Wireless Sensor Network (WSN) is an 

assortment of wireless sensors, deployed over a 

broad space and used for observation, sensing and 

computing completely different phenomena. Sensors 

nodes ordinarily carries with it low-cost hardware 

mechanisms, with constraints on battery life, 

memory size and dealing out capabilities. WSNs are 

utilized in a range of applications, as well as elegant 

building and transportation systems, patient 

observation, end surveillance and tracking.  

 The Unattended nature of wireless sensor 

networks can be exploited by - that are capable of 

launching a range of different physical attacks as 

node replication attack, or radio signal jamming, 

denial of service attack (DoS), node interruption, 

intrusion, and Sybil attack and other attacks as sump, 

wormhole, forwarding attack and selective. The 

threats to networks of sensors can be layer dependent 

or independent. The attacks in the first category can 

be depends on the implementation of Microsoft 

products and they are specific to different layers of 

OSI network specific features such as routing, node 

localization, time synchronization, and aggregation 

of data, while the attacks in the latter category are 

independent of the applications in a wide variety of 

applications of object tracking and monitoring fire 

alarming in the field of battle, and these attacks are 

not released in any layer of the OSI model. The 

attacks in the latter category are independent of the 

applications also (Bekara, C. and M. Laurent-

Maknavicius, 2007). This attack Taxonomy is also 

shown in the Figure 1 in order to protect the wireless 

sensor networks of the layer depends on the attacks, 

many of the plans have been proposed. To alleviate 

the effects of the attacks of interrupt routing, secure 

routing schemes have been proposed (Capkun, S. and 

J.P. Hubaux, 2006; Chan, H., 2006).  Authentication 

schemes (Choi, H., 2007; Conti, M., 2007; Conti, M., 

2008) are used to mitigate injection attacks false 

data. Aggregation of data can be protected through 

secure data aggregation protocols proposed in (Conti, 

M., 2011; Deng, J., 2003; Deng, X., 2010; Deng, 

X.M. and Y. Xiong, 2011). To defend the location 

and the synchronization protocols of time different 

types of attacks and threats many protocols have 

been proposed in (Di Pietro, R., 2009; Dutertre, B., 
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2004; Eschenauer, L. and V.D. Gligor, 2002; Fei, F., 

2007; Ganeriwal, S., 2005; Gautam Thakur, S., 

2008), however most of these systems are sturdy 

attack, instead of what can detect and remove the 

source of the attacks. Therefore, there is a need to 

detect and eliminate the sources of attacks as soon as 

possible to substantially reduce the costs and 

damages for use to attack with flexible approaches.  

 In WSN can be fixed or mobile. Static in 

wireless sensor networks (SWSNs), the sensor nodes 

are fixed or static; that is to say, the sensor nodes are 

deployed at random, and after deployment their 

positions do not change. On the other hand, in the 

networks of mobile wireless sensors (MWSNs), the 

sensor nodes can move on their own, and after 

deployment, they can interact with the physical 

environment through the control of their own 

movement. Advances in the field of robotics has 

made possible the development, mobile sensors that 

are autonomous and have the ability to detect, 

measure and communicate sensors such as static. The 

main difference between fixed and mobile WSNs is 

that mobile nodes are able to change position and 

organize in the network, and after the initial 

deployment, the nodes located in order to gather 

information (Hu, F. and N.K. Sharma, 2005; Hu, X., 

2008). Mobile nodes can communicate with each 

other when they are within the range of the other, and 

only then can exchange their information collected 

by them. Another important difference is that in fixed 

route WSNs static or floods is used for the 

distribution of data, while in mobile WSNs dynamic 

routing is used. As static and mobile WSNs differ in 

their characteristics, therefore the replication 

schemes fixed and mobile detection WSNs will be 

substantially different. In a static or stationary WSN, 

a sensor node has a single deployment position, and 

therefore, if a logical node ID is associated with two 

or more physical locations, the replication node is 

detected. But this is inapplicable to WSNs where 

maintaining the sensor nodes mobile roaming in the 

deployment. Os, replication of WSN mobile 

screening involves many different scenarios and 

techniques.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: Classification of the attacks in wireless sensor networks. 

 

 Mobile for WSNs centralized and distributed 

techniques have been proposed in the literature. In 

the case of fixed installations WSNs, the techniques 

are more centralized here in five types, namely, 

simple base station-technical basis, the use of the key 

technical, technical operations, the group of 

neighborhood and the techniques of social base of 

the signature. The techniques of the stationary 

distribution WSNs are divided into four types of 

node names Broadcast Network, claimant of 

reporter-witness-based techniques, neighbor and the 

generation or group of techniques of analysis. On the 

other hand, the techniques of centralized mobile 

detection is divided in two main types based on the 

use of nodes and database techniques. The mobile 

detection techniques distributed are divided into 

three main types, namely, the node of the meeting, of 

the assisted mobility, and the exchange of 

information. 

 

2. Detection Techniques for WSNS: 

 Many techniques have been proposed for the 

detection of the node replication in WSNs attack 

static that here mainly in two types of centralized and 

distributed techniques. 

 

2.1. Centralized Techniques: 

  The techniques of a centralized management 

system base station are regarded as a powerful 

central that is responsible for convergence of the 

information and decision-making. During the 

detection process each node on the network sends 

your location claim (ID, location information) to the 

base station (sink node) through its neighboring 
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nodes. After receiving all the location, the base 

station checks the node ID along its location and if it 

finds two different locations with the same identifier, 

arises for clone node alarm. 

 

 
Fig. 2: Taxonomy of replica detection schemes. 

 

2.1.1. As regards the detection of Clones in sensor 

networks with random key distribution quickly: 

 This technique corresponds to the category of 

use of the key. Brooks et al. (2007) have proposed 

protocol key detection in the context of random key 

distribution quickly (Li, Z., 2005) The basic idea is 

that the keys employed according to the random key 

to distribute it quickly should follow a certain 

pattern, and the keys whose usage exceeds the 

threshold can be considers. In the protocol, by 

counting the Bloom filters are used to collect 

statistics of key usage. Each node is an account of the 

Bloom filter of the keys that are used to 

communicate with neighboring nodes. Adds a 

random number (nonce) Flower filter and encrypts 

the result using base station public key; this structure 

of encrypted data is sent to the base station. Base 

Station decrypts the Bloom filters that receives, 

discards duplicates, and counts the number of time 

that each key that is used in the network. Keys used 

above the threshold value are considerer’s. Base 

Station makes a flower filter of the keys, figure the 

list with your secret key, and transmits this filter to 

the network of sensors with a gossip protocol. Each 

node decrypts the base stations of bloom filter 

removes the keys to its introduction and terminates 

connections with the keys. 

 

2.1.2. SET: Detect Clones Node in networks of 

sensors: 

 This technique falls into the category of the base 

station. Choi et al. (2007) have proposed to clone 

detection of networks of sensors called. On the 

whole, the network will be randomly divided into 

exclusive subsets. Each of the subsets of subset 

leader and its members are a leap of its subset leader. 

Many roots are randomly decided to build multiple 

sub trees and each subset is a node of the sub tree. 

Each subset leader collects member information and 

forwards it to the root of the sub tree. The crossing is 

performed the operation of each root of the sub tree 

to detect duplicate nodes. If the intersection of all 

subsets of a sub tree is empty, there are no clone 

nodes in the sub tree. In the final stage, each root 

sends its report to the base station (BS). The BS 

detects the clone the compute nodes of the 

intersection of the two sub tree. Clone nodes is 

detected in the data sent to the node BS leader of 

subset to the root node of a hive constructed at 

random and then to the BS. 

 

2.1.3. Real-time detection of the cloning attacks in 

wireless sensor networks: 

 This technique is within the category of 

neighborhood social techniques based on the signing. 

Xing et al. (2007) have proposed real-time detection 

of attacks in wireless networks, Lumix DMC 

factories clone in its approach, each sensor calculates 

the fingerprint using the incorporation of information 

through a neighborhood of overlay code of disjunct 

(Lou, Y., 2012) Each node stores the fingerprint of  

all the neighbors. Each time a node sends a message, 

the mark must be included in the message, and 

therefore, neighbors you can check the fingerprint. 

Messages sent by clone nodes deployed in other 

locations will be detected and lowered from the 

fingerprint does not belong to the same 

"community." The motivation behind his plan for the 
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detection of the cloning attacks is exploring the 

social characteristics of each sensor. Once used, 

these sensors reside within a neighborhood. The 

sensor and its surroundings form a small 

"community", or a "social network", of the sensor 

can have the same legitimacy (ID, keys, etc.) as the 

original node, and may not be the same community 

district. Therefore, each sensor can be significantly 

way is characterized by its social network of the 

community. In a small community, a newcomer can 

be easily recognized if speaks with a different accent. 

Similarly, to clone node can be easily identified by 

its neighbors, if carrying a "social firm" belonging to 

a different community. 

 

2.1.4. Hierarchical Node replication Attacks 

Detection in wireless sensor networks: 

 This technique falls into the category of cluster 

of the head. Znaidi et al. (2009) have proposed a 

cluster head selection algorithm-based hierarchical 

distributed replication node to detect attacks using a 

bloom filter network including the reactions. More 

precisely, the algorithm is based on a cluster head 

selection with the clustering algorithm local 

negotiated (LNCA) protocol (Meng, X., 2010). Each 

cluster node members exchanged the ids through a 

filter with the flourishing of other heads to detect 

node replicates. The algorithm works in three steps. 

In the first step all the material necessary to flourish 

the calculations and filter for cryptographic 

operations that will be repeated in the network 

previously distributed between in each sensor node. 

The second step performs elections head of the 

group. In the third step, Bloom filter construction is 

performed by each group, and the Flower of 

verification is performed by another pool. 

 

2.1.5. CSI: compressed Sensing-Based Clone 

Identification in sensor networks: 

 This technique falls into the category of the base 

station. Yu et al. (2012) have proposed to the 

centralization technique called compressed sensing-

based clone identification (CSI) for wireless sensor 

networks static. The basic idea behind CSI is that 

each node transmits to remotely sensed data for the 

sti a hop neighbors. The sensor nodes and add the 

numbers of calls received from descendant nodes 

along the track compressed aggregation tree based on 

remote sensing techniques for obtaining data. Base 

Station (BS), as the root of the tree aggregation, 

receives the aggregate result and retrieves the data 

obtained from the network. According to the 

reconstruction, the node with the sensory reading 

greater than is the clone nonclone since a node can 

only report the number eleven. 

 

2.2. Distributed Techniques: 

 The distribution techniques, there is a central 

authority, and special detection mechanism called 

claimant-reporter-witness is in that the detection is 

done through locally distributed node sending the 

location not to the base station (receiver) but to a   

randomly selected node witnesses (Akyildiz, I.F., 

2002). Distributes the techniques are classified into 

four types, which are described below. 

 

2.2.1. Network Node of dissemination (N2NB) and 

deterministic of Multicast (DM): 

 This technique corresponds to the category of 

the network node of dissemination. The N2NB and 

frames are two protocols attractive examples 

proposed by Parnohadiningrat et al. (2006) both 

protocols received relatively less attention. In N2NB, 

each node floods the entire network with authentic 

dissemination of claiming their own location (instead 

of its neighbors). Each node stores the location 

information from its neighbors, to incur costs of 

storage. Each of the nodes to receive conflicting 

invokes consist only a revocation proceeding against 

the offender and, in the long run the nodes any 

replica will be cut by all the neighboring countries 

(therefore, isolated from the WSN). The N2NB 

protocol achieves 100% detection rate to the extent 

that the dissemination reaches each of the nodes in 

the network is assumed that the size and some 

duplicates suppression algorithm is used so that each 

node transmits message given to eleven. 

 The DM is a good example to illustrate the 

claimant-reporter-witness. The claimant is a node 

that transmits its location local claim to its neighbors, 

each neighbor to act as a reporter, and uses a function 

to map the claimant ID to a witness. Then the 

neighbor forwards the complaint to the witness, who 

will receive two different location claims by the 

same node ID if you have replicated the adversary to 

node. One of the problems can occur that the 

adversary can employ the role of witness to a 

determined claimant ID, and you can locate and 

engage the witness node before the adversary inserts 

the replicas in the WSN as to evade detection. 

 

2.2.2. Detection of nodes distributed Attacks replica 

in sensor networks: 

 The RM and LSM fall into the category of 

witness node-based techniques. Parno et al. (2005) 

have introduced two distributed algorithms for the 

detection of the cloning the nodes in wireless sensor 

networks that will mature in comparison with 

existing systems. The first protocol is known as the 

random multicast (RM) which distributes the claims 

of a randomly selected location testimony  set of 

nodes. The birthday Paradox (2005) predicts that the 

collision will occur with high probability if the 

opponent tries to replicate to the node. The second 

protocol, line selected multicast (LSM), operates the 

routing topology of the network to select the 

witnesses of a node and its location and type 

geometric probability of detecting duplicate nodes. 

 In the RM, each node transmits a claim to its 

location a hop neighbors. Then each neighbor 
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testimony randomly selects the nodes within its range 

of communication and forwards the claim with a 

probability to the nodes closest to locations chosen 

by geographic routing. At least one witness node is 

likely to receive the conflicting claims according to 

location birthday paradox when replicated nodes in 

the network. In LSM, the main objective is to reduce 

communication costs and increase the probability of 

detection. It is also worth mentioning storage 

location claims of randomly selected testimony the 

nodes, the intermediate nodes for the forwarding 

location claims can also be witnesses the nodes. This 

seems like a line at random through the network, and 

the intersection of the two lines becomes the test of 

location of the node receives conflicting claims. 

 

2.2.3. A randomized study, efficient, and distributed 

protocol for detection of the Replication Node 

attacks in wireless sensor networks: 

 This technique falls into the category of witness 

node-based techniques. Conti et al have proposed a 

randomly, efficient, and distributed network protocol 

called (Przydatek, B., 2003; Ratnasamy, S., 2002) for 

the detection of the node replication attack. That run 

at fixed intervals of time and consists of two steps. In 

the first step, a random value, , is shared between all 

nodes using base station. The second step is called 

detection phase. In the Discovery phase, each node 

transmits its claim (ID and location) to its 

neighboring nodes. Each neighbor that hearts node 

sends a claim (with probability) this claim to a series 

of locations of pseudo randomly selected network. 

The pseudo random function takes as input ID, 

random number, and each node in the path (node to 

claim the witness destination) forwards the message 

to its neighbor closest to the destination. Therefore, 

the replication node is detected in each detection 

phase. The next time that the network is running, the 

witness nodes will be different because the random 

value that is issued by the BS is changed. 

 

2.2.4. Efficient Detection of Distribution Node 

Replication attacks in sensor networks: 

 This technique falls into the category of witness 

node-based techniques. Zhu et al. (2007, 2010) have 

proposed two distributed protocols to detect attacks 

called single node deterministic cellular replication 

(SDC) and multiple cells in parallel probability (P-

MPC). In both protocols, the entire network of 

sensors is divided into cells to form a geographic 

grid. In SDC, each node ID is assigned exclusively to 

a cell in the grid. Run the detection procedure, each 

node transmits a location claim to its neighbors. Then 

each neighbor forwards the claim with a probability 

of a single cell of execution in hash function 

geographical (Song, H., 2007) with the entry of the 

node ID. Eleven any node in the target cell receives 

the location claim, floods the location of the entire 

cell. Each node in the target cell stores the claim with 

a probability. Therefore, the clone nodes are detected 

with a certain probability from the location of the 

nodes clone will be forwarded to the same cell. As a 

CD, in the P-MPC, with geographical hash function 

(Song, H., 2007) is used to assign the node id 

destination cells. However, instead of assigning to a 

single cell deterministic, in P-MPC location claim is 

assigned and sent to multiple deterministic cells with 

different probabilities. The rest of the procedure is 

similar to the compact discs. 

 

2.2.5. Detection of nodes distributed Capture attacks 

in wireless sensor networks: 

 This technique falls into the category of the base 

station. Ho (2009) you have proposed to the node 

capture detector of wireless sensor networks. The 

system detects the sensor nodes using the sequential 

analysis. Use the fact that the physics are not 

captured the nodes in the network during the period 

between the time of the redistribution. Therefore, it 

has captured the nodes do not participate in any 

network operations during that period. Taking 

advantage of this intuition, the captured the nodes 

can be detected by means of the sequential 

probability test (SPRT PORTKMS TCP KMS) (Xia, 

D. and N. Vlajic, 2007). The protocol first measures 

the time of absence of a sensor node and then 

compare it to a predefined threshold. If this is 

something more than threshold value, the sensor 

node is considered as a node captured. The node 

capacity efficient capture of detection depends on a 

threshold value configured correctly. 

 

2.2.6. Detection of attacks Node replication: 

 This technique falls into the category of the base 

station. Melchor et al. (2009) have proposed to the 

distributed protocol for the detection of the 

replication of wireless sensor networks, in which 

each node checks at random a few other nodes on the 

network. The proposed protocol does not build a 

distributed database of location says he is going to 

contain the conflicting claims when there are 

replicas. The idea is that each node is active if test 1 

random k other nodes are replicated or not; they are 

called attention to the nodes. In order to check if a 

node is replicated studied or not, 2 k nodes are 

randomly chosen in the network and asked him to 

convey to a claim application signed location. If 

there are two replicas, each one of them will 

probably receive a request, and in the event that both 

response, two conflicting claims will be obtained by 

the queerer. 

 

2.2.7. Addressed to the random exploration: 

 An efficient clone node discovery protocol for 

wireless sensor networks (RDE) This technique falls 

into the category of witness node-based techniques. 

Zhijun et al. (2009) was presented a new clone node 

discovery protocol called exploration directed at 

random. This protocol does not require any 

unrealistic assumptions. Each node only needs to 
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know its neighbor nodes. During the discovery 

process, the nodes question affirming messages 

containing neighbor list with a maximum limit of 

hops to randomly selected neighbors. The last 

transmission of a message request forms to the 

address, and then the intermediate node truest to 

follow the direction to send the message. In 

forwarding messages, the intermediate nodes explore 

applications for the clone node detection messages. 

In this type of simple way, the proposed protocol can 

efficiently detect clone nodes in the dense network of 

sensors. In addition, the protocol consumes almost a 

minimum of memory during discovery and 

communication is the hotel package. That can be 

scaled for large configurations. They have 

implemented the protocol in the OMNet++ 

simulation framework. 

 

2.2.8. Random-Walk based approach to detect clones 

attacks in wireless sensor networks: 

 These two techniques fall into the category of 

witness node-based techniques. Zeng et al. (2010) 

have proposed two protocols random walk (PU, Y.) 

And in the box of random walk (drag) for the 

detection of clones attack in wireless sensor 

networks. The random walk (PU, Y.) You start 

several random walks in random network for each of 

the nodes to and then select the nodes passed as the  

witness the nodes of the node. PU, Y. works in four 

steps in each execution. In the first step, each node 

transmits to signed location claim. In the second step, 

each of the neighbors yet probabilistically node 

forwards the request of some selected nodes at 

random. In the thirds step, each randomly selected 

node sends a message that contains a request to start 

a random walk on the network, and the last  nodes 

are the nodes selected as witness and store the claim. 

In the fourth step, if any of the witnesses receives 

different location requests same node ID, you can use 

these applications to revoke the replication node. 

 The second protocol, table of random walk 

(drag), is based on PU, Y. and adds a trace table in 

each node that reduces memory cost. Generally, the 

cost of memory is due to the storage location of the 

requests, but in trawl nets each node only stores 

location claims (in spite of the fact that the size of the 

trace table is even, the size of a table entry is much 

smaller than the size of the location).  When a node 

randomly chosen starts a random walk, all nodes 

nodes are still time to become a witness. However, 

now it is not storing the location claim, instead, are 

stored the location claim irrespective with 

probability, where is a constant. In addition, each 

node testimony is going to create a new entry in its 

trace table for the recording of the last of a location. 

 

2.2.9. Distributed deployment Detection of 

replication with knowledge in wireless sensor 

networks: 

 This technique corresponds to the category of 

group-analysis techniques. Ho et al. (2010) have 

proposed three group implementation knowledge-

based systems for the detection of node replication 

attack in wireless sensor networks. Their plans are 

based on the assumption that the nodes are deployed 

in groups. By taking advantage of group deployment 

knowledge, the proposed systems perform detection 

replica in a distributed application, efficient and safe 

manner. The sensors can be preloaded with relevant 

knowledge about their own group of membership and 

all locations of the group. Then the sensors in the 

same group must be implemented at the same time in 

the location given to that group. The three proposed 

systems are basic, location, and multi group. The first 

scheme is the basic scheme in which each node only 

accepts messages from members of their own group 

(nodes of confidence) not other groups (confidence 

nodes).  Stops intercom between the groups. One of 

the advantages of this basic scheme is low 

communication or computational and memory 

overhead. But the problem is that even the nodes 

honest suffer due to the fact that the deployment 

points are far away from their group. The network 

becomes Semin Oncol connected and is not 

appropriate for highly resistant applications. To 

resolve this problem, second, it is proposed that also 

sends the messages of confidence nodes as always 

that they provide evidence that the hyperactivity are 

not replicas but just based on  predetermined 

locations detection of the replica. The second schema 

replication achieves high detection capability with 

less communication, calculation and storage in 

comparison with the general expenses as the first 

scheme, but there is a risk of flooding by two false 

claims. 

 The third regime protects against this type of 

adversary. Each sensor node sends its neighbor 

location claims to multiple groups in place of a single 

group. This system has a higher overhead in 

communication. You can provide a trade-off between 

the roof and the flexibility to attack. This plan 

provides very strong Resiliance Alliance to create the 

node compromise, since attacker needs commitment 

several groups of nodes to avoid replicas without 

being detected. 

 

2.2.10. Detection of nodes distributed Replication 

Attack resistant to many committed nodes in WSN: 

 This technique corresponds to the category of 

group-analysis techniques. Sei and Honiden (2008) 

have proposed distributed protocols for the detection 

of the node replication attack that is resistant to many  

involved nodes. Your method does not require 

reliability and confidence. To prevent an attacker 

from being able to learn the location of the witnesses 

to a node. Node committed, the protocol uses only 

once for each replica of seed node discovery process; 

that is, each node has the function of starting a 
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process of detection, and is preloaded with the 

number assigned to and the seed for the turn. 

 When the node has in turn initiate discovery 

process, which sends the seed and its identification 

with a signature. Other nodes verify the signature and 

run the discovery process if the verification succeeds. 

The nodes were divided into groups to increase the 

resistance to the nodes and compromised in the 

nodes. The role of the process of initial detection has 

not been assigned to each node, but to each group. If 

at least one of the nodes in a group survives, the 

group can start the discovery process in their turn. 

An attacker must commit the first node of a group 

that has the following process of rotation detection if 

you want to learn the location of the witnesses in the 

next node discovery process. 

 

3. Detection Techniques for Wsns Mobile: 

 Mobility has become an important field of 

research of WSN community. In mobile WSNs, 

mobility, which plays a key role in the execution of 

the application as the introduction of mobile entities 

can solve some problems and offer many advantages 

over static WSNs. The node detection static 

replication techniques developed for WSNs, don't go 

to work when the nodes are expected to move as 

WSNs in mobile, and therefore they have proved to 

be ineffective for mobile WSNs. As a result some 

techniques (not yet mature enough) have also been 

developed for WSNs mobile to detect the replication 

or clone nodes. These techniques are classified into 

two main classes, centralized and distributed, which 

are described below. 

 

3.1. Centralized Techniques: 

3.1.1. Fast Detection of Replica Node Attack in 

Mobile Sensor: 

 Networks Using Sequential Analysis. Ho et al. 

(2010, 2011) have proposed a mobile replica 

detection scheme based on the sequential probability 

ratio test (SPRT). Their protocol is based on the fact 

that an uncompromised mobile node should never 

move at speeds in excess of the system-configured 

maximum speed. As a result, an uncompromised 

(original) mobile sensor node measured speed will 

appear to be at most the system-configured 

maximum speed as long as speed measurement 

system with low error rate is employed. On the other 

hand, replica nodes will appear to move much faster 

than original nodes, and thus their measured speeds 

will likely be over the system-configured maximum 

speed because they need to be at two (or more) 

different places at once. Accordingly, if it is 

observed that a mobile node measured speed is over 

the system-configured maximum speed, it is then 

highly likely that at least two nodes with the same 

identity are present in the network. By leveraging 

this intuition, the SPRT is performed on every 

mobile node using a null hypothesis that the mobile 

node has not been replicated and an alternate 

hypothesis that it has been replicated. In using the 

SPRT, the occurrence of a speed that either lessens 

or exceeds the system-configured maximum speed 

will lead to acceptance of the null and alternate 

hypotheses, respectively. Once the alternate 

hypothesis is accepted, the replica nodes will be 

revoked from the network 

 

3.1.2. Rapid detection of replica Mobile Sensor Node 

in attack: 

 Networks that use sequential analysis Ho et al. 

(2010, 2011) have proposed that mobile replica 

detection system based on the sequential probability 

ratio. The protocol is based on the fact that ab 

through uncompromised mobile node should never 

move at speeds in excess of the system-configured 

maximum speed. As a result, even through 

uncompromised (original) mobile speed sensor node 

measure seems to be in the greater part of the 

system-configured maximum speed while measuring 

system with a low error rate. On the other hand, 

replication nodes will appear to move much faster 

than the original nodes, and, therefore, to its extent, it 

is likely that accelerates the system configured 

maximum speed because they need to be in two (or 

more) different places at once. As a result, if it is 

found that a mobile node speed is measured through 

the system configured maximum speed, is very likely 

that at least two nodes with the same identity are 

present in the network. Taking advantage of this 

intuition, the SPRT PORTKMS TCP KMS is 

performed on each mobile node with a null 

hypothesis that the mobile node has not been 

replicated and an alternate hypothesis that has been 

reproduced. In the use of SPRT PORTKMS TCP 

KMS, the emergence of a speed that they will not 

register or exceeds the system-configured maximum 

speed is leads to the acceptance of the null 

hypothesis and an alternative, respectively. Eleven 

the alternative hypothesis is accepted, the replica will 

be revoked the nodes of the network. 

 

3.1.3. A new protocol for detection of the replication 

Node: 

  Attacks in wireless sensor networks mobile . 

Deng and Xiong (2003) have proposed a new 

protocol to detect the replicas in mobile WSNs. They 

have used the idea of polynomial of pairs of key 

distribution and bloom filters to ensure that the 

replicas never lie about their real identifiers and 

collect the number of key pairs established by each 

sensor node. Replicas are detected through the 

assessment of whether the number of key pairs 

established by them exceeds the threshold. The 

protocol works in three steps, the initialization node, 

pairs of creation and detection. Initialization node in 

the nodes, before it is deployed and the key server 

randomly generates a symmetric bivariate 

polynomial in a finite field. After the deployment 

between the nodes, the keys are pairs. Each node 
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periodically report of constructions, including 

identification and counting Bloom filter (or 

compressed count Bloom filter), and sends it to the 

base station. In the base station, counting the bloom 

filters collect the number of key pairs each node. The 

number of nodes whose key pairs exceeds the 

threshold value are considered the clones. 

 

3.2. Distributed Techniques: 

3.2.1. Networks of mobile sensors resistant against 

Node: 

 Attacks Replica . Chia et al. proposed a new 

protocol, called extremely efficient detection 

(WIND), attack against replica mobile node in 

networks of sensors. The idea of exposing is 

motivated by the observation that the networks 

without replicas, if a sensor node meets the other 

sensor node in previous time and sends a random 

number at that time, and then, when and to meet 

again, you can determine if this is the node met 

before applying for the random number . Based on 

this observation, to "remember the challenge and 

strategy" is proposed. Eleven two sensor nodes, and, 

are within the ranges of communication between if, 

in the first place, respectively, generate random 

numbers and bit, and then exchange their generated 

random numbers. It is also used a table to record the 

node ID, the random number generated and the 

random number in their respective memory. In the 

event that the torque of two nodes met before, the 

above procedure is performed, also, that the random 

number stored in the memory has been replaced by 

the newly received random number. Consider the 

example shown in figure 4, in which the sensor is 

with another node sensor . If meets never before, that 

exchange random numbers. Otherwise, the sensor 

node requests the sensor node for the random number 

exchanged determines in much easier. For the sensor 

node, if the sensor node does not respond or reply to 

a number that does not match the number in memory, 

announced the detection of a replica. When the 

replica nodes satisfy the authentic replicas can 

always pretend that meet for the first time. However, 

if the true nodes have a record showing that ever met 

at an earlier time, the replicas are also detected.

 

 
Fig. 3: The operations between two nodes in a real exhibition in time and (gray and black nodes are authentic) 

(Zhu, B., 2007). 

 

3.2.2. Effective Detection and distributed replication 

Node: 

 Attacks on networks of mobile sensors. Chia et 

al. proposed an efficient detection and distributed 

(EDD) and its variant, the efficient storage of EDD 

(SEDD) to detect the effects of node replication 

attack. The idea behind EDD and SEDD is motivated 

from the following observations. For a network 

without replicas, the number of times, , in which the 

node is a specific node, should be limited in a given 

time interval duration with a high degree of 

probability. For a network with two replicas, the 

number of times, which is the replicas with the same 

ID., must be greater than the threshold in the time 

interval of length. In agreement with these 

observations, if each node can discriminate between 

these two cases, each node has the ability to identify 

replicas. The plan consists of two steps: online and 

offline step. The step is not performed by the 

network before the sensor planner deployment. The 

aim is to calculate the parameters, such as the 

duration of the interval of time and the threshold of 

discrimination between the original nodes and 

replicas. On the other hand, the step is performed by 

each node by movement. Each node checks whether 

the nodes are replicas in comparison with the number 

of encounters at the end of an interval of time. It can 

be seen from EDD that each node must maintain a 

list , which lead to storage processes. For efficient 

storage EDD (SEDD) proposed on the basis of 

compensation between storage overhead and a long 

interval. The basic idea behind SEDD is that, in place 

to monitor all nodes, each node controls only a 

subset of nodes, called monitor, in a specific time 

interval. When the cardinality of the monitor settings 

are selected as , the simplest way for each node select 

the nodes that you want to handle in the beginning of 

a time interval is random selection of different IDs. 

Since the storage overhead is equal to the number of 

nodes that is controlled, the storage overhead is 

reduced to the cardinality of the configuration of the 

monitor, , in the SEDD regime. 
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3.2.3. Detection of patrol Replica attacks on wireless 

Sensor: 

 Networks. Wang and Shi have 63 employee 

mobile nodes as patrolmen to detect replicas 

distributed in different parts of the network, in which 

a patrol of detection protocol and two detection 

algorithms for fixed and mobile modes are presented. 

The detection of the replicas of the fixed sensors is 

based on the assumption that if two or more sensors 

in different places have the same ID, then all the 

nodes with the ID will be considered as a danger the 

nodes or their replicas. Also, for mobile sensors 

(patrol), if the mobile node moves with a speed 

greater than the maximum speed specified, shall be 

deemed a replica attack. In the replica static detection 

sensor nodes, mobile patrol when a node is moved 

into a new area, first discover your location, and then 

emits his patrol. Each node will be patrolled by at 

least two mobile nodes. After receiving the messages 

of fixed location, the  node takes the mobile nodes 

that patrol in the anchor and the nodes will be sent 

the patrol its location of the node. After collecting 

the response message, monitoring node to verify the 

location of the node, and if the distance is greater 

than the signal range, is to ignore the wrong message. 

Otherwise, check the ID of the message response 

through the security will be "a legitimate ID has only 

one location." Then save the response of the original 

node (benign) on a white list, save the replication 

node ID in a black list and repeals the identifier of 

the replica for refusing to distribute secret material 

and disseminate its two replies messages to other 

mobile nodes. Then monitoring node moves to 

another location to submit your claim in another 

interval. After a round, which collects all the stored 

information from the white and black lists for the 

user when data is collected from remote sensing? If 

replicas are deployed in the area where a patrol node 

collects its response message interval on a patrol, the 

patrol car may revoke immediately after I receive the 

second response and the distance between the two 

locations exceeds. However, if the replicas of the 

responses are collected by different nodes patrol, 

then there is the base station or by exchange of 

messages of patrol after a round. If the opponent 

commitments and replicates the monitoring node, in 

the first place, an original mobile query patroller, 

wait for the response message after I have come to a 

new position and sends its claim on time, so there is 

an interval of period static after the patrol transmits 

its claim. In consequence, if the node query patroller 

moves and changes its position in time ( ), then it is 

very likely that at least two nodes with the same 

identity are present in the network. In addition, the 

mobile patroller should never move faster than the 

system maximum speed. 

 

3.2.4. Detection of attacks Clone Single-Hop mobile 

node in Wireless sensor networks: 

 Lou et al. (2012) have been proposed to the 

clone node protocol attack detection, namely, the 

single hop detection (SHP) for wireless networks of 

mobile sensors. SUSTAINABLE HUMAN 

DEVELOPMENT protocol exploits the fact that at 

any time, the physical node (or, what is the same, its 

node ID and the private key) may not appear in 

different community of neighbors; otherwise, you 

must be replicas in the network. The community of 

neighbors of a node is characterized by its means a 

jump list of neighboring nodes, which is now 

available in a typical from the WSN sensor nodes 

need to know your neighbors in order to 

communicate with others. SUSTAINABLE HUMAN 

DEVELOPMENT protocol consists of two phases, 

the fingerprint and the fingerprint verification phases. 

In the fingerprint claim phase, each node is forced to 

sign a list of neighboring nodes. A list of neighboring 

nodes is a mark of their current community of 

neighbors, hereinafter referred to as the fingerprint. 

The fingerprint claim is issued in a hop 

neighborhood. After the reception of a fingerprint 

claim of a neighboring node, the receiver node, will 

decide whether to become a witness of the claim 

node. When he decides to become a witness node, 

the node, then check the fingerprint and finally store 

the fingerprint of the witnesses in the country if the 

nodes the claim passed the verification process. In 

the verification phase of fingerprints, when two 

nodes meet with each other, they were witnesses to 

its node lists, and this can be done by joining the 

witnessed list of nodes in the two nodes and then 

control of a possible conflict with fingerprint 

complaint received. A fingerprint in conflict, there 

are two fingerprints claims with the same ID and 

private key two different applications of neighboring 

communities, which involves two detected replicas. 

 

3.2.5. Detect attacks Replica in mobile Sensor Node 

Networks: 

 Theory and methods. Zhu et al. Have  detection 

algorithms proposed two replicas of the networks of 

mobile sensors. In the first place is an algorithm of 

token-based authentication scheme proposed for the 

detection of replication in attack that replicas do not 

cooperate (nonconspiring case).  In the event that the 

replicas of communicating with others in an efficient 

manner, a detection method proposed is based on the 

statistics and the random encounters between 

physical nodes. In the first algorithm, the base station 

transmits periodically to all the detection zone to 

trademark protected by a broadcast authentication 

protocol. The radio announces the beginning of 

detection. To learn of the hour, to a true mobile node 

randomly selects a secret of seeds, where is the 

parameter of common security, and empty your local 

storage of the tokens received previously. The 

discovery is a token of phase and phase of mutual 

authentication when a mobile node first meets with 

another mobile node in the detection round, they 
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change the token with each other and will record the 

tabs in your memories. When these mobile nodes 

meet again in the same round detection, each one 

will ask the other for the symbolic exchange 

determines. After receipt of the correct answer, each 

thinks the other is authenticated. Otherwise, in the 

case of replication, when a real node asks the replica 

(who met before) on the Symbolic Exchange 

determines what they have in their first meeting, the 

replication node in response to, or not with a wrong 

token that is marked as a replica. 

 The second is an algorithm based on statistical 

detection system to detect replicas that cooperate 

with the other. This idea is partly inspired by (Znaidi, 

W., 2009) whose detection principle is that if a node 

is not "seen" by others, it is likely that the node has 

been captured. Similarly, here, the principle is that, if 

in a given node detection of round is "seen" too many 

times by others, it is likely that the node is a replica. 

All node contains a step counter "" and also their 

"knowledge" that consists of boolean variables. Each 

time that a mobile node is with another mobile node, 

which increases the count by 1. If this is your first 

encounter with any mobile node is treated as a well-

known and sets the corresponding bit in the list to 1. 

Once the known list contains all 1 's, the statistics 

stops. Have prognostic value in the stage each node 

reports the number of meetings with other when 

dropping by the base station. The base station is used 

for centralized analysis. Finally, the node with more 

encounters is detected as a replica, and the base 

station finally transmits the entire network of 

duplicate ID. 

 

3.2.6. Emergent Properties: Detection of the Node 

Capture: 

 Attack in wireless sensor networks mobile . 

Conti et al. (2007) have proposed two algorithms for 

the detection of mobile node capture attack in 

wireless sensor networks. The first algorithm is 

simple distributed detection (SDD) in which the 

attack is detected using only local information to the 

nodes. The second algorithm is called cooperative 

distributed detection (CDD) that exploits node 

partnership in order to improve the detection 

capability. Both the proposed algorithms based on 

the simple observation that if the node does not 

remeet node b within a certain period of time, then it 

is possible that the node b has been captured. 

Therefore, in the framework of its autonomy node 

can know the probability that a "still does not 

deliver" node has actually been captured by the 

enemy. The SDD follows the simple observation that 

each node has the task of monitoring a specific set of 

other nodes. For each node that is inserted into the 

scope of communication, to define the meeting time 

for the value of its internal clock and expects to 

launch the corresponding, this will expire after 

seconds. If the timeout expires (i.e. , not remeet), the 

network is awash with an alarm triggered by node to 

revoke in ALD, mobility of the node and network 

node cooperation leveraged to improve detection by 

catch. When two nodes and the exchange of 

information about the nodes (if any) that are tracked 

and , that is to say, the nodes in the node exchanges 

information with regard to cooperation only nodes 

are in the same radio communication. This 

information is used for the node. 

 

3.2.7. Mobility-Assisted Detection of playback on 

mobile: 

 Wireless sensor networks. Deng et al. (2010) 

have proposed two systems for the detection of 

mobile node replication attack in wireless sensor 

networks. The first is called the unary operator time 

location of storage and interchange (UTLSE), and 

the second is called multitime storage location and 

dissemination (MTLSD). In both protocols, after 

receiving the time location of the claims, the 

witnesses carry these assertions about the network 

instead of transmitting them. This means that the data 

is only sent when appropriate witnesses encounter 

between if Only if two nodes with others, give their 

time of claims, that is to say, if a plotter time location 

receives a claim from their monitoring neighboring 

node, not immediately transmit this time of 

complaint to the witness if the witness is not within 

your scope of communication but that stores the 

location until faced with the witness. UTLSE detects 

the replicas of each of the two witnesses who are 

stored only one hour of claim. On the other hand, 

MTLSD stores more claims follow-up time for each 

node and enter the time of dissemination location 

claims among the witnesses. The probability of 

detection of the MTLSD protocol is greater than the 

probability of UTLSE protocol. 

 

5. Debate:     

 Node replication or clone attack is one of the 

most damaging and dangerous threat to a network of 

wireless sensors unattended because in this attack 

against an adversary not only endangers the sensor 

nodes but can also carry out a large number of 

internal attacks for example two attacks, Sybil attack 

and black hole, and a worm attack, became more and 

more by insert arbitrary number of replicas in 

strategic positions of the network. This is more 

niggling Occam and annoying because these 

duplicate nodes, under the control of an opponent, 

have all the key materials, to pretend that authorized 

users in the network and thus deceive the network to 

accept them as legitimate nodes. It is difficult to 

identify replicas for two main reasons. In the first 

place, given that a clone or a replica is considered to 

be completely honest by its neighbors, the legitimate 

nodes may not be aware of the fact that they have a 

clone between them. Voting Mechanisms [33, 69] 

remain unsuccessful  to detect clones nodes that are 

not in the same neighborhood as a voting mechanism 

is used to detect the nodes and prodded the clones in 
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the neighborhood to an agreement on the legitimacy 

of a given node. Therefore, there is a need of 

countermeasure that can detect clones at the global 

level. Secondly, the overall objective of security 

protocols to ensure the sensor communication via the 

network that would create replicas of the peer nodes 

of shared keys with other nodes and the base station, 

and, therefore, in so doing, the replica nodes are able 

to encrypt, decrypt and authenticate all their 

communications as if they were the original captured 

the nodes. 

 The process or stages of the replication node 

attack can be described in the form of a flow diagram 

as shown in Figure 5. The flow diagram describes 

briefly the instigation of the replication node attack 

and its detection, capture physical node, the removal 

of the secret the credentials, cloning, and the 

redistribution and, finally, detection and prevention 

of attack node replication. In stage 1, an adversary 

physically captures a sensor node. Once captured by 

the sensor node remains absent from the network for 

a specific period of time. If the absence of a sensor 

node detects or hardware protected against 

manipulation, the attack will be avoided. Otherwise, 

an attacker or an adversary begins remove all the 

secret materials of the node captured in step 2. In 

stage 3, an adversary reprograms the node captured. 

If the opponent is unable to use a new hardware, it 

can compromise the node and then leverages the 

danger node to disrupt the operation of the network 

activities exhibited by the STIS. In phase 4, an 

adversary makes clones or replicas of the captured 

through the use of the new hardware nodes and these 

replicas have the same ID and all other introduction 

materials such as the capture of the node. After 

making clones or replicas, an adversary deploy in 

strategic positions of the network for more privileged 

information attacks on the stage 5. Finally these 

replicas or clones can be detected through the use of 

various detection technique systems. 

 From clone nodes carry all the cryptographic 

keys and materials, all the traditional authentication 

and intrusion detection techniques are ineffective to 

discover and detect these clones or replicas on the 

network. With this in mind many of the techniques 

have been proposed for the detection of the node 

replication attack and remember that these are 

broadly to the centralized and distributed techniques. 

Some pretty  severe limitations of centralized 

technical as the base station introduces a single point 

of failure, and any transaction of the base station 

which is the solution you want useless of distributed 

computing solutions. An important class of 

distribution node techniques is a witness to the basic 

techniques that are considered even more favorable 

techniques to detect nodes clone. But, according to 

Zeng et al. (2010), replica detection protocols must 

be non-deterministic and fully distributed in order to 

avoid the drawbacks of the testimony. The witness 

node-based strategies must fulfill three requirements 

that have a high probability of detecting clones or 

replicas. Firstly, the selection of the nodes of the 

witnesses must be non-deterministic, since it is more 

difficult for an adversary to launch attacks of clones 

not deterministic protocols with success because the 

witnesses of the node are not known and are different 

in each implementation of the protocol. Secondly, for 

any given node, all nodes should have the same 

probability of being witnesses to that  node during 

the lifetime of the network. Thirdly, the testimony of 

the nodes should be selected from all over the 

network  at random and not of a certain area of the 

network each time that the witness must be uniform 

distribution throughout the network. 

 There are two types of attacks, which are 

variations of the node replication attack and can be 

launched by an opponent testimony based on nodes. 

These are called smart attack replication and masked. 

Smart is a special warning attack danger, and in the 

attack on the opponent chooses which sensor which 

was taken from corrupt in order to maximize their 

chances of replicas of the infections go unnoticed. 

The adversary discovers the testimony the nodes that 

are used to detect the replicas and witnesses only 

commits the nodes in order to avoid detection. The 

testimony based on nodes techniques use a 

framework called claimant-reporter-witness 

framework within which is known as node claimant, 

locally emissions that its location claim to its 

neighbors. Each neighbor serves as a reporter and 

uses a function to map the claimant ID to a witness. 

The neighbor forwards the complaint to the witnesses 

and, if you do not receive two different location 

claims for the same node ID then it means that the 

adversary has replicated to node. The opponent can 

also hire a function to know the testimony of the 

claimant ID, and you can also locate and engage the 

witness node before you insert the replicas in the 

network of wireless sensors in order to evade 

detection. Masked replication in attack, the adversary 

can turn all the neighbors of the replica, to avoid the 

location of plants to the witnesses, therefore, 

eliminating the journalists of all. This attack makes it 

possible for such a replica, whose neighbors have 

been committed, to lie about their physical position. 

Until now, all the witness based on nodes static 

techniques have assumed a WSN, and seems to be 

the most promising even systems to detect the 

replicas of the clones of WSN static, but 

unfortunately these testimony based on nodes and 

systems based on the location of the replication 

systems are capable of detecting and countering these 

attacks types of replication. 

 Today, mobility has become an important field 

of research of WSN community. In mobile WSNs, 

mobility, which plays a key role in the execution of 

the application as the integration of the mobility in 

WSN can improve the coverage and the utility of the 

sensor network deployment and allows detection 

applications more versatile. However, it is also worth 
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mentioning that the introduction of the mobile 

entities (that move freely in the network and are 

autonomous to be able to change position and 

organize in the network) can solve some problems, 

offering many advantages over static WSNs the 

unique properties of mobile WSNs and the topology 

of the network dynamics mobile poses many new 

challenges in the security of mobile WSNs. The idea 

of the detection of static nodes clone WSNs is largely 

based on the elitism of the location of the node 

means that a sensor node must be allied to a single 

implementation position, and if a logical node id is 

associated with two or more physical locations, the 

replication node is detected. But clearly this is not 

applicable to the new mobile WSNs where sensor 

nodes move freely on the network all the time. 

Therefore, a bit of work (which includes significantly 

different scenarios and techniques) has been done up 

to now to cope with the replicas of the clones of 

mobile WSNs. 

 

 
 

Fig. 4: Phases of node replication attack in wireless sensor networks. 

 

 WSNs in mobile, the adversary is mobile. In the 

literature, the course scenario of mobile WSN is that 

the sensors are able to transmit remote sensing data 

in your will, because the receiver is not always 

present. Therefore, the data accumulated in your 

memories have become the target of many -. In 

(Kim, C., 2009), mobile adversary model as 

proposed in the mobile visits and adversary travels 

through the network trying to compromise a subset 

of the sensors in the time interval when sinks are not 

present in the network. The time it takes for a mobile 

adversary to commit a set of sensors is much shorter 

than the time between two successive data 

collections of a receiver. Therefore, it is very 

difficult to wrest the mobile nodes committed, as 

well as mobile clones. 

 Another problem arises when WSNs mobile to 

mobile adversary adopts a more sophisticated 

strategy called "group mobility strategy." In this 

ploy, the replicas so physically close to group that 

always moves together, but only a representative of 

them communicates with the authentic nodes, while 

the rest of the replicas remain inactive as "silent" so 

that students can learn (from encounters with the 

original nodes) of any witness or received instant 

relevant meeting. Eleven the replicas have complied 

with all nodes real (and therefore acquire all the 

knowledge needed to pass later certifications), which 
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are dispersed in the detection zone, and each 

configuration active and autonomous, detection up to 

the next round begins. 

 In addition, when mobile replicas communicate 

and collaborate with others and share their keys or 

random numbers, they can make the detection 

technique does not become frustrated easily. 

Therefore, WSNs mobile offer more challenges as 

regards the detection of replicas, and it is very 

necessary to overcome these challenges by 

developing some of the new, different and more 

effective detection techniques to detect mobile 

replicas or clones. 

 

6. Conclusion: 

 This document reviews the state of the art of 

detection of the node replication attack attack also 

called clone. Current techniques are in general here 

in two classes distributed and centralized. Both kinds 

of systems are responsible for detecting and 

preventing attacks clone, but both systems also have 

some major disadvantages. However, in summary, 

the current study highlights the fact that there is still 

a large amount of challenges and problems in the 

clone of detection that must be resolved to be more 

applicable to real-life situations and also to be 

accepted by the sensor node resource constraints. 
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