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 Web services and applications have increased in both attractiveness and complication 

over the past few years. Daily tasks, such as banking and spam identification are all 
done via the web. Malicious data injections over Internet services and applications have 

become a most vulnerable activity. Abnormality discovery has been a basic research 

topic in data mining and machine learning. Many real applications such as mail 
transactions, intrusion or credit card, money transfer and require an effective and 

efficient support to identify the data instances. Many detection systems are proposed to 

identify the irregularity and thus cannot be easily extended to extensive problems 
without computation and memory necessities. In this paper, we propose an method 

called as online oversampling principal component and it aims to detect the spam 

content from a large online data set. By means of oversampling the data instance, it 
defines and characterizes the right and suitable static form and active behavior of the 

system, which can then be used to detect abnormal changes or anomalous behaviors. 

Depends on the abnormality, our system finds the malicious data and it blocks to reduce 
the network traffic over the web. 
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INTRODUCTION 

 

 A well-known definition of “outlier” is given 

“an observation which deviate so much from other 

observations as to produce suspicions that it was 

generated by a different mechanism,” which gives 

the general idea of an anomaly detection methods. 

Anomaly detection can be found in applications such 

as homeland security, credit card fraud detection. 

Inadequate amount of labeled data are available in 

the above real world applications, how to determine 

anomaly of unseen data draws concentration from the 

researchers in data mining and machine learning 

community. The distinctiveness of the deviated data, 

its presence might enormously affect the solution 

model such as the distribution or principal directions 

of the data. We observe that removing an atypical 

data instance will affect the direction of the resulting 

data than removing a normal one. Therefore, we 

present an online updating technique for our as PCA. 

This updating technique allows us to calculate the 

dominant eigenvector without performing Eigen 

analysis or storing the data covariance matrix. 

Compared to the power method or other popular 

anomaly detection algorithms, the required 

computational costs and memory requirements are 

significantly reduced, and thus our method is 

especially preferable in online, streaming data, or 

large-scale problems. 

 The advantages of web applications are Web 

applications run through a web browser like Internet 

Explorer. The program sits on the PC, or local server 

for traditional applications. On a basic website pages 

are motionless. Web application pages intermingle 

with users requesting and responding to users. The 

most common example is online shopping 

application. Zero install, Reduce costs - low time 

spent talking to customers over the phone; purge 

printed materials; allow users to update their details, 

Centralized data is secure, Quick and easy updates, 

Reach anybody, anywhere in the world.  

 

Literature survey: 

Intrusion detection based on PCA:  

Author-W. Wang, X. Guan, and X. Zhang, Proc. 

Int‟l Symp. Neural Networks, 2004.  

 Intrusion detection is method in the defense-in-

depth network security framework and a hot topic in 

computer security. In this a new intrusion detection 

technique based on Principle Component Analysis 

(PCA) with low overhead and high efficiency is 

presented. System call data and command sequences 
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data are used as information sources to validate the 

proposed method. PCA is applied to reduce the high 

dimensional data vectors and distance between a 

vector and its projection onto the subspace reduced is 

used for anomaly detection. The results show that the 

proposed method is shows potential in terms of 

detection precision, computational expense and 

implementation for real-time intrusion detection.  

 

Anomaly detection a survey: 

Author-V. Chandola, A. Banerjee, and V. Kumar, 

ACM Computing Surveys, vol. 41, no. 3, pp. 15:1-

15:58, 2009. 

 Anomaly detection is an important crisis that has 

been researched within diverse research areas and 

application domains. Many anomaly detection 

techniques have been specifically developed for 

some application domains, while others are more 

generic. This survey tries to provide a ordered and 

broad overview of the research on anomaly 

detection. They have grouped existing techniques 

into different categories based on the fundamental 

approach adopted by each technique. For each 

category they have identified key assumptions, which 

are used by the techniques to differentiate between 

normal and anomalous actions.  

 

Outlier detection for high dimensional data:
 

Author-R. Sibson, J. Royal Statistical Soc. B, vol. 41, 

pp. 217-229, 1979.  

 The outlier detection problem has important 

applications in the field of fraud detection, network 

robustness analysis, and intrusion detection. Most 

such applications are high dimensional domains in 

which the data can contain hundreds of dimensions. 

Many recent algorithms use concepts of proximity in 

order to find outliers based on their relationship to 

the rest of the data. In fact, the sparsely of high 

dimensional data implies that every point is an 

almost equally good outlier from the point of view of 

proximity-based definitions. For high dimensional 

data, the notion of finding meaningful outliers 

becomes substantially more complex and non-

obvious. In this paper, they discuss new techniques 

for outlier detection which find the outliers by 

studying the behavior of projections from the data 

set.  

 

IN-NETWORK PCA: 

 Proc. Advances in Neural Information Processing 

Systems 19, 2007.  

 They consider the problem of network anomaly 

detection in large distributed systems. In this setting, 

Principal Component Analysis (PCA) has been 

proposed as a method for discovering anomalies by 

constantly tracking the projection of the data onto a 

residual subspace. This method was shown to work 

well empirically in highly aggregated networks, that 

is, those with a limited number of large nodes and at 

coarse time scales. To overcome these limitations, 

they develop a PCA-based anomaly detector in 

which adaptive local data send to a coordinator just 

enough data to enable accurate global detection. In 

this method based on a stochastic matrix perturbation 

analysis that characterizes the tradeoff between the 

accuracy of anomaly detection and the amount of 

data communicated over the network.  

 

Angle-based outlier detection:  

Author H -P. Kriegel, M. Schubert, and A. Zimek, 

Proc. 14th ACM SIGKDD Int‟l Conf. Knowledge 

Discovery and data mining, 2008.  

 Detecting outliers in a large set of data objects is 

a major data mining task aiming at finding different 

mechanisms responsible for different groups of 

objects in a data set. All existing approaches, 

however, are based on an assessment of distances in 

the full-dimensional Euclidean data space. This way, 

the effects of the “curse of dimensionality” are 

alleviated compared to purely distance-based 

approaches. A main advantage of our new approach 

is that our method does not rely on any parameter 

selection influencing the quality of the achieved 

ranking. In a thorough experimental evaluation, they 

compare ABOD to the well-established distance-

based method LOF for various artificial and a real 

world data set and show ABOD to perform 

especially well on high-dimensional data.  

 

Identifying distance-based local outliers: 

Author- F. Angiulli, S. Basta, and C. Pizzuti, IEEE 

Trans. Knowledge and Data Eng., vol. 18, no. 2, pp. 

145-160, 2006.  

 For many KDD applications, such as detecting 

criminal activities in E-commerce, finding the rare 

instances or the outliers, can be more interesting than 

finding the common patterns. Existing work in 

outlier detection regards being an outlier as a binary 

property. In this paper, they contend that for many 

scenarios, it is more meaningful to assign to each 

object a degree of being an outlier. This degree is 

called the local outlier factor (LOF) of an object. It is 

local in that the degree depends on how isolated the 

object is with respect to the surrounding 

neighborhood. They give a detailed formal analysis 

showing that LOF enjoys many desirable properties. 

Using real world datasets, they demonstrate that LOF 

can be used to find outliers which appear to be 

meaningful, but can otherwise not be identified with 

existing approaches.  

 

System architecture: 

Existing system: 

 The Internet is overwhelmed by malicious 

activity, from spam, malware and denial-of-service 

(DoS) attacks. Much of it thrives on armies of 

compromised hosts, which are scattered throughout 

the Internet. However, malicious activity is not 

necessarily evenly distributed across the Internet: 

Some networks may employ lack security, resulting 
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in large populations of compromised machines, while 

others may tightly secure their network and not have 

any malicious activity.  

 

Limitations of existing system: 

 If Attackers tries to login with the guessing 

password attack then also the session carried out to 

the original application.  

• The spam message is blacklisted but senders IP 

address is not monitored to block the spam message 

forwarded from particular IP.  

• While data transmission the packet loss by which 

network is not identified and not blacklisted.  

• Hard to defend botnet based attacks.  

• Lack of effective method to detect bots in local 

networks.  

• Spam contents increase network traffic.  

 

Proposed system: 

 In this proposed system, we inspect whether we 

can find malicious networks in a systematic manner 

using on hand blacklists. A systematic detection of 

malicious networks can be used to determine a 

significant amount of malicious activity. Such 

metrics may offer several practical benefits. First, 

ISPs could use them to build identification of 

malicious networks. As an example, provider ISPs 

may use the metrics to require their customers to 

limit the amount of malicious activity in their 

networks. ISPs could also use the metrics to 

determine the usefulness of their efforts and compare 

themselves to other networks. Also, when receiving 

traffic, a destination network could prioritize traffic 

based on the spotlessness of ASs, which the metrics 

can help estimate. This would allow a network under 

attack to prioritize traffic that is less likely to be 

linked with attackers. Our proposed system 

proficiently identifies the spam data and the spam 

mail will be blocked which overcomes the zombies 

attack and network dreadful conditions 

 

Advantages of proposed system: 

• Improves network performance  

• Proficient analysis of spam data set  

• Once the administrator verifies the message as 

spam monitors the spam sender and stores their 

activity in the routing table which helps to easily find 

the spam sender.  

• This system is used independent system from 

unknown privileged user attacks.  

• The network traffic is reduced and secure 

authentication is achieved. 

  

 

 
 

Fig. 3.1: System Architecture. 

 

 

For the anomaly detection problems, the size of the 

data set is typically big, and thus it not be easy to 

take the change of principal directions produced by 

the occurrence of a single outlier. In the above PCA 

framework for anomaly detection, the need to 

perform PCA analysis for a data set with n data 

instances in a p-dimensional space, which is not 

computationally feasible for large-scale and online 

problems. Our proposed oversampling PCA (osPCA) 

shown in Fig. 3.1. together with an online updating 

strategy will address the above issues, as we now 

discuss. We introduce our osPCA, and discuss how 

and why we are able to detect the presence of 

abnormal data instances according to the associated 

principal directions, even when the size of data is 

large 

 

Mail server creation: 

 Mail server creation is the first module in this 

project. Initially the mail server is created to 

communicate with the difference persons through 

email server. The mail server environment includes 

the option for sending email through recipient 

through composer option and they can receive the 

mail from various recipients.  
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Admin: 

 This is the main module, which will maintain the 

overall control of the users from both remote login 

and known machine. Admin and server are the main 

part of the communication in the user‟s side. Here 

the administrator has the information about the 

attacks and the blacklisted information. After 

identifying the message as spam, the administrator 

verifies the message comes from which host address. 

If the same spam sender sending the repeated spam 

message then the particular content will added to the 

spam database table.  

 

Users: 

 Users are the end persons who are making or 

initialize the communication with the server.  

 The attackers are mainly from the remote system 

logins and they are uses the compromised systems.  

• Known machine  

• Unknown or remote login system.  

 

Web access security: 

 Due to their ever-present use for personal and/or 

business data, web services have always been the 

target of attacks. These attacks have recently become 

more varied, as attention has shifted from attacking 

the front end to exploit vulnerabilities of the web 

applications.  

 

Accessibility and Verification: 

 This module will get the cookie storage for the 

checking purpose while the user login from remote 

systems. If the user is first time then the cookie will 

store the data and can‟t verify things for access.  

 

Remote Login Limitation: 

 Once the protocol finds the numerous of wrong 

guess for a single as well for multiple login then the 

process will make some limitation for the remote 

login identity.  

 

Spam detection: 

Preprocessing: 

 The first step towards handling and analyzing 

textual data formats in general is to consider the text 

based information available in free formatted text 

documents. Initially the pre-processing is done with 

existing spam document by following process.  

 

Removing Stop words and Stem words: 

 The first step is to remove the un-necessary 

information available in the form of stop words. 

These include some verbs, conjuctions, disjunctions 

and pronouns, etc. (e.g. is, am, the, of, an, we, our) 

and Stemming words e.g. „deliver‟, „delivering‟ and 

„delivered‟ are stemmed to „deliver‟.  

 

Term Frequency: 

 The data is given a suitable representation based 

on words or terms defined in the text. Different data 

representations methods i.e. term frequency (TF), 

inverse document frequency (IDF) and term 

frequency and inverse document frequency methods 

may be used at this level of information processing. 

This is very important module, While composing 

new mail, server performs pre-processing and 

clustering to identify whether the user is sending 

spam content. If the content is identified as spam 

then the content will be blocked by the server so the 

message will be blocked and cannot be transmitted to 

recipient. This process reduces traffic and zombies 

attack in the network.  

 

Reports: 

 It is the outcome of admin checking and the 

cookie detail for the whole process here the admin 

can refer the limitation to suite for particular remote 

login system and filtering the spam sender activity 

list. 

 

Conclusion: 

 In this paper, an online detection method based 

on oversample PCA, that the osPCA with LOO tactic 

will magnify the effect of outliers, and thus we can 

successfully use the difference of the dominant 

principal direction to identify the occurrence of rare 

but irregular data. When oversampling a data 

instance, our proposed online updating technique 

enables the osPCA to efficiently update the principal 

direction without solving Eigen value decomposition 

problems. Furthermore, our method does not need to 

keep the entire covariance or data matrices during the 

online detection process. Therefore, compared with 

other anomaly detection methods, our approach is 

able to achieve satisfactory results while significantly 

reducing computational costs and memory 

requirements. Thus, our online osPCA is preferable 

for online large-scale or streaming data problems. 

Future research will be directed to the following 

anomaly detection scenarios: normal data with multi 

clustering structure, and data in an enormously high 

dimensional space. There is scope for future 

development, the world of computer fields is not 

static; it is always subject to be dynamic. The 

technology which is famous today becomes outdated 

the very next day.  
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