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 Security in wireless sensor networks is of paramount importance due to the 

locations of deployment of the nodes. Since the charge remaining in the nodes is 

also a major concern in sustaining the network, a tradeoff is always imposed on the 
level of security and the routing technique to be used for message transmission. This 

paper presents a metaheuristic based routing strategy (FASER) that not only 

provides a secure routing path, but also lowers the energy consumption by providing 
efficient paths. Neighbor trust is used as the major components for identifying the 

legitimacy of the node. Agent based trust detection is performed, which utilizes low 

energy packets to identify the trust levels. Comparisons were performed based on 
the features available in the existing security protocols and it has been identified that 

FASER exhibits better security features and low overhead. 
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INTRODUCTION 

 

 Wireless Sensor Networks (WSN) is a collection 

of nodes formed without establishing a defined 

infrastructure or centralized administration. Due to 

the rapid growth in the electronics industry, the cost 

of components has been comparatively reduced, 

which makes it affordable. Thus the applications of 

sensor networks range from civilian to military 

environments. Sensor networks are usually deployed 

in unattended or holistic environments; hence they 

are usually prone to physical damage or compromise. 

Hence the major necessity of any sensor network is 

to provide a fast, secure and energy efficient 

algorithm to transfer messages to the base station. 

Another major necessity for the routing algorithm is 

to be able to withstand physical compromise of 

nodes, since the areas of deployment of the sensor 

nodes tend to be unattended.  

 Sensors are usually small battery operated 

devices that have limited to no computation 

capabilities and low storage capabilities. The sensors 

in a network are usually connected to the base 

station, which collects all the information from the 

sensors to perform a particular task. They do not 

generally communicate within themselves and it is 

usually not necessary. They are used in areas where 

the information to be collected is constant, with least 

or no computation required.  Since, sensors are 

battery operated, power remains to be  the major 

concern in the network. The major concern for a 

WSN is the rapid depletion of some nodes, while 

other nodes remain operational. Hence specific 

requirements of the routing algorithm in a WSN 

include equal usage of all the nodes in the network 

such that the lifetime of the network is prolonged.  

 It is also mandatory to determine the 

trustworthiness of the neighbors, in order to identify 

the probable nodes through which successful 

transmissions can be performed. Energy being the 

major concern, the most successful path is the best 

path to be considered for transmission, since 

retransmissions prove to be costly. The option of 

multi path routing is also an available option during 

routing, but this option is to be used only for time 

constrained applications and applications requiring 

high availability, otherwise, multi path routing is 

considered to be a waste of the resources.  

 Hence the routing algorithm used for performing 

decisions is made in accordance with the 

requirements of the application utilizing the sensor 

data. This paper presents an algorithm that performs 

effective routing of the packets with least 

computation overhead and maximum security. 

 Figure 1 shows the classification of routing 

protocols on the basis of their functionalities. The 

general classification is made on the points that 

trigger the working of these protocols. Protocols that 

work effectively in terms of routing(Ouadjaout et al, 

2008, Ma et al, 2007, Deng et al, 2002, Deng et al, 
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2004, Nasser, 2007a, Nasser, 2007b, Lou and Kwon, 

2006, Lu et al, 2007, Mavropodi et al, 2007, Lee et 

al, 2007, Lee et al, 2005, Chen and Lenetre, 2009). 

All these protocols describe preventive measures. 

Since multipath routing itself consumes energy, the 

aspect of incorporating security within the messages 

is compromised. The next division is made on the 

aspect of support for security operations, these can be 

preventive (Deng and Han, 2008, Ling and Znati, 

2005, Chan, 2003), detecting intrusions (Al-Wakeel 

and Al-Swailemm, 2007) or hybrid (Ozdemir, 2007). 

The final division is made on the basis of attack 

specific methods, which includes (Lee and Choi, 

2006a, Lee and Choi, 2006b, Abu-Ghazaleh et al, 

2005, Zhang et al, 2006, Ramaswami and 

Upadhyaya, 2006, Song and Qian, 2005, Zhao and 

Delgado-Frias, 2006, Cheng-Fu et al, 2008, Vaidya 

et al, 2007). Comparison of these methods on the 

basis of their functionalities is presented in detail in 

Tables 2 and 3. 

 
Fig. 1: Taxonomy of secure multipath routing protocols in WSNs. 

 

Firefly Algorithm Based Secure and Energy Efficient 

Routing (FASER): 

Threat Model: 

 Threat model is defined as the probable attack 

expected of the adversary and the possible counter 

measures presented by the algorithm under review. 

Threats occur in all the three phases of transmission 

in a WSN, namely; 

• Route Discovery 

• Data Forwarding 

• Route Maintenance 

 Table 1 presents the routing process and the 

possible activity that can be carried out by the 

adversary, the type of packets that are affected and 

the outcome of such an attack. 

 

Table 1: Threat model and its effect on the network. 

Routing process Adversary’s activity Type of packets affected 

Route discovery  Imitate as the base station and perform frequent 
route request broadcasts 

 Spoofing attacks 

 Cloning attacks 

 Eavesdropping 

 Data Modification attacks (Fabrication) 

 Man in the middle attack 

 Passive Monitoring 

 Impersonation 
 

 HELLO packets 

 Route discovery packets 

 Routing Table details 

Data forwarding  Eavesdropping 

 Fabrication 

 Altered/Spoofed routing information the 
observations committed 

 Data/observation packets 

Route 

maintenance 
 Node Outage 

 Imitate as the base station and perform frequent 
route request broadcasts 

 Spoofing attacks 

 Cloning attacks 

 Eavesdropping 

 Data Modification attacks (Fabrication) 

 Man in the middle attack 

 Passive Monitoring 

 Impersonation 

 Route maintenance packets 

 Update packets 
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Agent Based Trust Level Maintenance: 

 The current routing method uses agents to 

identify the trust level among the nodes. Agents are 

broadcasted, and they reach all the 2-hop nodes of 

the current node are transmitted into the network by 

each node. The packets are intended to pass through 

all the 1-hop neighbor nodes. The received 

acknowledgements reveals the nature of the 1-hop 

nodes. Depending on the acknowledgement received, 

the trust level of the 1-hop node is identified and 

recorded. This process is performed periodically such 

that the trust level remains up to date. The time 

interval being allotted for the messages is determined 

by the administrator, depending on the acceptable 

loss level and the network lifetime. 

 The size of agents are maintained small such that 

they do not consume much of the energy from the 

sensor nodes. Since data transmission is carried out 

only with two hops, the level of charge depletion is 

also minimal. The trust level details about single hop 

nodes are alone stored, hence memory requirements 

for this method are also minimal. Further, the trust 

details obtained by a node is not shared with any 

other nodes, hence error propagation and additional 

communication overhead are reduced. Due to the 

periodic updates a node is bound to identify less 

trusty nodes sooner or later, hence inaccuracies are 

tolerated in this time interval. Determining the time 

interval plays a vital role in the process of 

determining the accuracy of the system. Most of the 

routing mechanisms do not concentrate on the 

dynamic nature of the network. Mostly the network 

is considered to be static and routing algorithms are 

applied to it. Since neighbor detection and trust 

detection is performed periodically, the dynamicity 

of WSN is automatically accounted by the algorithm. 

 

Firefly Algorithm based Secure and Energy Efficient 

Routing (FASER): 

 Firefly algorithm [27] is a nature inspired 

metaheuristic algorithm that works on inspiration 

from the flashing behavior of the fireflies. The basic 

nature of fireflies is to get attracted towards the ones 

brighter than itself. Firefly algorithm works on the 

basis of the following assumptions 

1. All fireflies are unisexual, hence a firefly has the 

probability of being attracted to all other fireflies; 

2. Attractiveness is proportional to their brightness, 

and for any two fireflies, the less bright one will be 

attracted by the brighter one; but distance reduces the 

brightness levels; 

3. If there are no fireflies brighter than a given 

firefly, it will move randomly. 

The brightness is usually associated with the 

objective function. 

 The objective function, according to our 

problem is defined by two parameters, the trust value 

and charge contained in the node. Hence multi 

objective firefly algorithm [28] becomes our choice 

of algorithm for use in the route selection process. 

The objective function can be described as, 

 
 

  

where, 

n is the number of sensor nodes in the network, 

τ refers to the trust level of the node, 

ρ refers to the remaining charge available in the 

node. 

Higher the charge and trust, better is the probability 

for selecting the node. 

Being a maximization problem, the light intensity (I) 

can be mapped to our objective function as, 

  

We can also say that, 

  

Hence by equation (1) 
  

where, 

Ij is the light intensity of the firefly j. 

 Firefly algorithm is based on the continuous 

domain, while the problem of route selection is 

discrete. Hence a method to map the continuous 

domain to discrete domain is to be formulated. We 

assume the approach of approximation for solving 

this issue. The location determined by the firefly 

algorithm is approximated to a radius of five units in 

the plane.  Any co-ordinate falling within the circle is 

considered as the potential next hop. 

 After the hop is made to the next node, the 

charge automatically decreases. The trust value of 

the node automatically finds an increase. The update 

formula for trust increase is 

 

  

where, 

 represents the absorption co-efficient, 

r represents the distance. 

 is the user defined constant and  is the vector. 

In our problem,  is considered proportional to the 

charge (), hence  

  

 Hence, as the number of transmissions through a 

node increases, its charge automatically reduces and 

the probability of selection is also reduced. It is 

mandatory to note that a balance should be achieved 

between the trust value and the charge available, 

such that the network depletion is gradual and does 

not happen due to the complete drain of a single 

node. Further, usage of metaheuristic algorithm 

confirms the prediction of random paths for each of 

the iterations, hence security is maintained. Since the 

trust level of a node is incremented after each 

transmission, it might reach a very high value that 

tends to dominate the transmissions. Hence the trust 

value is limited with upper and lower bounds. 
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RESULTS AND DISCUSSION 

 

Simulation setup: 

 Simulations were carried out using 200 sensor 

nodes, each with equal charge on all the nodes. The 

network is configured and the periodic updates are 

triggered in batches such that the update packets 

from the nodes do not create network congestion. 

During the initial setup, all the nodes are set 

legitimate and hence equal trust level is applied to all 

the nodes after the neighbor discovery. 

 

Discussion: 

 Compromises were made on the node after a few 

transmissions. Sink holes were gradually introduced 

in the network and HELLO flooding was performed. 

Trust level of the compromised nodes were gradually 

found to decline after the periodic updates and few 

transmissions. Figure 2 shows the average trust level 

of the nodes obtained from the network. Negative 

trust levels can be observed from the figure which 

suggests nodes under attack. Mechanisms for 

improving the trust levels of the nodes without a 

master reset is also included, hence nodes that had 

overcome the attacks also have chances of gradually 

increasing their trust levels.  

 Selection overhead refers to the time taken for 

computing routes for a packet to be transmitted. It 

can be observed from Figure 3 that the time taken for 

route computation remains mostly constant, while 

some spikes can be observed during times of heavy 

traffic. On average it was observed that the time 

taken for computing routes is 6.8 sec. 

 

Comparison: 

 Comparisons were performed on the basis of 

security requirements, attacks and several 

fundamental aspects. Table 2 presents the 

comparison between security requirements of the 

protocols. 

 

 

 

 
 

Fig. 2: Trust Values of the Nodes. 

 

 
 

Fig. 3: Selection Overhead (ms). 
 

 



33                                                                          V. Upendran et al, 2015 

Advances in Natural and Applied Sciences, 9(8) July 2015, Pages: 29-35 

Table 2: Protocols comparison based on security requirements. 

Security requirements 

addressed 

by the protocol 

Authentica-

tion 

Integrity Confiden-

tiality 

Freshness Energy 

Consumption 

Reliabili-ty Self-

healing 

FASER         Good   

SEIF [1]           Good  

MVMP [2]         Good   

INSENS [3]          Limited  

Deng et al. [4]          Medium  

JERT [5]        Good   

Ling and Znati [6]         Good   

Chan et al. [7]       Good  

SEER [8,9]       Medium  

H-SPREAD [10]         Good   

PRSA [11]       Medium   

SeRINS [12]          Medium   

Lee and Choi [13]         Medium   

Abu-Ghazaleh et al. 
[14] 

        Medium   

Zhang et al. [15]          Medium   

Ramaswami and 

Upadhyaya [16] 

     Medium   

Song et al. [17]      Good   

Zhao and Delgado-

Frias [18] 

     Limited   

ESRS [19]          N/A   

Lu et al. [20]       Limited  

SAODV-MAP [21]          Medium  

SecMR [22]          Variable  

Lee et al. [23,24]        Good  

Chen and Leneutre 

[25] 

       Good  

SELDA [26]       Medium  

  

 Table 3 presents the comparison of protocols 

with respect to security attacks. It can be found that 

the FASEER method will perform retransmission on 

a few packets, but as the network evolves, the trust 

levels start decreasing and the algorithm avoids these 

nodes. The time taken for counteraction is directly 

proportional to the detection time. 

 

Table 3: Protocols comparison based on security attacks, considering mostly inside adversaries. 

Security attacks  addressed 

by the protocol 

Selective 

forward 

Sinkhole Sybil Wormhole Hello 

FASEER           

SEIF [1]        

MVMP [2]  N/A N/A N/A N/A 

INSENS [3]        

Deng et al. [4]      

JERT [5]  N/A N/A N/A N/A 

Ling and Znati [6]  N/A N/A N/A N/A 

Chan et al. [7]  N/A N/A N/A N/A 

SEER [8,9]        

H-SPREAD [10]      

PRSA [11]      

SeRINS [12]        

Lee and Choi [13]          

Abu-Ghazaleh et al. [14]           

Zhang et al. [15]  N/A N/A N/A N/A 

Ramaswami and Upadhyaya 
[16] 

      

Song et al. [17]        

Zhao and Delgado-Frias [18]       

ESRS [19]        

Lu et al. [20]      

SAODV-MAP [21]         

SecMR [22]        

Lee et al. [23,24]      

Chen and Leneutre [25]      

SELDA [26]       
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Conclusion: 

 Security and power conservation has become the 

major aspects of tradeoff in WSNs. This paper 

presents a metaheuristic based routing algorithm 

(FASER) that provides an energy efficient routing 

solution, and an agent based mechanism to identify 

the trust levels of the nodes for future transmissions. 

The overhead was monitored and it has been found 

that the average overhead for a complete path in a 

network comprising of 200 nodes is 6 sec approx., 

which is an acceptable time delay considering the 

size. Comparison of security related parameters also 

reveal that FASER is an effective protocol in 

maintaining the sustainability and the security 

involved in a network.  

 Enhancements can be provided by incorporating 

aggregation mechanisms in the packet forwarding 

phase, which can limit the number of packets being 

transferred in the network. Though the proposed 

mechanism performs effective transfer of packets, it 

is not free from sniffing attacks, with which an 

adversary reads thee message and drops it back into 

the network. An encryption mechanism can be 

incorporated to provide enhanced security. 
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