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 Completely Automated Public Turing Test to tell Computers and Humans Apart 

(CAPTCHA) is used as a guard from malicious script like bots. This method is mainly 

used to differentiate the user accessing website is a valid user or not. The present 
research deals with image based techniques that incorporate object identification as an 

initial authentication to provide solution. This method is simple for humans to solve and 

provides high level of security by being resilient to computerized attacks. The required 
objects for this method to create a captcha are stored in a database. A composite image 

is generated randomly by combining at least four images and a single question is related 

to it. For each displayed image, appropriate questions are generated and stored in the 
database. User has to choose appropriate picture based on the question which appears 

on the screen. Text will be embedded into the image. User should pick the appropriate 

text and the respective text will be activated in the chosen area. Arithmetic operation is 
solved using random values. Then system will verify the text and generate response 

based on the selection. If the user clicked-image is correct, and then the user is 
considered as a valid user, otherwise the user is considered as a robot or computerized 

script. 

 

 

© 2015 AENSI Publisher All rights reserved. 

To Cite This Article: Muthukumar Subramanyam, Pasuapthi Perumal Samy, V.Priya and Gayathri Devi, S., Development of Super 

Captcha  for A Secured Web Transaction, Adv. in Nat. Appl. Sci.,  9(12): 89-94, 2015 

 

INTRODUCTION 

 

The development of SUPER captcha can be 

expanded as “SECURED USER PERCEIVABLE 

EFFICACIOUS AND RELIABLE” captcha. Mostly  

CAPTCHAs are  on dependent language and they are 

not suitable for multilingual worldwide usage. This 

paper mitigates the shortcomings of existing 

approaches and proposes a new CAPTCHA, termed 

as SUPER CAPTCHA, which also leverages touch 

screen technology in mobile devices to make 

CAPTCHAs user –friendly. CAPTCHA is a simple 

test that is easy for humans but extremely difficult 

for computers to solve. CAPTCHA has been used in 

websites which are based on commercial activities 

and web-based email providers, Ticket Master, Go 

Daddy, and Face book to protect their resources from 

attacks initiated by automatic scripts. Online 

Registration and web services log in requires users to 

solve captcha by displaying distorted text image 

.This captcha will provide protection for web 

services from the computerized scripts. This test is 

known as authentication mechanism which separates 

normal human users from robots. The human solve 

the test by guessing and passes it successfully. 

 

Related Work: 

The purpose of captcha creation  is mainly used 

to protect online services from abuse. Text captcha 

will contain randomly distorted text. It will contain a 

collection of alphabets and numerics.User has to type 

those distorted text to solve this captcha. Audio 

captcha will involve the audio task based on 

recognizing the audio. This will also helps to filter 

humans. Image captcha depends on hard AI problem 

and difficult to break. This will contain set of images 

and questions. It can be answered by recognizing the 

image. In puzzle captcha, user has to solve a simple 

puzzle using images. In this, robots can fail but 

humans can easily solve.  

 

2.1 Fg Captcha: 

Captcha tests are mainly used to differentiate 

human and computer users. Users face some 

difficulties in a modern mobile environment because 

they rely on keyboard based inputs which provides 

language dependency. The use of smartphones, 

tablets and other mobile device usage gets increased 

nowadays. This poses a challenge in providing better 

online security. In this paper, a novel image captcha 
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is proposed which combines touch based inputs with 

genetically optimized face detection tests. It also 

provides a solution to user that is simple for humans 

for providing solution. Fg captcha  (Muthukumar 

Subramanyam, Pasupathi, P., G. Chandrasekaran, 

2015) provides high human success rate and lower 

machine attack rate using face detection tests. Text 

captchas are not suitable for multilingual 

applications. Because they are language 

dependencies. This overcomes the limitation of 

existing captcha. 

 

2.2 Captcha Generation for Secure Web Services: 

The captcha is generated using markov text and 

time variance (Converse, Tim, 2005). Noise addition 

along with misalignment of characters is also done to 

increase the robustness of captcha. Most of the time 

these internet sites require registration to access these 

services. Scripts are being created to steal services 

and to perform fake transactions. The captcha is 

refreshed after predefined time without affecting the 

web page. Automated programs have enough time to 

apply processes and break the captcha between the 

duration of form load and submit. Decreasing this 

duration may add to more security. The background 

noise is added to CAPTCHA image not related to 

context but making context of CAPTCHA harder to 

read. For instance, intersecting lines on context 

characters of a CAPTCHA image is one of the 

noises. In this paper, user presents a captcha that is 

more secure by using markov text for string 

generation, addition of noise, misalignment of 

characters. The concept of time variance in captcha is 

refreshed after certain time interval which posses a 

great challenge for automated programs to determine 

that captcha is finally submitted by the user. This 

increases the security even more and minimizes the 

possibility of automated programs to break the 

captcha and access the services of internet sites. 

Selecting words from dictionary and displays them 

corrupted and distorted in an image to gain entry to 

the service. Disadvantage is that it is broken due to 

limited words in dictionary. 

 

2.3 Image Recognition Captchas: 

User proposes and implements three 

CAPTCHAs (Chew, Monica, and J. Doug Tygar, 

2004) based on identification images, unique images, 

and identifying an strange image out of a set. PayPal 

and Yahoo already require CAPTCHAs in order to 

provide services. This research focus not only on the 

underlying security issues raised by these 

CAPTCHA proposals, but also on their usability. The 

idea of using image recognition for CAPTCHAs is 

traditional , but no previous formal study of such 

CAPTCHAs exists. Text-based CAPTCHAs 

alternatively require the user to transcribe an image 

of a word, but seem to be easy to break . The naming 

CAPTCHA presents six images to the user. If the 

user correctly types the common term associated 

with the images, the user passes the round. The 

distinguishing CAPTCHA presents two sets of 

images to the user. With equal probability, both sets 

either have the same subject or not. Captcha will be 

easy for humans to guess and hard for machines.

 

 
 

Fig. 1: Types of Captchas (a) Text Captcha, (b) Image Captcha, (c) Audio Captcha, (d) Video Captcha 

 

2.4 Captcha: A Security Measure Against Spam 

Attacks: 

CAPCHA is used as a simple puzzle 

(Muthukumar Subramanyam, Priya. V., 2015) which 

restricts various computerized programs to sign-up e-

mail accounts, cracking passwords, spam sending. 

CAPTCHA helps in preventing the access of 

personal mail accounts by some unauthorized 

computerized scripts. CAPTCHA uses the concept of 

Turing Test, in which CAPTCHA system acts as 

evaluator. Many companies have their own site for 

business. In order to use these services user has to 

register on the website, so many people exploit such 

free services by duplicate registration. The 

CAPTCHA test is simple visual test or simple puzzle 

that any human can crack this test or puzzle but 
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automated program or internet bots will not be able 

to crack such challenges. Hence it will not be able to 

gain access to the services provided by the various 

websites. Captcha are difficult to read on the smart 

phone and portable computer screens. 

 

2.5 Imagination: 

CAPTCHA acts as an authentication tool (Datta, 

Ritendra, Jia Li, and James Z. Wang, 2005) for 

providing security by answering the question rightly 

which can be easily solved by human’s .Because, 

they have speed constraint and can answer quickly 

compared with machines. This imagination system 

consists of randomly selected images along with 

distortion. This provides easier access to humans and 

expensive for machines. This system provides a set 

of images tiled to form a composite image. User 

should select an image that she wants to answer, by 

clicking near its center. After clicking the image, a 

controlled distortion is provided. Selected image will 

display a set of word choices associated with it. If the 

click is non-proximal to any of the center or the 

choice is invalid means process gets repeated. 

Limitations are user face misspelling and polysemy 

problem. 

 

2.6 Captcha As Graphical Passwords: 

Cued-recall systems typically require that users 

remember and target specific locations within an 

image. This feature is an easier memory task than 

pure recall, intended to reduce the memory load on 

users. These systems are also called loci metric as 

they rely on identifying specific locations. That 

memory task differs from simply recognizing an 

image as a whole.  Cued Click-Points (CCP) is a 

click-based scheme (Powell, BRIAN M., et al., 

2014)  where users select one click-point on each of 

5 images presented in sequence, once at a time. Each 

image after the first is a deterministic function of the  

image, that coordinates the user entered click-point. 

Persuasive Cued Click-Points (PCCP) is a variation 

of CCP designed to persuade users to select more 

random passwords. It functions like CCP, but during 

password creation the image is dimmed except for a 

small square view- port area randomly positioned on 

the image. Hence users select a click-point from 

within this viewport, or may press a “shuffle” button 

to randomly reposition the viewport until a suitable 

location found.  Captcha is now a standard Internet 

security technique to protect online email and other 

services from being abused by bots. The pixel colors 

in click points are considered in the color pattern 

analysis model. Pattern based attacks are handled 

with Color and Spatial patterns. Click point 

relationship are not analyzed. Dictionary attacks are 

not handled. 

 

Approach: 

In this super captcha system, we have image 

captcha, text captcha and controlled distortion. All 

the images are loaded into the database. These three 

levels of authentication is easy for humans and 

expensive for machines. This super captcha consists 

of a series of mouse clicks to allow the user to solve 

captcha. Each image is mapped with questions. They 

can be accessed using common id.This consists of 

various elements. They are set of objects, distortions 

to hijack the robot that reduces attack rate and 

questions for each object that makes the process 

easier for humans. 

 

A. System Architecture: 

Initially, various category of objects along with 

questions are stored it in a database. A Composite 

image is formed by randomly combining at least four 

images and a single question related to it. For each 

image, relevant question is displayed along with 

image. If user selects an correct image means, then 

he is considered as an valid user, otherwise he is 

considered as some computerized scripts. Distortions 

are added to improve the level of security .In each 

image, text is embedded on it. It will be shown when 

an user picks an picture. Embedded texts are picked 

using the virtual keyboard by mouse clicks. Finally, 

arithmetic operation is integrated. Then system will 

verify the text and generate responses, based on the 

selection.

  

 
Fig. 2: System Architecture 
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B. System Flow Diagram: 

In System Flow, a various category of images 

along with the questions relevant to it are stored in a 

database. A composite image is generated randomly 

by combining at least four images and a single 

question associated with it. In addition to the images 

and questions, a random text is also stored in the 

database for the future use of integrating it into the 

image. Text will be integrated into the image; user 

should pick the appropriate image based on the given 

question. Once the picture for the suitable question 

has been chosen then appears random text. User 

should pick the proper text and respective text will be 

activated in the chosen area. Finally, puzzle is 

provided as third step. Then system will verify the 

text and generate response based on the selection.

 

 

 
Fig. 3: System Flow 

 

C. Module Description: 

Modules used in this captcha creation are, 

Uploading Images, Composite Image Generation, 

Distortion Addition, Question tag model and 

Validation. The following section describes the 

stages involved. 

 

Uploading Images: 

A various category of objects along with the 

questions associated with it are stored in a database. 

A common id is used in order to map the images with 

the appropriate questions. In addition to the images 

and questions, a random text is also stored in the 

database for the future use of embedding it into the 

image. Finally, arithmetic operations are also solved 

using random values.  

 

 Composite Image Generation: 

A single composite image is formed by the 

combination of four images. An image has been 

selected by the user. The user needs to provide the 

solution for the arised question from the image.  The 

user should then select an image she wants to answer 

by clicking near its center. Once the click operation 

is performed, then the embedded random text 

displayed. This model contains only composite 

image creation. This is followed by question tag 

model. 

 

Distortion Addition: 

Random lines are added as distortion for 

decreasing the acceptance rate and improving the 

level of response of human authentication. Distortion 

is often given credit for being the most effective 

CAPTCHA property to disrupt classification by the 

OCR component of an automated attack. However, it 

can also heavily decrease the accuracy for a human 

solver if implemented excessively.  

 

Question Tag Model: 

In Question Tag model, there are two levels of 

authentication. They are text identification and 

solving arithmetic operation. Each image is mapped 

with a single question. But, a random single question 

is generated and assigned for each composite image 

based on category. For each image, random texts are 

embedded on it. Once the user selects an image 

based on the question the text gets displayed to the 

user. User has to pick keys from the keyboard by 

mouse-clicks; finally, user has to solve the arithmetic 

operations using random values as a level of 

authentication. 

 

Validation: 

Validation process checks all the three levels of 

authentication. They are object identification, text 

identification and solving arithmetic operations. This 

module deals with the validation of super captcha to 

evaluate the form. The user has to solve all levels to 

prove that the user is authenticated user or human 

rather than robot or computerized scripts. 

D.  Algorithm: 

3 Input: image i, category c, question q, text t. 

4 Output: display SUPER Captcha. 

5 Algorithm: SUPER Captcha (i,c,q,t)begin 

Load images i into Database D; 

Read image i from D; 

Check category c of i; 

for(i=1;i<=4;i++) 

if(i==c) 

Read image i from D; 

else 
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Exit; 

end 

create composite image ci1 with appropriate 

question q; 

Store results in R1; 

If(ci1==q1) 

display text t1; 

pick keys from keyboard; 

store results in R2; 

End 

Solve arithmetic operation a1 with random 

values; 

Store results in R3; 

If(R1==R2) 

then if(R2==R3) 

display “CAPTCHA valid”; 

else 

display “CAPTCHA invalid”; 

end 

Endif 

End 

 

Experiments And Results: 

A composite image is formed randomly by 

integrating at least four images and a single question 

related to  it. For each  image, relevant questions are 

generated and stored in database. User has to choose 

relevant picture based on the question which is 

displayed on the screen. Whenever he clicks the 

correct picture means,the user is considered as valid 

user or else the user is considered as robots. The 

performance of the research, creation of super 

captcha was qualitatively performed by conducting a 

survey among  users. The users were asked to 

evaluate the result obtained based on a response rate . 

The graph can be drawn using the parameters 

response rate and the number of users.  

This security scheme enables, avoidance and  

prevention of web services from automated 

attacks.Captcha is easy for normal  users to solve and 

hard for automated scripts to pass. Only human can 

easily perceive the image content of captcha and it 

increases human authenticated performance. Security 

breaching is highly controlled. Finally, the average 

response rate evaluated as a performance measure 

seems to be 80.8% which is an excellent measure. 

This confirms that the research carried out is 

excellent in terms of user’s response.

 

 

 
 

Fig. 4: Valid process 

 
Fig. 5: Graphical representation of Super Captcha 

 

Conclusion And Future Work: 

A.Conclusion: 

This Captcha will avoid machine learning attack 

due to its complexity. It has three levels of 

authentication to provide more 

security.Confidentiality is guaranteed in this captcha, 

so that only human can decipher the captcha. This 

Captcha system was created by combing object 
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recognition techniques with knowledge based 

component. The system asks users to identify certain 

objects within a scene and evaluate answer based on 

certain level of acceptance to deem the user as 

human. All levels are solved using simple mouse 

clicks only. The system was determined to be user 

friendly by allowing users, the possibility of solving 

it with as little as single click. It provides ease of 

access to human and improves human accuracy rate 

and also lower machine attacks rate. 

 

B.Future Work: 

This proposed work can be further extended by 

analyzing more performance metrics inorder to 

improve the effectiveness . The performance metrics 

can be accuracy rate, error rate and the overall time 

taken to complete the challenge response test. The 

proposed captcha technique can be made more 

generic to suit various realtime applications.  

 

REFERENCES 
 

Baluni, Adarsh and Sayali Gole, 2013. "Two-

Step CAPTCHA: Using a Simple Two Step Turing 

Test to Differentiate between Humans and Bots" 

International Journal of Computer Applications., 

81(16): 48-51. 

Chew, Monica, and J. Doug Tygar, 2004. Image 

recognition captchas. Springer Berlin Heidelberg. 

Converse, Tim, 2005."CAPTCHA generation as 

a web service" Human Interactive Proofs. Springer 

Berlin Heidelberg, pp: 82-96. 

Datta, Ritendra, Jia Li, and James Ze Wang, 

2009. "Exploiting the Human–Machine Gap in 

Image Recognition for Designing CAPTCHAs" 

Information Forensics and Security, IEEE 

Transactions, (3): 504-518. 

Datta, Ritendra, Jia Li, and James Z. Wang, 

2005. "IMAGINATION: a robust image-based 

CAPTCHA generation system" Proceedings of the 

13th annual ACM international conference on 

Multimedia. ACM. 

Gao, Haichang, 2010."A novel image based 

CAPTCHA using jigsaw puzzle" Computational 

Science and Engineering (CSE), 2010 IEEE 13th 

International Conference on. IEEE. 

Golle, Philippe, 2008. "Machine learning attacks 

against the Asirra CAPTCHA" Proceedings of the 

15th ACM conference on Computer and 

communications security. ACM. 

Manzoor, Mr Shaik Muhammed, and Mrs 

Kumari, "Securing Websites through Multi-

CAPTCHA." 

Obimbo, Charlie, Andrew Halligan and Patrick 

De Freitas, 2013."CaptchAll: An Improvement on 

the Modern Text-based CAPTCHA" Procedia 

Computer Science, 20: 496-501. 

Muthukumar Subramanyam, Priya. V., 2015. " 

A Study of Captcha Techniques and Development of 

SUPER Captcha for Secured Web Transactions ", 

International Journal of Applied Engineering 

Research, ,ISSN 0973-4562 10: 21. 

Muthukumar Subramanyam, Pasupathi, P., G. 

Chandrasekaran, 2015.“ A Study and Analysis of 

Various Text Based Captcha and their 

Classifications”, National Conference on 

Engineering  Applications for Developing Smart 

Cities, ISBN: 978-84743-37-6. 

Muthukumar Subramanyam, 2015.“An 

Investigation of Image Captcha Techniques for 

Securing Online Payments through Payment 

Gateways”, National Conference on Computing and 

Communication, 978-93-5212-781-8. 

Pawar, S.E., and M. Bauskar Makarand, 

"Captcha: A Security Measure Against Spam 

Attacks." 

Powell, BRIAN M., et al., 2014. "fgCAPTCHA: 

Genetically Optimized Face Image CAPTCHA" 1-1. 

Shanker, Divya, Prashant Gupta, and Aditya 

Jaiswal, "Hybrid Collage CAPTCHA".  

The Official CAPTCHA 

site,http://www.captcha.net. 

Zhu, B., et al. 2014."Captcha as Graphical 

Passwords–A New Security Primitive Based on Hard 

AI Problems." pp: 1-1. 

 

 


