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 Mobile Ad Hoc network (MANET) is one of the most unique applications in wireless 
network. The migration to wireless network from a wired a network has been a global 

trend in past few decades. In many applications mobility and scalability brought up 

wireless network possible. Here the security issue is becoming a major concern and 
constriction in the applications of MANET. Therefore, selection of intrusion detection 

methods is especially important for MANET applications. This paper aims to pioneer 

and to assort current techniques of Intrusion Detection System (IDS) aware MANET. 
Now a day‘s Intrusion detection System (IDS) which is been defined as a solution for 

system security to identify the abnormal activities and detect intrusions in computer 

systems or network. So far many approaches have been defined in intrusion detection, 
but unfortunately any of the system is not said to be entirely ideal. Hence many 

methods have been moved on. We proposed an Intrusion Detection System by applying 

Genetic Algorithm (GA) and Support Vector Machines (SVM). 
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INTRODUCTION 

 

 In past few years there is more usage of internet 

that added an exponential interest for people so it has 

become more complicated and made problem in 

computer security. An ad-hoc network is a self-

configuring network of wireless links connecting 

mobile nodes that forms dynamic topologies and 

communicate through wireless media. Due to lack of 

infrastructure, each node in the network can act both 

as a router and a host. The wireless nature of 

communication and the characteristics of MANET 

raise several security problems. The mobile nodes 

communicate directly with each other and without 

the aid of access points, and therefore have no fixed 

infrastructure. They form an arbitrary topology, 

where the routers are free to move randomly and 

arrange themselves as required By definition, Both 

wireless transmitter and receiver can communicate 

with each other via bidirectional links in Mobile Ad 

hoc Networks. In MANET the three mechanisms 

used to find intrusions are Detection, Preventions and 

response mechanisms. In this paper we mainly 

discuss about Detection mechanism, which is used to 

find the internal hackers in the network. To secure 

MANET from external hackers authentication 

mechanism is used. One of the major advantage in 

MANET is it can communicate to different peoples 

and maintain mobility. Another advantage is that in 

other network the transmission range will be for a 

particular distance but in MANET it can choose its 

own transmission range. 

 Conceptually, similar to WLAN and wired 

networks, attacks on ad hoc networks can be 

classified into passive attacks and active attacks. 

Passive attacks refer to eavesdropping on the 

network traffic, and they are difficult to detect by 

their very nature. Malicious nodes initiate active 

attacks, and they can be carried out against mobile 

nodes, or communication protocol and infrastructure 

at different layers. Flooding attack spreads extra data 

or fake routing controls packets into the network. 

Depending on the routing protocol, the attacker can 

render single-path or multi-path flooding attacks. 

Black hole attacks publicize untrue routing control 

information. For example, in an on-demand routing 

protocol, attacker may advertise itself being the best 

path to the destination node during the path-finding 

process. As a result, it intercepts all data packets 

being sent to the destination node. Warm hole attack 

directs its packets from one point to another. These 

packets may be replayed from the far end of the 

wormhole. Byzantine attacks negotiate intermediate 

nodes conducts attacks such as black hole and packet 

dropping or to create routing loops. Packet dropping 

attack maliciously drops data packets. The attacker 

may deploy different dropping patterns. This makes 

itself the most difficult attack to detect. Spoofing 
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attacks poofs a legitimate user‘s identity or creates 

misleading content to trick the victim into making an 

inappropriate security-relevant decision. Routing 

protocol attack targets against routing protocols by 

rushing routing control packets, Poisoning routing 

table, injecting or replicating packets, etc. 

 In MANET the effective way of finding hackers 

is Intrusion Detection System(IDS).Intrusion 

Detection System(IDS) is the most important part of 

security infrastructure. IDS is the sensing mechanism 

that monitors the activities and detects the intruders. 

It mainly focuses on logging information about the 

hackers and attempting to stop them and report the 

security administrators in real time and identify the 

problems with security policies. Intrusion Detection 

System (IDS) is to detect the unwanted attempts with 

high detection rate and low false positive to protect 

the computer system. It use all data features from 

network statistics to detect an intrusion. The main 

aim of intrusion detection is to identify malicious 

attacks and it has two methods such as anomaly 

detection and misuse detection. In misuse detection, 

system detects the attacks by using some well known 

attack patterns. The limitation of this system is that 

new type of attack cannot be determined. In anomaly 

detection approach, system compares the event with 

normal behavior to find the attacks. It will produce 

an alarm when there is any mismatch between event 

behaviors and normal behavior. 

 In this paper, Intrusion Detection System(IDS) is 

designed to detect the intruders effectively by using 

optimization and machine learning algorithms. 

Genetic Algorithm(GA) is used to extract the 

features for reducing computational complexity. 

Support Vector Machine(SVM) is applied to detect 

the intruders in the mobile adhoc networks. Many 

researchers found that the use of GA is best to report 

very high success rate. SVM is the most popular 

technique for anamoly intrusion detection because of 

their good generalization nature and have the ability 

to overcome the curse of dimensionality.  

 

Related Works: 

 K.S.Sujatha et al., proposed system is based On 

Genetic Algorithm that analyzes the behaviors of 

every node and provides information about the 

attack. Genetic Algorithm Control (GAC) is a set of 

various rules based on the features of AODV such as 

Request Forwarding Rate, Reply Receive Rate 

(Elhadi Shakshuki, 2013). FatemehBarani et al., have 

proposed a one-class SVM for dynamic anomaly 

detection in mobile ad-hoc networks with AODV 

routing protocol, called MANET SVM (Anand Babu, 

2012). The efficiency of MANET SVM for detection 

of flooding, blackhole ,attacks has been evaluated.  

 Elhadi M. Shakshuki et al., proposed and 

implemented a new intrusion-detection system called 

EAACK specially designed for MANETs.They 

Compared with contemporary approaches, EAACK 

is specially demonstrated for higher malicious-

behavior-detection rates in certain circumstances 

while it does not greatly affect the network 

performances. Then, the capabilities of intrusion 

detection are being focused. Specifically, they 

present the challenge ofconstructing intrusion 

detection systems for mobile ad hoc networks, 

survey the existing intrusion detection techniques, 

and indicate important future research directions. 

They have aimed to pioneer and to assort current 

techniques of Intrusion Detection System (IDS) 

aware MANET.  

 MANET is infrastructure-less, pervasive in 

nature in routing like multihop without any 

centralized authority. To support these ideas, a 

discussion regarding attacks and researches 

achievement on MANET is presented inclusively and 

then the comparison among several researches 

achievement is evaluated based on these 

parameter.D.K.Srivastsva and K.S.Patnai have 

proposed a data classification as a Rough SVM 

(Anand Babu, 2012) approach Rough-SVM,which 

makes great use of the advantages of Support Vector 

Machine‘s greater generalization performance and 

Rough Set Theory in effectively dealing with 

vagueness and uncertainty information. 

Classification accuracy using Rough-SVM is much 

better than general SVM and general RSES 

method.Arun Kumaret al., reviewed many intrusion 

detection systems for MANET. There are many 

unique characteristics for prevention but they are not 

sufficient for their security. In using more of internet 

nowadays the more important issues security. In past 

days security is given for host level or network level. 

Upasna,  2013. In Intrusion Detection System(IDS) 

the design and implementation remains an very 

important issue to proper network security. So we 

have proposed Genetic based Support vector 

machine for detecting the malicious activities in 

mobile ad hoc networks. 

  

Proposed System: 

 The main task of the intrusion detection system 

is to discover the intrusion from the network packet 

data or system traffic data. One of the major 

problems that the intrusion detection system might 

face is that the packet data or system traffic data 

could be overwhelming. System selects all possible 

features as the object of the monitoring For wireless 

network, due to the limited capacity of wireless 

devices, choosing those features that can be the best 

characterize the behavior of network is very 

important. So genetic algorithm is applied to 

optimize the feature selection In wireless network, 

the way a node communicates with other nodes is by 

exchanging messages. In intrusion detection system, 

node‘s behavior can be obtained by monitoring the 

network traffic. Each node monitors its neighboring 

nodes‘ network traffic and built a profile during 

offline training. Then the profile is used as a training 
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data to train the support vector machine and detect abnormal behavior in the network. 

 

 
 

Fig. 1: Data Flow Diagram. 

 

Genetic Algorithm: 

 In this Genetic Algorithm approach they use the 

law of evolution and selection. It is a soft computing 

used to implement in the particular field like 

chromosome by converting a problem. Genetic 

Algorithm is to find a optimal solution in a problem 

arised in computer network security. It is used to find 

the data sets its nothing but called population. The 

first step is to encode the bits that are string or 

integer which forms chromosomes and the next step 

is ―Evaluation function‖ that helps to determine the 

genuine chromosome. Exist two operations they are 

crossover and mutation are performed to imitate the 

breeding and evolution. The selection of the 

chromosome is biased towards the fittest of the 

species. At last, the fit chromosome is selected once 

the optimization criterion is met. The conditions for 

crossover if selected improperly will lead to the 

design of an illegal offspring. Hence identifying an 

optimal solution is not met if the convergence is 

premature. This is determined by means of selection 

of the fit condition to be either too large or too small. 

 The features which are monitored for the 

network is considered as a chromosome for the 

genetic algorithm. First the algorithm initializes the 

population of the node. The number of node is varied 

in the base network so that the initial population is 

also varied. Then the next step of the Intrusion 

detection Systems is encoding initial population 

using binary values is called as chromosomes. Each 

chromosome is then evaluated for an objective 

function by considering the various network 

parameters like packet drop (PD), Request 

Forwarding Rate (RFR) , Request Receive Rate 

(RRR) etc. The next is threshold is determined by 

calculating the individual network parameters .the 

network parameter is determined by tournament 

selection. While the fitness is remapped, the fit node 

is zero, then the second threshold is determined as a 

weight for the Network parameters. Then the 

surveying black hole nodes are the one value of all 

the optimal parameter to be zero. Thus using these 

nodes we can determine and plotted versus there 

node identification Fitness remapping wherein the fit 

nodes are assigned ‗0‘ values and then the second 

threshold is determined as the weighted average of 

the network parameters. Then the surviving black 

hole nodes are the ones with the value of all the 
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optimal parameters to be zero. Thus these nodes are 

determined and plotted versus their node 

identification number. An alternate method was also 

tried and this assigned greater ranks to the fit nodes 

and lesser ranks to the unfit nodes and this was based 

on the concept of Fitness ranking number.This was 

replaced by the existing method Tournament 

Selection for fitness evaluation. The implanted 

algorithm is considered to be flexible because it has 

been tried with various network node configurations 

and black hole combinations and it is able to give 

consistent results. The selected parameters by genetic 

algorithm are used to train the SVM for detecting the 

attacks effectively. 

 

Support Vector Machine: 

 Support Vector Machine Algorithm maps 

training data into high dimensional future space 

through kernel trick. It tries to find a hyper plane that 

is able to separate training data from origin with 

maximum margin. In other word ,SVM is a two-class 

classifier with training data as the first class and 

origin as only member of the second class .In 

summary, this algorithm maps the training data to 

feature space H using a kernel function and then 

separates vectors mapped from origin with maximum 

margins is a parameter balancing the tradeoff 

between maximum distance of hyper plane from 

origin and the number of training samples located in 

a hyper plane and number of samples and slack 

variable, respectively. The multipliers define the 

optimal hyper plane. Many kernel functions exist, 

such as radial bases functions (RBF), polynomial, 

linear, sigmoid, etc. In this paper, we used RBF 

kernel in the SVM algorithm. After optimizing the 

parameters, MANET SVM has three main phases: 

initial training, updating, and detection. The learning 

process is done by both the initial training phase and 

updating phase. The testing process has been 

performed in the detection phase to ensure the 

accuracy and performance of proposed approach. In 

the initial training phase, a protected and safe 

environment is provided to collect normal vectors 

from network traffic. Each node monitors its own 

normal network traffic and presents its own network 

state with a dimensional feature vector. 

 In the initial training phase, each node collects 

set of normal feature vectors and then normalizes the 

value of each feature is given as input to the SVM 

algorithm. . The method determines a linear function 

f(x).which classifies the normal and a malicious 

activity by using the sign of the function f. plus sign 

indicates the normal behavior and minus sign 

indicates abnormal behavior. 

F(x) =q.x+d 

F(x) = {>0 normal 

{<0 malicious 

 In the above function q represents orientation 

from origin of the hyper plane, x represents the 

events, and d represents the distance from the origin 

of the hyper plane and F (x) act as a hyper plane. 

 The algorithm generates a model to describe the 

normal space. Due to the mobility of nodes in 

MANETs, network topology is constantly changing 

and so the normal behavior of network changes. 

Therefore, we cannot use a static model for anomaly 

detection in the networks. For this purpose, MANET 

SVM updates the generated model in each time 

window. Each node runs the SVM algorithm on 

normal feature vector selected using policy 

weighting. It is used to find a hyper playing that is 

able to separate training data from origin with 

maximum margin. SVMs classify data by using these 

support vectors, which are members of the set of 

training inputs that outline a hyper plane in feature 

space. It is otherwise called as two class classifier. It 

is used for dynamic anomaly detection in AODV 

based mobile ad hoc network.  

 

Conclusion: 

 In our work, the anomaly detection with feature 

selection has been applied for mobile ad hoc 

networks to detect the intrusions using genetic based 

support vector machine. It uses network layer data to 

characterize the behavior of mobile nodes. Number 

of features and the training data size are reduced by 

genetic algorithm to reduce complexity. SVM was 

trained by the selected features from genetic 

algorithm for detecting the intrusions effectively. 

Attacks were classified from normal behavior by 

Support Vector Machines. We have applied Support 

vector machine because it can learn a larger set of 

patterns and be able to scale better, because the 

classification complexity does not depend on the 

dimensionality of the feature space. SVMs also have 

been the ability to update the training pattern 

dynamically whenever there is a new pattern during 

classification. 
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