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 In Wireless Sensor Network, the functionality of the nodes depends on its energy level 
and reduction of the amount of energy consumption is a major issue.  To increase the 
WSN life time reduction of the energy utilization in each node. The energy utilization 
can also be minimized by configuring all the layer functionalities in the network. The 
main objective of this paper is to optimize the energy utilization in a route. An Optimal 
Dynamic Multipath Routing [ODMPR] is proposed for discovery of a better route with 
optimized energy based nodes in the router. Energy optimization can be obtained by an 
AIS algorithm where it shortens the distance among nodes and chooses the nodes 
having optimum energy in a route. Due to the shortest route and optimum energy, the 
time taken to transmit the data is also less. There is also an increase in the lifetime of 
the network. The simulation results show better performance of the AIS approach than 
the earlier approaches.  
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INTRODUCTION 

 
 Wireless sensor networks have seen phenomenal growth in recent times. WSN is too dynamic, can be 
deployed in emerging situations and transmit data very fast [1]. A sensor node is a small sensing device which is 
deployed within the region of WSN. The major problem considered in WSN is lifetime of the network because 
the sensor nodes have a limited battery service. It is necessary to save the energy in the entire range of nodes, 
considering the inability to replace the battery during emerging situations. 
 Electronics based systems of all kinds are directed towards low-powered and low cost WSN node 
deployment. The WSN transmits and receives data within a short distance. Problems generally occur in WSN 
due to battery capacity [2]. The sizes of the sensor node are small and cannot be replaced dynamically in the 
remote locations [3]. The linking quality in WSN depends on the low-power, restricted bandwidth and subjected 
to some of the environmental factors [4]. The challenges of researches based on WSN are numerous where the 
main issue considered is the limited network lifetime [5]. Some of the optimization techniques for constructing a 
route using the hybrid methodologies to increase the lifetime of the network have been discussed [6]. The 
routing protocols are related to the valid data within a short period not to the nature of the WSN [7]. It is 
necessary to design a routing protocol, which always saves the energy to improve the QOS. SRTLD[8], 
BIOSARP [9], ACO method [10], and hybrid computing algorithms increasing the energy efficiency in WSN 
[11].  
 Addressing autonomous capability for multihop WSNs needs visualization of self-organized network 
application of to understand the network operational objectives [12].Additionally, probabilistic methods that 
provide the scalability and preventability can be found in nature and adapted to technology [13].This paper 
discusses the performance of the AIS which uses hybrid nature based computing methodologies which are based 
on energy saving in WSN. NS2 software is used for simulating AIS algorithm and the results are compared with 
the BIOSARP [9]. The network performance has been evaluated in terms of PDR, energy utilized, throughput 
and traffic overhead. 
 



348                                  Udaya Suriya Rajkumar D. and Rajamani Vayanaperumal, 2015 
Advances in Environmental Biology, 9(24) November 2015, Pages: 347-353 

MATERIALS AND METHODS 
 
 ODMPR uses AIS to provide an optimized energy route using hybrid nature based computing methods. The 
real work starts with Route-Discovery and data packet transmission between nodes in the route. In this paper, 
the AIS provide a better path which is more efficient in terms of shortest distance, maximum energy and less 
time for data transmission. At the time of route discovery, the AIS maintained the node information in Table-1. 
The optimal neighbor is selected and the packet is forwarded.  
 
Table 1: Characteristics of Neighbor Node verification. 

Nodes PRR PFR Time Distance Energy 
Node-1 G G T1 D1 E1 
Node-2 G B T2 D2 E2 

: : : : : : 
Node-n B G Tn Dn En 

 
 Neighbor nodes can be chosen by comparing the parameters for obtaining better performance to increase 
the Quality of service. “G” for Good, “B” for Bad, “T” for time, “D” for Distance and “E” for Energy utilized 
for data transmission. PRR-[Packet Receiving Ratio], PFR-[Packet Forwarding Ratio] should be good and the 
time, distance, energy should reach the minimum optimum value. If the node’s PFR is bad, then the node is 
treated as Sinkhole node. The pattern for constructing the route in WSN can be written as  

 
Where, G = Good,  ; 

 

 
 

 Optimal Functionality value (OFV) computes minimum distance, minimum time and minimum energy 
from source node to destination node in a route. Whenever the parameter in Table 1 is “Bad” or high value of 
Time, Distance and Energy are detected in the route discovery process, the next node is taken for neighbor 
selection. If the node has Bad characteristics; it is treated as an abnormal node. The route discovery process 
finalizes a route by checking the node characteristics from the source node to the destination node with the help 
of Table 1. The route discovery process discovers multiple paths for data transmission during which an optimal 
path is elected and the next optimal paths can also be used in case of route failure. The OFV is initialized with a 
threshold value and it may change due to the characteristics of the network and node behavior in WSN. The AIS 
algorithm, pseudo code and the detailed flowchart with numerical illustration are given below for describing the 
optimal functionality value of AIS in WSN. 
 This process is repeated until the data packet giving from source node reaches the destination node with 
smaller time, shorter distance and usage of minimum energy. Before transmitting the data packet, the routing 
table is verified for neighbor nodes. 
 
Artificial Immune System: 
 Artificial Immune System is influential when a population of answer is vital either during the search or as 
an outcome. The problem should have some notion of ‘matching’. As AISs are evolutionary algorithms, they are 
more suitable for problems that change over time. In general, there are four decisions have to be taken to 
implement the AIS, they are Indoctrination patterns, Likeness Measure, Choice and Change.  Once the Pattern 
has generated, it is necessary to find the likeness Measurement, the best choice and change for the best choice 
shown in Fig.1: 
 

 
 
Fig. 1: Building blocks, partial solutions and conditions mapped to the AIS metaphor. 
 
Algorithm of Artificial Immune System: 
Generally the AIS functionality is defined as a step wise process: 
� Setting the number of repetitions on each individual as P. 
� The Similarity is evaluated by measuring it for each individual in the P. //individual-node 
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� According to the similarity measurement SM, elect E the best set of ‘n’ individuals from P. 
� // E = set of all nodes [i.e. route] representing a route from source node to destination node 
� Expand the Election of E, by ‘n’ best individuals of P, and should be proportional to the Election rate and it 
should be unique string.  The size of E is proportional to the similarity measure SM. 
� Change similarity of each E, to generate a matured antibody of the P. 
� Eliminate individuals with low similarity to generate new string patterns. The low SM cell can be replaced 
by the higher values.  
� Repeat the above steps until a best set is reached with optimal value. 
 
Pseudo Code for Artificial Immune System: 
1. Let P be a random Number for each individuals  
2. Assume the number of iterations is R 
3. OFV1 = min(Time) ; OFV2 = min(Distance); OFV3 = max(Energy) 
4. OFV = max(reaming-Energy) 
5. Elect random sequence S, energy(S), Time(S) and Distance(S) arrange in increasing order. 
6. Calculate similarity measure SM, for each E 
7. new S = Create new copies of S { by changing individuals in inverse } 
8. If(OFV1(new S)<OFV1(E))&& OFV2(new S) < OFV2(E)  && OFV3(new S) < OFV3(E)) && OFV(new 
S) > OFV(E))  then 
9. E = new S 
10. Else  
11. New S = Create new copies of S { by changing individuals in pair wise } 
12. If(OFV1(new S) < OFV1(E))  && OFV2(new S) < OFV2(E)  && OFV3(new S) < OFV3(E)) && 
OFV(new S) > OFV(E))  then     E = new S 
13. End 
14. End 
15. E = change(E) 
16. Elect random sequences S, after Election by SM 
17. Eliminate individuals with low similarity to generate new string patterns. The low SM cell can be replaced 
by the higher values 
18. Repeat 2 
 The Algorithm gives the overall step wise procedure to find the solution to a problem. The pseudo code is 
used for, developing a computer program, in any Computer Language to get the solution.  The Fig.2: is the 
diagrammatic representation of an algorithm and/or pseudo code. It gives the overall functionality of the 
Artificial Immune System used for finding the best route having more energy based nodes and utilizing less 
energy for data transmission. 
 
Network Modal: 
 In this paper, the ODMPR utilizes the AIS for selecting the best nodes for constructing of the shortest 
energy efficient route from the source node to the destination node. The traffic methodology used in WSN is 
multiple source nodes the dispatch of to multiple destination nodes. Node-1 is the source node and the Node-20 
is the destination node where multiple routes are discovered for data transmission. The best optimized route 
among the available routes is elected and data is transmitted to improve the network lifetime and thus obtain 
better performance. The entire network model and the route available between the source node and the 
destination nodes are shown in Fig.3: 
 The Numerical Illustration of the AIS algorithm is given below. 
 Set the size P = 100, the number of iteration = 100 and random size = 20%. 
Step 1: The size is initialized as P, each individual of P is a string, which is generated until the size of the P.   
             Example string S = “1 3 9 13 15 20” is indicating a route from source node-1 to  
             Destination node-20. 
Step 2: Calculate the similarity value SM using the objective value of each S. And the Objective Value is 
              Calculated using equation (1) 
OFV =  or  

      --------------equation (1)  

Step 3:  The election of string S is based on the rate of election and it defined by equation (2) given  
                Below. 

   --- equation(2) 

Step 4: Every string S is changed by inverse as well as pair wise and compare the OFV of each string, to  
               get the minimum OFV.  [The number of elected string gets increased than the original P size]. 
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Fig. 2: Flowchart For Artificial Immune System. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
Fig. 3: Sample WSN and Multipath Discovery from Source to Destination Node. 
 

RESULTS AND DISCUSSION 
 
 This involves the choice of the simulation in Network Simulator software and some of the parameters are 
initialized and set with some relevant values which is shown in Table-2. A packet size of 512 bytes and a 
transmission rate of 4 packets/s, and the functioning metrics before and after DDOS controlling are compared 
with the existing Ant Framework, secure IDS against DDOS techniques. The performance metrics are 
 Throughput: Number of packets sends in per unit of time.  
 Packet delivery fraction (PDF): The ratio between the number of packets sent by the source nodes and the 
number of packets received by the corresponding destination nodes.  
 
End to End delay:  
 Measure as the average end to end latency of data packets.  
 The simulation of each node updating its neighbor table every 150S is assumed in this paper. Route 
discovery of this AIS approach is deployed in the AODV protocol to maintain the nodes which have good 
promotions towards the destination. For better results and improves the performance of the ODMPR approach, 
the simulation parameter values are assigned specifically and shown in Table 2. The simulation result shows the 
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packet delivery ratio of the ODMPR approach as higher than the existing approach.  PDR is increased due to the 
delivery of packets in an optimized route with the shortest distance, within a short period without any 
calculation and process. If any problem arises in the optimal route the ODMPR approach easily chooses the next 
path in the middle with the help of Table 1.  
 
Table-2: Simulation Parameters for Case Study. 

Examined Protocol AODV 
Number of Nodes 10, 20, 30, 40, 50, 100 

Simulation Area Dimension 800 x 600 
Simulation Time 50 sec 

Radio range 250 m 
Traffic Type CBR, 4 pkts/s 
Packet size 512 

Traffic connections TCP / UDP 
Node speed 35 m/s 

Type of Attack DDoS 

 
 In the simulation source, the node broadcasts a  message to the neighbor nodes within its 
communication span. Upon receiving the  message, each neighbor attaches its information with a 
message and broadcasts to the next level neighbors. Information is ignored when the same  message is 
received twice. The failure node cannot detect the same message and so the routing protocol sends RERR 
message to source node. It is called routing overhead and it is shown in Fig.6:  The routing overhead of 
ODMPR is merely less than the other approaches. 
 

 
 
Fig. 4: ODMPR VS Existing Approaches Comparison in Terms of Packet Delivery Ratio. 
 
 The packet delivery ratio is the relationship among the total number of packets, delivered to a number of 
successful packet delivery. The packet delivery ratio comparison among ODMPR with BIOSARP, Hybrid-
BIOSARP is pictorially represented in Fig. 4: If the amount of packet rate is increased, the packet delivery ratio 
is also gets increased. The PDR is higher for any packet rate than the existing approaches is shown in the above 
Fig. 5: Energy consumption is each node needs and spends some amount of energy for its activities in the 
network [listen, wake up, sleep, transmit and receive].  
 

 
 
Fig. 5: ODMPR VS Existing Approaches Comparison in Terms of Energy Consumption. 
 
 The amount of energy spent depends on the number of activities and the amount of load carried out by a 
node. According to the packet rate the energy taken for each packet transmission is shown in Fig.5: for ODMPR 
comparing with BIOSARP and Hybrid-SARP. 
 To evaluation of the performance of the ODMPR in terms of energy, needs change in the number of nodes 
like [20, 40, 60, 80 and 100] and a number of simulations carried out. In energy is computed in each and shown 
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in Fig. 7: which clearly shows implement in energy saving and only a smaller amount of energy variation 
occurring in energy consumed in each round. 
  

 
 
Fig. 6: ODMPR VS. Existing Approaches Comparison in Terms of Packet Overhead. 
 

 
 
Fig. 7: ODMPR Performance Evaluation In terms of Remaining Energy. 
  
 Similar to Fig.7: before and after deploying ODMPR is verified and the performance is evaluated in terms 
of energy by changing the number of nodes in the network [like 20, 40, 60, 80 and 100] and shown in Fig.8: 
The Energy saving by ODMPR is high than the other standard routing protocol. 
 

 
 
Fig.8: ODMPR vs. Existing Approach Performance Evaluation In terms of Remaining Energy. 
 
 Similar to Fig. 8: ODMPR is verified in terms of throughput. The throughput obtained by ODMPR is 
verified by changing the number of nodes in the network and depicted in Fig.9: From the Figure, it is clear that 
ODMPR is the best routing protocol in terms of throughput. 
 

 
 
Fig. 9: ODMPR Performance Evaluation In terms of Throughput. 
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Conclusion: 
 In this paper the proposed approach ODMPR utilizes the Artificial Immune System for optimizing the 
energy combined with time. Overcoming of the disadvantages of the previous system, such as reducing the 
energy consumption, improving the searching ability and speed [by comparing small solutions to provide a large 
solution] etc., is done through an Artificial Immune system is used for optimizing the solutions. The results 
describe the capability of AIS and shows it is better than the existing approaches. 
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