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 Outsourcing IT functions is being developed as a replacement for implementing IT 

projects or rendering IT services within organizations.  Organizations‟ past experiences 
in outsourcing indicate that this process poses variety of risks and problems. This study 

is aimed at identifying and prioritizing the risks of outsourcing IT infrastructure 

projects. Classifying risks of outsourcing along with incorporating thematic experts‟ 
experiences through the Delphi method, reveals various risks associated with the 

employer and the contractor as the primary sources of risks as well as general risks and 

chronological risks which occur in the periods before, during and after contracts. A total 
of 22 main risks were identified and categorized. Afterwards, based on the opinions 

obtained from thematic experts and using the Analytic Hierarchy Process, different 

types of risks were prioritized. The results suggest that those risks that arise due to 
failings of structure and content are more important than those of technical and 

contextual knowledge. The results attained through analyzing questionnaires show that 

contractor‟s scope incorporates most of the risks. According to these results, the period 
“during the contract “is the most hazardous time span, and mismanagement is  the most 

considerable risk  from contractor‟s scope in present IT projects. 
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INTRODUCTION 

 
 Nowadays, ongoing evolutions of technology as well as development and growth in number of 
organizations have created a competitive market throughout the world. In this process of evolutions ,companies 
are impelled to use IT technology systems due to  their dire need of access to updated information. That is to say 
that  more than 50% of organizational investments are  made to achieve the competitive advantages in the scope 
of I.C.T [7]. “With the market competition intensifies, enterprises focusing on core business has become the 
most important rules of survival. Therefore, more and more enterprises adopt outsourcing as critical business 
initiatives due to its effectively reduced costs, enhancing the core competitiveness of enterprises and other 
characteristics” [24]. The existing competitive environment does not  provide the opportunity to organizations 
for trial & error procedures in their activities, therefore companies need  to find their path in the tempestuous 
competitive market to make profitable investments by a precise evaluation and suitable estimation . In order to 
achieve competitive advantages through the aforementioned information systems, organizations need to spend 
considerable amount of their financial and human resources. Spending too much time, high cost of experts and 
losing expert manpower during education are the challenges of continuous use of technology. Outsourcing is a 
strategy for optimal use of resources and capabilities in IT. Outsourcing is one of the most popular trends in 
industry for reducing costs. However, it can also be cited as a factor of reducing risks [23]. Outsourcing is 
introduced as conclusion of a contract through which an outsider organization undertakes the responsibility of 
rendering the services to the purchaser company which was previously done within the purchaser company  
[13]. Outsourcing is participation of a foreign element in providing IT-related physical or human resources for 
the customer organization or transferring assets in form of human, network, software or hardware from customer 
organization to the organization which is under obligation [25]. "Outsourcing of Information Technology (IT) is 
a common practice in global business today. IT Outsourcing (ITO) refers to the contracting out of IT services 
(or functions) with the objective of achieving strategic advantages as well as cost benefits" [16]. "With IT 
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outsourcing more and more popular as firms‟ strategy choice, it has been a common sense that it will lead to 
outsourcing failure and unexpected hazard or even tremendous loss unless the involved risks are under effective 
management. Consequently, IT outsourcing risk management is becoming a promising field for both scholars 
and enterprises" [8]. 
 In developing countries, managers are mainly interested in outsourcing as a potential source of competition 
and value production; however, despite dramatic improvement of the Iranian companies and organizations in 
information systems, there is not enough attention paid to importance of outsourcing activities related to 
development and application of information systems. Although state and private companies started outsourcing 
some of their activities related to information systems in recent years, they do not apply a strategic and 
worthwhile approach toward that and it is still considered a cost- reducing factor [13]. 
 Experience reveals that if a strategy is not well designed, IT outsourcing will only impose high costs to the 
employer along with losing control over quality of services , reduction of information security and  losing 
competitive advantages of organization in this field. Some parts of challenges are related to assigning tasks and 
responsibilities to Employer and Contractor Companies as principal elements of outsourcing process. In this 
regard, outsourcing contracts show a kind of key mechanism for establishing an appropriate relation between the 
contractor and the employer. Level of services, transferring assets, manpower, pricing and payments, guaranties,  
resolution mechanisms in case of disagreement, termination conditions ,etc are examples of stated articles in 
contracts of which managers should be fully aware [13]. 
 Today‟s organizations consider IT as one of the significant issues in organizational performances. Major 
problems that organizations encounter in this field are increasing performance challenges and supporting the 
services. The importance of this issue is due to the role of IT which is not considered pivotal in most 
organizations and paying excessive attention to it may divert the organization from its main purpose. 
Outsourcing IT performance is a mechanism that allows organizations to fully concentrate on their main 
activities along with simultaneous management of IT performances. Also, outsourcing of Information and 
Communications Technology (ICT) is the process in which an organization delegates tasks concerned with 
management, operation and maintenance of its ICT resources to an external service provider in order to improve 
performance [17]. 
 This issue within the framework of “Risk Management” is studied as one of the primary dimensions of 
project management. The main subject which led to this idea for  research, was  lack of an authentic 
classification for  risks in different stages of  outsourcing IT projects (since the need arises and an outsourcing 
IT project starts until receiving final deliverables  and supporting services). This study has attempted to 
categorize three  important phases in defining risks (identification, analysis and prioritization) over outsourcing 
an IT project (in infrastructures of IT field) in order to provide a proper ground for implementation of next 
phases of  risk management and to choose proper treatment approaches based on the Delphi Method and AHP. 
 The Delphi method derives from sequential answers to the questions in a questionnaire [11]. “Delphi is an 
expert opinion survey method with three features: anonymous response, iteration and controlled feedback and 
finally statistical group response" [11]. Since the process of analysis and categorization of risks can be reached 
through different procedures, also, the  quality of the decision has long-term influence upon the development 
and company's market position [15], AHP was chosen as one of the most well-known and efficient methods to 
achieve our goal which addresses a large and important category of decision-making outlines [14]. "People often 
use knowledge that is imprecise rather than precise. The fuzzy set theory approaches could resemble human 
reasoning in use of approximate information and uncertainty to generate decisions. It was specifically designed 
to mathematically represent uncertainty and vagueness and provide formalized tools for dealing with the 
imprecision intrinsic to many problems" [11]. 
 
Based on the literature review, the following hypotheses are raised: 
 According to considering exploratory nature of this paper, this research is not hypothesis test type. The 
research questions to be answered during process of research are as follows:  
What are risk classifications in outsourcing IT infrastructure projects?   
What are the main groups into which risks of outsourcing IT projects are categorized?  
What are the main risks in outsourcing IT projects in each identified group? 
What are the risk priorities in outsourcing IT infrastructure projects?  
 This study has tried to identify, classify and prioritize risks of outsourcing IT projects  (first phase of risk 
management process) in  Iranian organizations based on executive experiences of managers and thematic 
experts, so that it would be helpful for organizations to apply proper strategies and mechanisms to encounter and 
treat such risks. 
 
2- Literature Review:  
 ICT plays an increasingly strategic role in the performance of organizations. News of creativities and 
innovations in organizations about strategic development of IT systems has become an expected occurrence [1]. 
The failure of system development projects  which has plagued the IT industry for years, is one of the main 
reasons  of tendency towards outsourcing IT tasks to be carried out by professional companies [19].  According 
to the definition given by Information Technology American Association, outsourcing IT projects consists of 
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issues such as: study cases, planning, development, implementation, supporting or management of information 
systems particularly software and hardware. In today‟s competitive market, managers  are  interested in 
outsourcing  as a potential source for competition and value production. If the intended connections are not 
appropriately established  for IT outsourcing , outsourcing will only impose high costs on the employer 
company along with losing control over quality of services and reduction of information security Project risk 
management plays a vital role in reducing and controlling the detrimental effects on quality, expenditure and 
timing of a project. Due to the fact that most IT outsourcing projects are pretty costly and time- consuming , 
managers are required to apply appropriate rules  and to do necessary assessments for efficient and well-
organized implementation  of projects [21]. There are various risks in outsourcing depending on different 
situations. For example, it is probable that the terms of a contract expose the buyer to some risks in the middle 
of a contract. Since the organizational boundaries are distinct and well-defined for both the buyer and the 
supplier , responsibilities, deliverables and processes are defined  and agreed upon based on the terms of the 
contract [20].A  part of Outsourcing IT project failures is because of inattention to proper risk analysis by the 
hosting company [18]. 
  In the recent years, as a result of globalization, internet and IT progress, outsourcing IT services has 
experienced an exponential growth. As a result more and more companies have decided to partially or totally 
outsource their IT services. Nevertheless, the outsourcing process exposes both the client and the service 
provider to a series of risks that can seriously affect their activities. Managing these risks by improving the 
quality and efficiency of internal control has made the ITO audit a necessary component for all the companies 
involved in this process [6].  
 'Risk Management' is considered  and studied as one of the profound issues in project management. The 
main reason which created the idea of this research, was absence of a proper classification based on major areas 
of risks in different phases of outsourcing a project (since the need for such project arises  and it is defined as an 
IT outsourcing project  until receiving final deliverables and support services). 
 Most studies on “Risks of Outsourcing IT Project” have been done by non-Iranian researchers and just few 
precise studies have been carried out in our own country. there are three main categories of risks: risks related to 
the project, the relationship risks and risks associated with macroeconomic [3]. Another study depicts  lifecycle 
of outsourcing information systems in three main periods: before contract, during contract and after contract [7]. 
Some researchers divide risks into two main categories of risks related to the capabilities of the manufacturer 
and risks related to the company's capabilities [5]. It is also suggested that the main factors leading to these risks 
are efficiency, technical skills, commitment, quality, and accurate estimation of the costs [2]. Some important 
studies are shown in table1: 
 
Table 1: Title of Some Important Researches on IT Outsourcing Projects. 

No Researcher(s) / Date of issue Topic 

1 [2]  
Constructing a customized model and providing information to support IT 

outsourcing  decision 

2 [22] Risks mitigation in IT outsourcing strategy 

3 [5] Business risk perspective on outsourcing information systems 

4 [9] 
A knowledge - based risk assessment framework for evaluation of web-

enabled application  outsourcing projects 

5 [4]  Validating measures of IT outsourcing risk factors 

6 [7] 
Lifecycle of outsourcing Information systems 

and risks analysis 

7 [12]  A Review of the IT outsourcing literature 

 

 According to previous studies and the assessments that have been carried out , the primary framework to 
classify risks of outsourcing IT projects in this study is demonstrated through the combination of the models 
presented by Chou [7] and Bhattacharya [5].     
 

MATERIAL AND METHODS 
 
General Methods: 
 The method used in this study is Mixed Methodology. It is to be noted that when it was needed to indentify 
risks of IT outsourcing, the Delphi method was applied along with the A.H.P (Analytic Hierarchy Process) for 
ranking and analyzing risks.  
 In this Research, our team expresses the process of risk assessment in three phases of identifying, analysis 
and prioritizing. In the first phase a list of prospective risks was collected through the Delphi method, then each 
risk was identified and analyzed in the second phase, and in prioritizing phase, the hierarchy of the risks was 
specified. 
  
First phase: 
 In the first phase of the study, the Delphi method was used to classify and identify IT outsourcing risks. The 
Delphi method has three main stages: the first stage focuses on exploration of the topic and the related 
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information. The second stage is based on agreements between the two parties; and the third stage is the final 
assessment where all former information are processed and prepared for decision makers.  

 

Second phase: 

 In the second phase of research risks were prioritized and the A.H.P  method was used. The A.H.P method 

could be applied as a simple and understandable method for prioritization of risks. In fact this is a Multi- 

Criteria method which allows both existing internal - mental factors of  project risks and concrete factors to be 

studied. Figure1 illustrates the main process of research, activities and procedures taken place in each phase.                                                                                                   

 

 
 

Fig. 1:  (Main Process of Research) Activities and Processes Taken Place in Each Phase. 

 

Participants: 

 According to the aforementioned method of research,  participants of statistical society in the process of 

data collection via Delphi method  consist of  managers and experienced  people in IT infrastructure outsourcing 

projects (in the supplier tor employer team) as well as informed intellectuals (Table3). In order to prevent the 

interference of one-sided views and considering the nature of the Delphi method, different view points from 

various groups incorporated into the study.  

 

Elicitation Risks List Steps: 

 For extracting a classification of risks following steps have been taken:  

 

Reviewing previous researches: 

 Through revision of previous studies on risk classifications of IT outsourcing, three period of time and three 

scopes of risks were identified (Table2). 

 
Table 2: Base Of Classification of Risks. 

Source / time Before contract During contract after contract General 

Contractor     

Employer     

 

 Risks fall into two categories which consist of chronological risks (before, during and after contract) and 

general risks which exist throughout a project and cannot be attributed to any certain period.  

A: Before contract: consists of risks which exist before conclusion of an agreement between the employer and 

the contractor and involves both participants in the contract.   

B: before contract (during implementation of project): consist of risks which arise during fulfillment of project.  

C: After contract: is related to the period after completion of a project, parties encounter this group of risks after 

the termination of a project.  

D: General risks: risks which are likely to appear in more than one period.  

Risks (risks imposed by an individual or a group) are also classified into two groups of contractor and employer 

based on their origin. 

A: Contractor: risks imposed by the contractor of a project.  

B: Employer: risks imposed by the employer of a project.  

 
Obtaining views of experts through the Delphi method:  
 After extracting the primary classification based on the Delphi method, ten thematic experts on IT 
infrastructures were invited to participate in the research. The intended qualifications for choosing participants 
were based on their authorized organizational positions, academic knowledge on the subject and work 
experience. Seven experts out of ten accepted to participate in the research process (Table.3, their specifications 
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are already provided).  They were individually interviewed and their views on risks were identified in each 
category. 
 
Table 3: Specifications of Experts Whom Participated in the Delphi Method. 

Row Last official position Name of organization Background in IT 

1 Professor University 12 years 

2 IT Deputy Ilia tech serve co. 9 years 

3 Professor University 10 years 

4 Managing director Adib data processing engineering co. 12 years 

5 First deputy of project manager Interior Taxation Organization 12 years 

6 IT Deputy Tehran Municipality 11 years 

7 IT Deputy Persia communication co. 17 years 

 

Delphi Round: 
 The first round of Delphi method was via interviews. In each interview, at first interviewees were 
introduced to the research subject and then they were asked to share their experiences with the risks they had 
previously encountered. Their views on the primary classification were obtained. The researcher attempted to 
provide an atmosphere for interviewees that they freely express their viewpoints. After compiling a list, those 
risks that were referred to by more than two experts were classified as a base classification. Therefore 26 
identified risks were placed in the matrix. Since after the fifth interview there were no new risks indentified, 
there was no need to add more participants and to conduct further interviews after the seventh case.  
 The second round of the Delphi method was done indirectly and in the absence of the participants, i.e. the 
risk table and the corresponding questions were sent to the seven experts and their ideas were collected. As a 
result four risks were eliminated due to disagreement among the experts .According to the unanimity of opinions 
on the other risks, a final list of twenty two risks was made as illustrated in figure 2.      
 
Questionnaires: 
 In the second phase of research, a questionnaire was compiled through the Analytical Hierarchy Process 
(AHP) to prioritize risks .Twenty two priorities were studied in related groups through paired comparison 
matrixes. . The questionnaires were sent to forty people who were either introduced by other experts or were 
well known for participating in at least one outsourcing IT infrastructure project (according to respondents), 
twenty three out of forty people completed the questionnaires  and sent them back ( rate of 57% ). 
 

RESULTS AND DISCUSSION 
 
Delphi Results: 
 The results of researchers‟ analysis and elimination of the repeated risks led to establishment of a list 
consisting twenty six major risks which were classified into the groups illustrated in figure2 .Importantly, after 
the fifth interview no new risk was introduced in the sixth and the seventh interviews, therefore the experts‟ 
viewpoints were adequate for the researcher..  
 Categorizing risks based on their primary sources was one of the agreed classification types among the 
experts. Since it was previously mentioned in literature review, risks fall into two categories of employer risks 
and contractor risks. Another categorization is related to the chronology of risks taking place in the periods 
before the contract, during the contract and after the contract. Furthermore, it was also agreed that those” 
timeless” risks which appear anytime over the three periods to be titled as “General Risks” which was also 
added to chronological category of the research. 
 Based on the first round, the 26 indentified risks were sent to the experts in eight distinct questionnaire 
forms.  In the second round experts were asked to express their views on categorizations and the location of 
each risk in the considered categorizations. According to their answers, probability of any new risks was 
rejected and due to lack of consensus among the experts, 4 types of risks were eliminated from the list. After 
elimination of these four risks, 22 remained ones were classified into two main groups and eight sub-groups as 
the final categorization (Figure2). 
 
Analytic Hierarchy Process Result: 
 Through A.H.P, a paired comparison was carried out in three levels. The objective of this process was to 
provide a prioritized list of identified risks. Accordingly the prepared A.H.P questionnaire form which consisted 
of 11 matrixes was posted to individuals having experiences in outsourcing IT infrastructure projects.                
 In order to precisely assess the questionnaire forms, The Expert Choice software was used. The results have 
shown inconsistency ratio of 0.03 % which approves consistency of the answers.   
 
Percentage of risks from contractors’ viewpoints  
 Based on obtained results from comparison matrixes in the third level, 12 main risks were identified based 
on contractors‟ viewpoints (Table4). 
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Fig. 2: List of Classified Risks. 

 
Table 4: Percentage of Risks From Contractors‟ Viewpoints. 

Row Risk Period Percentage of 

Risk 

1 project mismanagement During contract 21.2% 

2 inappropriate methodology During contract 11.0% 

3 use of sub contractor During contract 10.9% 

4 inappropriate understanding of employer demand Before contract 9.0% 

5 Lack of technical knowledge General 8.7% 

6 not transferring technical knowledge After termination of contract 7.6% 

7 inappropriate interaction with employer General 6.5% 

8 reduction of incentives during fulfillment of project During contract 6.2% 

9 Lack of legal knowledge in concluding contracts General 6.2% 

10 Inappropriate evaluation of costs Before contract 5.5% 

11 lack of appropriate sources Before contract 4.1% 

12 Failings of support system After termination of contract 2.9% 

 

Percentage of risks from employers’ viewpoints: 

 According to table 5 , based on the obtained results from comparing matrixes in the third level,10 main 

risks were identified based on the employers‟ viewpoints.  

 

Total percentages of risks: 

 Based on obtained results from comparison matrixes in the third level, 22 main risks are identified in total 

(Table6). 

 
Table 5: Percentage of Risks From Employers‟ Viewpoints. 

Row Risk Period 
Percentage of 

Risk 

1 Changes in requirements During contract 21.2% 

2 lack of transparency about demands Before contract 17.9% 

3 inappropriate use of project results After termination of contract 11.4% 

4 inappropriate employers‟ organization During contract 9.7% 

5 rise in costs During contract 9.3% 

6 mismanaging project and plan General 8.4% 

7 Failure to predict the required resources Before contract 8.0% 

8 weakness in process of  selecting contractor Before contract 6.8% 

9 Lack of organizational knowledge General 4.2% 

10 inattention to growth and change After termination of contract 3.2% 

 

Percentage of risks from contractors/employers’ viewpoints: 

 One of most important results from this research reveals that the contractor‟s scope shows more risk 

compared to the employer's scope (Figure3).  
 
 

 



638                                     Seyed Ehsan Khansarizadeh and  Marzieh Kazempour, 2015 

Advances in Environmental Biology, 9(4) March 2015, Pages: 632-641 

Table 6:  Total Percentage of Risks in Outsourcing IT Projects. 

Row Risk Related to Period Percentage of Risk 

1 project mismanagement Contractor During contract 16.5% 

2 inappropriate methodology Contractor During contract 8.6% 

3 use of sub contractor Contractor During contract 8.5% 

4 inappropriate understanding of employer demand Contractor Before contract 7% 

5 Lack of technical knowledge Contractor General 6.8% 

6 not transferring technical knowledge Contractor 
After termination of 

contract 
5.9% 

7 inappropriate interaction with employer Contractor General 5.1% 

8 reduction of incentives during fulfillment of project Contractor During contract 4.8% 

9 Lack of legal knowledge in concluding contracts Contractor General 4.8% 

10 changes in requirements Employer During contract 4.7% 

11 Inappropriate evaluation of costs Contractor Before contract 4.3% 

12 lack of transparency about demands Employer Before contract 4% 

13 lack of appropriate sources Contractor Before contract 3.2% 

14 inappropriate use of project results Employer 
After termination of 

contract 
2.5% 

15 Failings of support system Contractor 
After termination of 

contract 
2.3% 

16 inappropriate employers‟ organization Employer During contract 2.1% 

17 rise in costs Employer During contract 2.1% 

18 mismanagement of project and plan Employer General 1.9% 

19 Failure to predict the required resources Employer Before contract 1.8% 

20 weakness in process of  selecting contractor Employer Before contract 1.5% 

21 Lack of organizational knowledge Employer General 0.9% 

22 inattention to growth and change Employer 
After termination of 

contract 
0.7% 

  

 
 

Fig. 3:  Percentage of Risks from Contractors‟/Employers‟ viewpoints. 

 

5- Discussion:  

 One of the blocking issues in literature review was lack of a comprehensive and functional categorization 

for outsourcing IT projects. Therefore, the first question was to introduce an appropriate model in this regard. 

Accordingly , risks were categorized into two main parts of contractor and employer in first phase , and in next 

phase,  each category fell into four chronological parts of “ before  contract “ , “ during  contract “ , “ after 

contract “ and  “ general risks “ . It‟s important to know that the extracted risks were uniformly categorized into 

two main categories and eight sub-categories through the Delphi Method during two rounds (figure 2). 

Furthermore, all identified risks were presented in form of a framework which emphasizes the comprehensibility 

of the framework. Another important issue which has been partly neglected in other researches, is introducing a 

prioritization of risks on which basis the forth research question was posed. In similar researches done by Tajari 

and et.al, employer„s scope incorporates 60.6 % of overall risks.  

 On the other side, the risks which stem from contractor‟s scope are of higher priority. It might be related to 

lack of institutionalized professional behavior in contractor companies as well as economic problems which are 

not within the domain of this research. Among the introduced risks in the second phase, the most considerable 

risks take place when the employer and the contractor come into contact with each other. The basic reason could 

be lack of pre-defined protocols and standards for professional and occupational relationship between the two 

parties.  
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  In the process of risk management, the first and the most important step is the assessment of risks which 

includes identification, analysis and prioritization. Based on participants‟ comparison approach, the risks of 

contractors‟ scope take higher priorities; as you can see the first nine priorities are related to contractors‟ risks. 

Therefore most risks are considered as the contractors‟ project mismanagement in contrast with terms of 

contract which solely involves 16.5% of the total risk. This issue confirms that most participants consider the 

risks which stem from contractors‟ mismanagement  important and as a distinct source generating other risks 

and problems. . Elimination or reduction of this risk will help to counterbalance the risks arisen from 

contractor‟s scope and employer‟s scope. It should be stated that the significant difference between the first risk 

(project mismanagement) and the following risks indicates its importance from respondents‟ viewpoints. After 

this risk, “inappropriate methodology & ineligible sub contractor” which are considered as contractors‟ risks 

during fulfillment of an agreement, take higher priorities. According to the respondents, risks occurring during 

fulfillment of an agreement are much more important compared to general risks and risks from other periods 

(before & after fulfillment of a contract). Prioritization of risks also indicates that none-technical risks are of 

higher importance rather than technical ones, i.e. most risks with high priorities are related to structure, 

management and process, and risks related to lack of technical knowledge as well as inefficient manpower are 

placed in lower levels. The results of various researches show that the risks in contractor‟s scope include 70 % 

of significance compared to the employer‟s. As stated in previous paragraph, elimination of mismanagement in 

contractor‟s scope will offset the risks from both the employer and the contractor. 

 According to the studies carried out by Chou (Chou and Chou 2009), working period can be divided into 

three periods of before contract, during contract and after contract. He believes that “Lack of market 

information, inadequate outsourcing plan and lack of outsourcing strategy and Lack of vendor information risks 

are of more importance in the period before contract, whereas ” Inadequate project management knowledge and 

tools “ has been frequently occurred  in the period before the contract (Chou and Chou 2009). A comparison 

between Cho‟s studies and this paper is shown as follows (table7): 

 
Table 7: A comparison between Cho‟s studies and this paper. 

This paper's Result Chou's Result Period 
 inappropriate understanding of 
employer demand (Contractor Side) 

 Inappropriate evaluation of costs 
(Contractor Side) 

 Lack of market information 

 Inadequate outsourcing plan and lack 
of outsourcing strategy 

 Lack of vendor information 

Before Contract 

 project management(Contractor Side) 

 inappropriate methodology 

(Contractor Side) 

 use of sub contractor (Contractor 

Side) 

 Inadequate project management 

knowledge and tools 

 Lack of quality control process 

 Cost related risks 

 Irreversibility of the outsourcing 

decision that is related with Vendor 

 Risk of loss control 

Contract Period 

 not transferring technology to 

employer (Contractor Side) 

 inappropriate use of project results 

(employer Side) 

 Lack of assess measurement, 

metrics, and tools 

 Lack of certification and quality 

model 

After termination of contract 

 

 In another research carried by Haji Heydari risks are classified in seven categories as Contract, Costs, Legal 

consequences, Security, New Technology and innovation, Client, Contractor [10]. However Shemi and et.al 

believes that „excessive dependence on the  provider  or  vendor‟  is  a  key  challenge [17]. The following table 

will show Shemi's finding (table 8): 

 The research carried out by Javad Tajari and et.al reveals that employers‟ scope by 60.6% has the highest 

rate of risks and respectively terms of contract by 20.7%  and contractor by 18.7% take   next positions [18]. 

 The following are offered to contractors and employers who are engaged in this field in order to reduce 

possibilities of the identified risks and their impacts:  

- Investment of contractor companies on none-technical issues particularly project management of IT projects 

(especially infrastructure). 

- Setting standards in interactions between organizations and contractor companies. 

- Employing professional consultants on legal issues by contractors, in order to prevent challenges that may 

arise due to ambiguities of contracts and agreements. 

Employing experienced consultants by employer Company in order to clarify and to determine current and 

future needs of the organization. 

- Paying attention to complimentary sources of organization for fulfilling a project by the employers and 

preventing commencing the projects before precise planning and assurance about finances of the project.  
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Table 8: ICT Outsourcing Challenges. 

Row Variable 

1 Excessive dependence on the provider 

2 Potential loss of secrets and intellectual property 

3 
Vendor opportunism i.e. vendors without necessary 

skills 

4 Over-dependence on the vendor 

5 
Vendor fails to provide contracted service to the 

required level 

6 
Change in commitment or financial stability of a 

supplier 

7 Lack of flexibility (becoming locked into the vendor) 

8 Vendor's lack of client's enterprise knowledge 

9 Security problems in general 

10 Loss of expertise  within the company 

11 Costs of controlling the vendor very high 

12 Deficient quality 

13 Hidden costs 

14 Lack of active management of the vendor by the client 

15 Lack of employee morale leading to poor performance and high staff turnover 

17 International outsourcing risks 

18 
Treating IT as an unimportant commodity to be 

outsourced 

19 Different time zones 
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